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Inpeiwpa and tous eNIPEANTES TOU UPNTIKOU TOHOU
yia tnv Eun Adokapi

O upntikdg 1Op0G autdg eival apiepwpévos otn pvipn g Eung Adokapi, p1Aor6-
you, amogoitou g ®1Aoco@Ikng XxoAng tou EBvikou Kamodiotpiakot Ilaverti-
otnpiou AOnvev kai tou Tunpartog Apxelovopiag kai BifAioBnkovopiag tou Ioviou
IMavemotnpiou (petamtuxiakd dimwpa e1dikeuong), Aieubuovipiag, amé 1o 2001
péxp1 tov Bdvard g 1o 2008, g Kevipikng Anpdoiag BifaioOnkng Kepxipag.

O 1op0¢ mep1éxel Keipeva aPpiepwpéva otn pvnpn g Eong Adoxapi ka1 epyacieg
a6 1o mépmo d1e0vég ouvédpio Sikaiou tng mnpogopiag 2012 (ICIL 2012), ou-
védp1o 1o omoio emiong agpiepmBnke otn pvipn g kai 81e§nxOn omv Képkupa,
oty I6vio Akadnpia, tov Iouvio tou 2012. O1 gpyaocieg dnpooievovial otn YA®o-
0d ToU oUVIaxOnkav kai mapouoidotnkayv, v ayydikn, Ayw tou 81eBvolg xapa-
Ktmpa tou ouvedpiou.

To 81€0vég ouvédpio Sikaiou kai Seoviodoyiag tng minpo@opiag «yevvnbnke» otnv
Képrupa 1o 2008 pe mv evBouoiwdn otmpi&n tou 101e TIpoédpou tou Tunparog
Apxelovopiag xar BifAloOnkovopiag, Opdupou KabOnynti Tewpyiou Mmodxou.
Auth ntav ka1 n xpovid mouv pag denoe n Eun Adoxapt...

H 18¢a fitav éva 81e0vEg ouvédpio e eupeia Oepatikn mov Ba kaAuvmte kaOe mba-
v 0UvOeon tng évvolag g mnpogopiag pe 1o 8ikaio ka1 mv nOIkn, ald Kardmv
Kal T Gp1A000Pia, TV Puxodoyid, Ty KOIVWVIOAoyia, Tnv eyKANPATOAOYid K.ATT.-0
ouVvOEeTIKAG KpiKkog €ival n €vvola Tng mAnpopopiag.

Yy EUn a@iepooaye o mo peydo, 1o mo mouoio péxpl téte ICIL-tou 2012. Ei-
X€ TPEI§ oOAoNpepeg mapdiinleg ouvedpieg, mévie €181kéG ouvedpieg Kal mavw armo
100 op1Antég and GAovV 1oV KOOHO.

To 2012, 10 ouvédpio timhopopnOnke “Equity, Integrity and Beauty in Infor-
mation Law and Ethics”. H évvoia tng minpo@opiag ouvdéOnke kai pe v évvolid
mg opopeIdag, pia aiobnukn BéRaia katmyopia. Exei eidape mepioodtepo m oxé-
on tou Tpnpatog Texvwv 'Hxou ka1 Eikovag tou loviou Ilavemotnpiou pe 1o ouve-
dp1o autd. O e€aipenikdg mivaxkag tou Renoir otnv apioa tou ouvedpiou -6mwg kai
o1 mavépop@ol Tivareg oe kdBe oeriba 10U 10TOXWDPOU Tou ouvedpiou- exppdlel
arp1Bw¢ aut tnv 16€a -euxapiotieg ka1 mail otn Nopikn Bifio6nkn yia tov oxe-
8100116 g dpopeng autng apioag. Yidpxel, Aoimndv, opopdid oto dikaio, Omwg
akp1Bm¢ avtibeta, 1o Sikalo ka1 n nOikn «pubpifouv» MV opoPPIA -wE MPOG AUTO,
Xapakmpiotikn eival n €161kn ouvedpia tou ICIL 2012, Arts and Ethics. Apioto-
TEXVIKO Kal T0 PeoITdA M1Avou 1ou euyevikd mpooépepe oto ICIL 2012 o S1eBvoug
¢enpng codiot ka1 KaBnynmg IMidvou tou Tpnpatog Mouoik®v Xmoudwv tou Iovi-
ou ITavemotnpiou Adunng Baoide1ddng -euxapiotoupe. Kai BéBaia, 6pop@or mo-
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AU ka1 o1 mivakeg tou Keprupaiou {wypdpou Twpyou TTévva, mou extédnkav €161-
Kd y1a toug ouvéSpoug tou ICIL otn S1dpkela tou ouvedpiou, otnv aiBouoa mou eu-
yevéotata pag Ipooépepe yia Xpnon tou ouvedpiou n Iepd Mntpomodig Kepripag
-ITOANG euxap1ot® K1 €@ opeiovial. Euxapiotovpe tov XeBaopidtato Mntporio-
Mt Keprupag, [Mafomv kar Alamovtiov Nnowv k. k. Nextdpio NtéPa yia m om-
p1€N TOU 0€ OX€ON e TV IAPAXMPNON Kal Xpron mg aibouoag autig, mouv 16oo
xpelaldpaotav apou eixape 1pel§ maparinieg ouvedpieg oto ICIL 2012.

To mépto 81e0vég ouvédpio Sikaiou kal Seoviodoyiag tng minpopopiag 2012 ou-
prepiédafe, extdg amd TG yevikég ouvedpieg yia 1o dikaio kai tn Seoviodoyia tng
minpopopiag xai 1g e§ng €181kég: Libraries and Intellectual Capital, Living in
Surveillance Societies, Arts and Ethics, Women in Academia ka1 Young Scholars’
Forum. To ouvéSpio ouvSiopyavabnke and ta Tunpa Apxelovopiag xai BipaioOn-
Kovopiag ka1 to Tpnpa Texvwv Hxou ka1 Eikovag tou Ioviou Tlavemiotnpiou kai
m 81e6vn etaipeia emompovewv International Society for Ethics and Information
Technology (INSEIT). H Bon6eia tou TTpoédpou tou Tpnpatog Apxeiovopiag kai
BifhioBnkovopiag, Kabnynm Xmupidwva Aowvitn (Suotuxwg amePimoe, apn-
VOVIAG pag éva peydaro kevo) ummp§e modvtpn. Euxapiotolpe kai tov tote IIpoe-
8po tou Tunparog Texvwv Hxou ka1 Eikévag, kail vuv Médog tou XupPouliou Al-
oiknong tou Ioviou ITavemotnpiou, KaOnynm k. Nikéhao-Tpnyopio Kaverrdmou-
2o. Euxapiototpe ka1 tov ITpoedpo, 101e, g 61eBvouc etaipeiag INSEIT, Professor
Herman Tavani.

Enitipog mpdedpog tou ICIL 2012 fitav o Opotipog KaBnyntng tou Apiototedeiou
IMavemotnpiou Bgooalovikng kar Aviemotélov Médog tng Akadnpiag ABnvav
Adpmpog Kotoipng. Tov euxapiotoUpe yia t otafepn tou aydmn, oupfouin kai
ouppoln, kai vootnpi&n tou ICIL, and mv mpwtn otypn. Euxapiotolpe Bepud
T0UG KUp10UG OUIANTEG TOU ouvedpiou, Professor Herman Tavani, Professor Paul
Sturges, Professor Bernt Hugenholtz ka1 Professor Reto Hilty.

To ICIL 2012 unootnpixfnke nBika amd to Institute for Legal Informatics (Tep-
pavia, euxapiotoupe KaBnyntd Nikolaus Forgo), to International Center for
Information Ethics (Teppavia, euxapiototpe KaBnynid Rafael Capurro) xai to
Nexa Center for Internet and Society (Italia, euxapiotoupe KaBnynta Marco
Ricolfi ka1 Ka®nyntd Juan Carlos de Marin). Emiong to ICIL 2012 uniootnpixfnke
nOikd ané v E-themis, euxapiototpe tov mpdedpd g, Siknydpo, Anpntpn Ava-
otaoomouvdo, LL.M. EuxapiotoUpe 6Aoug yia t onpavukn nfikn vmootmpi&n autn.

Euxapiotoupe amod kapd1dg m Poupmivn O1kovopidou, TOMTIKG €Motnjiova, €peu-
vitpia, MSc., yia v opydvwon kai thv eMpéA€ld TOU 10TOXMPOU ToU auvedpiou,
xwpig v omoia 1o ouvédpio Ba fitav advaro va yivel.

Euxapiotoupe moAu tov Keprupaio {wypd@o Iwpyo TTévva mou gpihotéXvnoe agi-
hokepdm¢ 1o moptpaito g EUng yia 1o e§0@uilo Tou T6H0U autou.
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Euxapiotoupe 181aitepa tov Kabnynm Baoiin Xpuoikémouvro, mpahnv Avirpuota-
vn O1kovopikav tou loviou ITavemotnpiou, mpwnv ITpoedpo tou Tpnpatog TTAn-
poPopIKNG kal Médog tou XupPoudiou Aloiknong tou ISpUpatog, yia m ouvexn
BonbBeid tou ota ouvédpia autd, amd to 2008.

Euxapiotoupe €181ka tov Aré€avdpo Tlavdapeto, TTAnpogopikd, MSc., Mélog
E.T.E.IL. TIE, Tpnpatog ITAnpogopikng tou Ioviou ITavemotnyiou, eMKePAANG g
opddag texvikng otpi&ng tou ICIL 2012-ka1 twv mponyoUpevwy, oty Képkupa.
0 AXé€avdpog §€pel kadd mia éu autd 1o ouvedpio dev pmopei va yivel omv Kép-
Kupa xwpic auvtov.

EuxapiotoUpe moAu t Ap. Pw{dva Oeodwpou, MSc., Em. KaOnyntpiag- Aieubovipi-
ag g BifA106nkng tng EN\nvoapepikavikou ITavemotnpiou oty ABnva, yia t fo-
n0e1d g otov oxediaoo6 tou mpoypdpparog tou ICIL kal g apXIkng apioag tou.

Euxap1otoUpie ta péAn g opyavwiikng emrporng tou ouvedpiou, Katepiva T¢dAn,
MAE, Ap. Niko Koutpa, MAE, Nixo Avaotaciou, MAE, Pavia Kovota, MAE, Tav-
va Xiapém, MAE, Mapia Maupwvd ka1 Ayadn Moupot(n, MAE. Euxapiotoupe
emiong, molu, th Mapia Aoukatd, MAE.

Euxapiotoupe 6houg 1oug ouyypageic, EXAnveg kai §€voug, ouyyeveig, gpiloug, ou-
vepydteg, yvwototg tng Eung Adokapi yiati pag epmotedtnkav t oupfodn toug.
Euxapiotoupe oAU tv Edeva Adokapi, e§adéipn tng Eung, yia thv moAvtipn Bo-
nBeid mg otnv npoomndBeid pag avin. Euxapiototpe tov Kabnynm Paul Sturges
Y1a Tn oUYYpPA®N TG £10aywyng otov TOpo autév. Euxapiotolpe emiong 1o T8pupa
MmnoSoodkn kai 181aitepa tov [Ipoedpo tou, tov Keprupaio k. Anpntpn Blaoto,
y1a T Xpnpatod46tnon Tou TIPINTIKOU autoU Topou yia v Eun.

Euxapiotoupe m Nopikn BifAioOnkn kai v ekdotpid pag, k. Aida Kapatdd, yia
oV dyoyo enayyeApartiopo kai my Ponbeia amd kapdidg mou mdviote pag Ipoopé-
pe1 otig ek800elG pag. Euxapiotolpe my k. EAévn Xtepavidn, tov k. Oe66wpo Ma-
otpoyiavvn, tov K. Avdpéa Mevouvo, v K. Aplotéa A1IaKOPOTIOUAOU Kal TV K.
Oewvn Xapalapmdkn yia v moiutipn Bonbeid toug, Thv eVIUNwolakn KaAn Imi-
otn mou enéde1§av, add Kai tny UIOPOVN Toug yia tn dnjiioupyia tou €pyou autou.

Euxapiotoupie 1o Sio1knuikéd oupfotdio g Anpooiag Kevipikng BifAioOnkng mg
Képxrupag ka1 tov [Tpdedpod mg, Mdpio [Touro, Emikoupo Kabnyntn tou Tunpatog
Apxelovopiag ka1 BihoOnkovopiag tou Ioviou ITavemotnpiou, yia t Ponfeia tou.

[Tep1006TEPO PG ad 6GAOUG, EUXAPIOTOUHE TV EUn yia 6ha 6oa €Xel IPOOPEPEL
KA1 y1a TV €QIIVEUon —Kal TV EVIOAN- OU Pag KAnpoSddtnoe yia 1o péAov.

Mapia Kavedorroudou-Mndt & AvOpéag [1avvakouddoudog,
Empelntég tépou, Képkupa, Iovviog 2013



X YHMEIQMA ATIO TOYZXZ EINIMEAHTEX

A note from the editors of the honorary volume
for Evi Laskari

This honorary volume is dedicated to the memory of Evi Laskari, philologist,
graduate of the School of Philosophy of the National and Kapodestrian University
of Athens and graduate of the Department of the Archive and Library Sciences of
the Tonian University (Master’s diploma) and Head of the Central Public Library
of Corfu, until her untimely death in 2008. This volume contains texts dedicated
to her memory and papers from the fifth international conference on information
law 2012 (ICIL 2012), an international conference also dedicated to her memory
which took place in Corfu, in June 2012. The papers are published in English, in
the language they were written and presented in this international conference.

ICIL was “born” in Corfu, in 2008 due to the enthousiastic support of the chair
of the Department of Archieve and Library Sciences, Professor Emeritus George
Bokos -the year Evi Laskari left us...

The idea was an international conference covering a wide field connecting in-
formation to the meaning of information with law, ethics and also, afterwards,
philosophy, psychology, sociology, criminology etc. - the connecting link is infor-
mation.

We dedicated to Evi Laskari the biggest and richest, until then, ICIL-that of 2012.
It run in three parallel sessions, hosted five special sessions and included more
than 100 speakers from all over the world.

In 2012, the conference was titled ‘Equity, integrity and beauty in information
law and ethics’. The concept of information was tied also to the concept of beau-
ty, which however belongs to aesthetics; this was the point where the Depart-
ment of Audio and Visual Arts came to its co-organization. The wonderful Renoir
painting featuring at the ICIL 2102 poster shows exactly this connection-thank
you again Nomiki Bibliothiki, for this beautiful poster.

There is, therefore, beauty in the law, as law and ethics in their turn “regulate”
beauty-hence the special session of ICIL 2012, Arts and Ethics. And how beauti-
ful was, also, the piano recital offered especially for the ICIL 2012 conference by
the world famous piano soloist and Professor of the Department of Music Studies
of the Ionian University, Lambis Vassiliadis -thank you, so much. Beautiful also
were the paintings of the Corfiot painter George Pennas, offered for a special
exhibition for ICIL 2012 by the painter, at the Spiritual Center of the Holy Greek
Orthodox Metropolis of Corfu, offered for ICIL during the conference-thank you,
so much for this generous offer. We would like to thank the Metropolitan Bishop
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of Corfu, Paxoi and the Diapontia Islands Nektarios Dovas and for his support
during the conference, who offered us the venue for ICIL 2012 which we needed
so much, as ICIL run three parallel sessions every day, all day.

The fifth international conference on information law and ethics 2012 (ICIL
2012) included, except the general sessions, the following special sessions: Li-
braries and Intellectual Capital, Living in Surveillance Societies, Arts and Ethics,
Women in Academia ka1 Young Scholars’ Forum. The conference was co-organ-
ized by the Ionian University (Department of Archive and Library Sciences and
Department of Audio and Visual Arts) and the International Society for Ethics
and Information Technology (INSEIT). The help of the Head, at the time of the
Department of Archive and Library Sciences, Professor Spiros Asonitis (now sad-
ly deceased) was valuable. Also valuable was the help of the Head, at that time,
of the Department of Audio and Visual Arts, now Member of the Board of Trus-
tees of the Ionian University, Professor Nikolaos-Grigorios Kanellopoulos. We
also thank the Chair, then, of INSEIT, Professor Herman Tavani.

Professor Emeritus Labros Kotsiris, member of the Academy of Athens, was the
honorary Chair of ICIL 2012. We thank him for his constant love, advice and con-
tribution and support of ICIL, from the very first moment. We thank the keynote
speakers of the conference, Professor Herman Tavani, Professor Paul Sturges,
Professor Bernt Hugenholtz ka1 Professor Reto Hilty.

ICIL 2012 was morally sponsored by the Institute for Legal Informatics (IRI, Ger-
many, thank you Professor Nikolaus Forgo), the International Center for Infor-
mation Ethics (ICIE, Germany, thank you Professor Rafael Capurro) and the Nexa
Center for Internet and Society (Italy, thank you Professors Marco Ricolfi and
Juan Carlos de Marin). ICIL 2012 was also supported morally by the Greek E-
themis, thank you Dimitris Anastasopoulos, E-themis Chair, LL.M. We thank all
of you for this moral support.

We thank from our hearts Roubini Oikonomidou, researcher, political scientist,
MSc., for the perfect organization and the content management of the ICIL 2012
website. The conference would be impossible without her.

We thank the Corfiot painter George Pennas, who kindly painted Evi’s portrait
for this volume’s cover.

Thank you, so much, Professor Vassileios Chryssikopoulos, ex-Vice Rector of the
Tonian University and ex-Head of the Informatics Department, current member
of the Board of Trustees of the Ionian University, for your help and the inspira-
tion he offered us -in all ICILs, actually, since 2008, again, in Corfu.

We especially thank Alexandros Panaretos, Computer Scientist, MSc., Special-
ized Technical Scientific Staff of the Department of Informatics of the Ionian
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University, Head of the Technical Support team of ICIL 2012-and of the previous
ones! Alexandros knows now that ICIL cannot run in Corfu without him.

We thank Dr. Roxana Theodorou, MSc., Head Librarian of the Hellenic American
University in Athens, Assistant Professor, for her help in the design of the ICIL
program and its first poster.

We thank the members of the organizing committee of ICIL 2012, Katerina Tzali,
MSc., Dr. Nikos Koutras, MSc., Nikos Anastasiou, MSc., Rania Konsta, MSc., Gi-
anna Siameti, Maria Maurona and Agathi Mourouzi, MSc.. We also thank Maria
Doukata, MSc.

We thank all authors, Greek and non-Greek, relatives, friends, collaborators, ac-
quaintances of Evi Laskari because they entrusted us with their contributions.
We thank Elena Laskari, cousin of Evi, for her valuable help in our effort for this
volume. We thank Professor Paul Sturges for his introduction, written especially
for this volume. We also thank the Bodossaki Foundation and especially its Chair,
the Corfiot Mr. Dimitris Vlastos, for the funding of this honorary volume for Evi.

We specially thank Nomiki Bibliothiki and our publisher, Lila Karatza, for her
impeccable professionalism and help from the heart she always offers us for our
publications. We thank FEleni Stefanidi, Theodore Mastrogianni, Andreas Me-
nounos, Aristea Diakomopoulou and Theano Charalambaki for their exceptional
good will, their impressive help and their patience for the creation of this work.

We thank the board of the Public Central Library of Corfu and its Chair, Marios
Poulos, Assistant Professor of the Department of Archives and Library Sciences
of the Ionian University, for his help.

But most of everyone, most of all, we thank Evi for all she has offered us and for
the inspiration-and the mandate- she bequeathed us for the future.

Maria Bottis & Andreas Giannakoulopoulos,
Editors of the volume, Corfu, June of 2013
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The right to be forgotten in the digital era

Fereniki Panagopoulou-Koutnatzi

I. Introduction

A society devoid of memory may experience monumental disasters. In addition
to its historical value, however, memory can also serve a social and legal purpose
as reflected in Greek mythology where the Erinyes, the goddesses of vengeance,
persecuted wrongdoers, denying them their right to rebirth. Today’s society, in
contrast to that of the Greek goddesses, is one of absolute digital memory: almost
everything - from our credit card transactions, court records, university grades,
and personal Internet communications - is recorded and follows us throughout
our lives, whether we desire this or not. Indeed, particular concern has been
raised by the Internet’s enhancement of memory, along with the danger posed
by the data collection that takes place on the Internet, which is often undisclosed
and imperceptible to the average citizen.! For example, an unfortunate moment
in our lives, such as a sexually provocative photograph of oneself sent to an ex-
partner or posted on Facebook, or an adolescent crime committed decades ago,
or another dark page of our lives, may be recorded on the Internet for others to
see. Painful parts of our past that we wish to forget may resurface and impact our
reputations for years. This concern regarding the extremely sizeable memory of
the Internet, as well as the negative consequences that come with having each
and every of our acts, transactions, and communications recorded, was ‘heard’
by the European Parliament Regulation Proposal and the Council on the Protec-
tion of Individuals with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation) which, in turn, ef-
fectively reaffirmed the preexisting right to be forgotten.?

1. See Zoe Kardasiadou, In the aftermath of Directive 95/46/EC, Europeans’ Politeia 2/2011
(issue dedicated on the topic of personal data protection), p. 209 et seq. (213). In Greek.

2. See the Proposals for a Regulation of the European Parliament and of the European Council
on the protection of individuals regarding the processing of personal data and on the free
movement of such data (General Data Protection Regulation), available at http://ec.europa.
eu/justice/data-protection/document/review2012/com_2012_11_el.pdf, 25 January, last
access June 10, 2013.
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I1. The origins of the right to be forgotten

A. Legal foundation

The right to be forgotten (the right to oblivion, droit a I'oubli, diritto all’oblio)
was not a novelty introduced by the European Parliament’s Regulation Proposal,
but rather a simple reaffirmation of a preexisting right that had not always been
referred to as the right to be forgotten as such, but which is nonetheless a corol-
lary to the wider freedom of developing one’s own personality. The right to be
forgotten is applicable to individuals convicted of crimes who have served their
sentences. Indeed, convicted persons’ reintegration into society is an extremely
arduous process, as they must not only rebuild their lives but must cope with so-
ciety’s disdain and continuing rejection. 3

a. The European Convention on Human Rights (ECHR)

On a European level, the right to be forgotten is guaranteed through the right to
respect for private and family life (article 8 ECHR). As recognized by the Council
of Europe in Recommendation (2003) 13 (principle 18), the right to protection
of privacy includes the right to protect the identity of persons in connection with
their prior offences after they complete their prison sentences. An exception to
this protection is only in the event when an individual has consented to the dis-
closure of their identity or in cases where these persons and their prior offence
remain of public concern (e.g., sexual predators) or have become of public con-
cern anew.

b. Greece’s Constitution

The right to be forgotten is guaranteed in the Greek Constitution primarily via
the wider entitlement to freely develop one’s personality (article 5§1), in con-
junction with the guarantee of human dignity (article 2§1), and also through the
protection of the right to private life (article 9) and the protection of personal
data and of a person’s informational self-determination (article 9A), intended to
be construed as the right of every person not to become the object of journalistic
interest pertaining to painful or unpleasant events of a person’s past.*

3. See Lilian Mitrou, The publicity of sanctioning or the sanctioning of publicity, Sakkoulas
Press, Athens-Thessaloniki 2012, pp. 156-157. In Greek.

4. See Charalambos Anthopoulos, The freedom to political discourse and the protection of the
honor of political figures: Decisions Nos. 467/10.10.2006 and 51/30.1.2007 of the Greek
National Council for Radio and Television, Administrative Law Reports 2009, p. 234 (245 et
seq.). In Greek.
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c. Law No. 2472/1997 on the protection of personal data

Greek legislation on data protection does not expressly state the right to be for-
gotten; it does, however, confirm this in articles 4§1(d) and 482 of Law No.
2472/1997 via the provision for the erasure of data that are no longer neces-
sary for the fulfilment of a processing purpose. The right to be forgotten also
serves the right to object, granted to individuals under article 13 of Law No.
2472/1997, in that it is the right of the data subject to put forward objections in
relation to the processing of information concerning him/her.

d. Criminal Procedure Code

Accordingly, Article 57683 of the Code of Criminal Procedure provides for the
non-registration on copies of one’s criminal record intended for general use,
the content of all criminal records that state: a) monetary penalties or impris-
onment sentences of up to six months, after a 3-year period; b) a sentence of
imprisonment of more than six months or a sentence of incarceration in a psychi-
atric ward, after an 8-month post sentencing date; and c) imprisonment, after a
20-year post prison release date. Therefore, the law provides for the erasing of a
criminal record after a certain period of time has lapsed, thus granting both the
individual, as well as those around him, the chance to forget this past whilst of-
fering the opportunity to reconstruct one’s life.

e. Presidential decree 77/2003

In the same direction of recognising the existence of the right to be forgotten, we
also find Article 1183 of Greek Presidential Decree 77/2003, according to which
“the conviction of a person with respect to a particular crime should not be re-
ferred to after this person’s sentence has been served, unless this is in the public
interest.” This public interest clause leaves open the opportunity for relativising
the right to be forgotten in cases where the public has a legitimate interest to
be informed (e.g., in the case of sexual offenders or violent repeat offenders),
in accordance with Article 36782 of the Criminal Code. A legitimate interest in
information on behalf of the public can be said to exist in instances where crimes
remain fresh in the public’s mind, provided that references to these crimes do
not connect the past to the present and that the private lives of convicted persons
who have served their sentences is respected.>

In view of the above, along with the right to be forgotten, the reproduction of
outdated news that is disparaging for its subject and which had been lawfully

5. See Charalambos Anthopoulos, ibid., p. 246 et seq.
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made be public in the past, although it is no longer relevant to the public’s cur-
rent informational needs, is seen as undue.

B. The case law approach

a. Recognition of the right to be forgotten

aa. France

France’s National Commission of Informatics and Freedom (CNIL),° the authori-
ty in charge of protecting personal data and the private lives of its citizens, on nu-
merous occasions, has pointed out violations of the right to be forgotten’, stress-
ing that digital freedom cannot exist in any other way. Indeed, the CNIL recently
issued a seminal decision in relation to the dissemination of personal data and
the violation of the right to be forgotten.® The decision comments on the practice
of a webpage that published court decisions available to the public online. The
decisions were published exactly as they had been issued publicly including the
names of the parties involved in the court cases (witnesses, accused persons and
those convicted), contrary to the CNIL's well-established position for the ano-
nymization of court decisions.’

Notwithstanding the CNIL’s references to the fundamental importance of the
right to be forgotten, French legislation does not recognize this as a free-standing
right. In the course of the debate that has commenced in France with regard to
establishing the express protection of the right to be forgotten, the CNIL's po-
sition is clear: In an online environment where the collection and disclosure of
readily accessible personal data to the public domain is constantly increasing, the
protection of the freedom of opinion and expression must go hand-in-hand with

6. The Commission nationale de I'informatique et des libertés (CNIL) is responsible for ensuring
that information technology remains at the service of citizens and that it does not jeopardize
human identity or breach human rights, privacy or individual or public liberties. The
Commission fulfils its duties in pursuance of the law of January 6, 1978 as amended on August
6,2004.

7. Recommendation No. 1988-052 regarding the compatibility of laws 78-17 of 6 January
1978 on computers, files and freedoms and 79-18 of 3 January 1979, Schedule No. 9
Articles 99 - 27 on the automated processing of personal data that concerns the lending of
books and audiovisual and artistic works, Decision No. 2010-028 of 4 February 2010
allowing French banks to amend the conditions of processing of the central registry of with-
drawals of “CB” bank cards.

8. See Decision No. 2011-238 (LEXEEK).

9. See Decision No. 2001-057, containing recommendations on the dissemination of personal
data from legal databases.
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the right of changing one’s mind about one’s beliefs, as well as with the choice of
revealing specific aspects of one’s private life.!°

ab. Germany

In 1973, the German Federal Constitutional Court had to decide whether the per-
sonal rights of a convicted criminal should supersede the general interest of the
public good. The suspect had been involved in the notorious “soldier murders of
Lebach,” whereby four German soldiers were killed during the armed robbery of
an ammunition dump in 1969.!! The two primary perpetrators were friends of
the petitioner, and the relationship had a homosexual element During the plan-
ning of the attack, the petitioner repeatedly expressed reluctance in carrying out
the deed, and he did not take part in the attack. The two primary perpetrators
were convicted in 1970 and received life sentences, whereas the petitioner was
given a sentence of six years for aiding and abetting the crime.? In 1972, the
state-owned German television channel ZDF planned to broadcast a television
drama about the Lebach murders. In an introduction to the drama, the broad-
casters had planned to broadcast the names and photographs of those involved
in the crime. Moreover, ZDF had arranged to air a docudrama in which actors
would reconstruct the crime. The petitioner wanted to prevent the airing of the
docudrama insofar as he (or his name) would be represented in it. The German
Federal Constitutional Court was required to decide which of two constitutional
values would take priority: the freedom of the media under Article 5 of the Basic
Law or the personality rights of the convicted criminal under Article 2.

The court ruled that the petitioner’s constitutional rights merited priority be-
cause the right to freely develop one’s personality and the protection of one’s dig-
nity guarantees every individual an autonomous space in which to develop and
protect one’s individualism. The court noted that every person should determine
independently and for oneself whether and to what extent one’s life and image
can be publicized. The court also pointed out, however, that it was not the entire
spectrum of one’s private life that fell under the protection of personality rights.
If, as a member of society at large, an individual enters into communications
with others or impacts them through one’s presence or behaviour, and therefore
impacts the private sphere of others, the individual limits this privacy of life.

10. See http://www.cnil.fr/la-cnil/actualite/article/article/pas-de-liberte-sans-droit-a-lou-
bli-dans-la-societe-numerique/, last access June 10, 2013.

11. Bundesverfassungsgericht [BVerfG] [Federal Constitutional Court] June 5, 1973, 35 Ent-
scheidungen des Bundesverfassungsgerichts [BVerfGE] 202 (204) (F.R.G.), available at:
http://www.utexas.edu/law/academics/centers/transnational /work/gerrman-cases,/case-
sbverg.shtml?05jun1973, [hereinafter referred to as the Lebach Case]. Last access June 10,
2013.
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Where such social interactions are present, the state may take certain measures to
protect the public good.

The court emphasized that, in most cases, freedom of information should receive
constitutional priority over the personality rights of a convicted criminal. Never-
theless, the court held that the encroachment on the convicted criminal’s person-
ality rights should not go any further than required to satisfy what was necessary
to serve the public interest and, furthermore, that the disadvantages for the con-
victed criminal should be weighed against the severity of the crime committed.
Using these criteria, the court found that the planned ZDF broadcast violated the
petitioner’s personality rights because of the way in which it named, pictured,
and represented him.

The court noted that the broadcast represented the petitioner, who was recog-
nizable through the facts of the story even though his name and face were not
shown, in a negative and unsympathetic manner. Moreover, the petitioner was
represented in the planned TV docudrama as a primary perpetrator, when in ac-
tuality he had simply aided and abetted the crime. Additionally, the docudrama
placed more emphasis on the homosexual element of the relationships between
the perpetrators than what the outcome of the trial warranted. The court also
found it relevant that, as a general rule, television had a much stronger impact on
privacy than a written or verbal report in a newspaper or radio show. Finally, the
court indicated it was important that the ZDF broadcast’s misstatements were a
significant reason for its decision.

Applying these factors, the court found that the ZDF report could prevent the
resocialization of the complainant in violation of his rights under Articles 1 and
2(1) of the Basic Law. The inviolability of human dignity required that a former
convict receive the opportunity to re-enter society once the prison term was
served and dues were paid to society. In this case, the convicted criminal’s reso-
cialization was put at risk where a television broadcast would reenact the crimes
of a perpetrator close to or after the time of his release from prison. Moreover,
ZDF’s stated goal of informing the public about the effectiveness of the prosecu-
tion and the security measures taken by the German military since the attacks could
be reached without identifying the petitioner in the manner that had been planned.

ac. The Greek Data Protection Authority

The Greek Data Protection Authority has repeatedly commented on the risks
posed by the Internet, particularly with reference to data that are true, lawful
but also non-flattering for their subjects, such as one’s failure in an exam for in-
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stance. A characteristic example can be seen in decision No. 62/2004'2, where
the Authority recommended that the Greek Supreme Council for Civil Personnel
Selection (ASEP) should only publish online the names of successful candidates
who are awaiting appointment and not the details of those who have failed the
exam. According to the Authority, the publishing of all such data on the Inter-
net would be in excess of the requirements needed to ensure transparency, giv-
en access to these data would become available to the public who may or may
not have an interest in this information. More specifically, the court held that it
would be disproportionate to the aim of transparency to publish data related to
exam failings, thus enabling any third party to become privy to such information
even by complete chance.!3

In view of the above, the Authority has stressed the need to place a time restric-
tion on the publication of unfavorable administrative acts (demotions, suspen-
sions, employee dismissals) on the Internet!'# in the recommendations of Opinion
No. 1/2010%, effectively positioning this as an essential corollary of the prin-
ciple of proportionality.'® The Authority also stressed the necessity of placing
a time restriction on the publishing of unfavorable information in the case of

12. See Greek Data Protection Authority Decision No. 62/2004, available at: www.dpa.gr (De-
cisions), last access June 10, 2013.

13. See Greek Data Protection Authority Decision No. 38/2001, available at: www.dpa.gr (De-
cisions), last access June 10, 2013.

14. In relation to the wide publicization of non-favorable acts (but not on the Internet), cf. Rec-
ommendation No. 2/2011 of the Greek Data Protection Authority, available at: www.dpa.gr
(Decisions), last accessed on: 1 May 2012, concerning the compatibility of Bar Associations’
publicizing, in their capacity as controllers, of lawyers’ disciplinary penalties vis-a-vis the
provisions on the protection of subjects from the processing of personal data. The Authority
held, in a majority vote, that the posting decisions ordering final disbarments of lawyers on
the walls of Bar Associations is lawful. On the other hand, the posting of such decisions in
courthouses and at the office of the Secretaries of the local Public Prosecutors of courts of
First Instance, where any citizen could have access to them, is unlawful. Most importantly, it
was deemed unlawful to post decisions enforcing a temporary suspension of lawyers at Bar
Associations’ offices, in courtrooms and at the office of the Secretaries of the local Public
Prosecutors of courts of First Instance.

15. See Greek Data Protection Authority Opinion No. 1/2010, Posting of legislation, regulatory
and personal acts on the Internet, available at: www.dpa.gr (Decisions) last access June 10,
2013.

16. See also Fereniki Panagopoulou-Koutnazi, Tr@nsparency in public administration under the
light of personal data protection, Human Rights Journal 2012. In Greek.
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TEIRESIAS S.A., where it set categories and corresponding time limits for the
maintenance of adverse financial data on the Internet.!”

B. Express denial of the right to be forgotten - the U.S.A.

The U.S. Supreme Court has taken the opposite approach in holding that states
cannot pass laws restricting the media from disseminating truthful but embar-
rassing information—such as the name of a rape victim—as long as the infor-
mation has been legally acquired.'® Therefore, American legal thought reflects
an extreme form of non-recognition of the right to be forgotten, based on the
reasoning that the disclosure of criminal records is protected by the First Amend-
ment of the American Constitution that guarantees freedom of speech.!® The
publication of someone’s criminal history is protected by the First Amendment,
which led Wikipedia to resist the efforts by two Germans convicted of murdering
a famous actor to remove their criminal history from the actor’s Wikipedia page.2°
The German case of Lebach, discussed above, highlights the differences between
the American and the European legal tradition regarding the right to be forgot-
ten and the right to free speech. This case highlights the importance of human
dignity and, in general, of one’s personality in German law. On the other hand,
in American legal theory, the application of the right to be forgotten is seen as a
case of judicial activism, in the sense that the court appears to be “discovering”
an enumeration of rights to personality that overshadow the right to expression
that has been expressly guaranteed.?!

A characteristic example of the non-recognition of the right to be forgotten can
be seen in the case of Stacy Snyder, a young American university student who
was about to graduate from the faculty of education when her employer, a state

17. See Greek Data Protection Authority Decision No. 523/19.10.1999, available at: www.
dpa.gr (Decisions), last accessed on 1 December 2012, and the analysis by Eugenia Alexan-
dropoulou-Aigiptiadou, Personal Data, Ant. N. Sakkoulas Press, Athens-Komotini 2007, p.
53. In Greek.

18. See Florida Starv. B.J.F., 491 U.S. 524 (1989).

19. “The Congress cannot enact legislation on the establishment of religion or the prohibition of
the freedom of worship, just as it cannot pass laws that restrict the freedom of speech or of
the press or the citizens’ right to peaceful assembly and calling the Government to amend its
ideas”: See Kostas Mavrias/Antonis M. Pantelis, Constitutional Texts, Greek and Foreign, 3™
edition, Ant. N. Sakkoulas Press, Athens-Komotini 1996, p. 554. In Greek.

20. John Schwartz, Two German Killers Demanding Anonymity Sue Wikipedia’'s Parent,
N.Y. TIMES, Nov. 12, 2009, at A13; see also Walter Sedlmayr, WIKIPEDIA, available
at: http://en.wikipedia.org/wiki/Walter_Sedlmayr, last access June 10, 2013).

21. See Edward ]. Eberle, Human Dignity, Privacy and Personality in German and American
Constitutional Law, 1997 Utah Law Review, p. 963 et seq. (p. 1021).
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school, discovered her comment on her MySpace (Internet) page criticizing her
supervising teacher. The MySpace page also contained a picture of herself wear-
ing a pirate’s hat and holding a plastic cup with the words “drunk pirate” written
on it.?? Because of this posted material, the school claimed that she had behaved
in a nonprofessional manner, one that effectively promoted the consumption of
alcohol by minors. Consequently, they barred her from concluding her training,
preventing her from earning a bachelor’s degree in education, but allowed her to
receive a degree in English literature. Her claim was that, on the basis of her right
to freedom of speech as guaranteed by the First Amendment of the American
Constitution, she had a right to post the picture on MySpace. The federal judge,
however, rejected her claim, arguing that she was a civil servant and thus the
ground she had raised was not in reference to an issue that was in the public in-
terest. As Jeffrey Rosen aptly remarked,?® had this incident taken place in Europe
Stacy Snyder would have invoked her right to be forgotten and she would have
requested that Google and Yahoo remove all references to this picture. Indeed,
this is precisely where the vast difference between the two continents lies: in
America people want to be remembered, whereas in Europe, influenced by Sar-
tre’s French intellect, people wish to be forgotten.?* After all, this different treat-
ment of the right to be forgotten between the two continents can also be seen
in the relevant literature. In the United States, Nestor A. Braunstein talks about
forgetting a crime as a crime of forgettance,?*> while Lilian Mitrou in Europe has
written a monograph entitled “the publicity of sanctioning or the sanctioning
of publicity”.26 Whereas Nestor A. Braunstein treats oblivion as a crime, Lilian
Mitrou considers memory as being a sanction.

The right to be forgotten is treated with great suspicion in the United States.
Nonetheless, technological solutions are suggested for dealing with the problem
of great memory, such as the utilization of Facebook applications for example,
which allow users to choose whether they want a photograph on their Facebook
page, for example, to stay there permanently or for a specified period of time.?’

22. See Snyder v. Millersville Univ., 2008 U.S. Dist. (E.D. Pa., Dec. 3, 2008).

23. See Jeffrey Rosen, Information Privacy: Free Speech, Privacy, and the web that never for-
gets, 9 Journal on Telecommunications & High Technology Law (2011), p. 345 et seq.
(3406).

24. See Jeffrey Rosen, ibid., p. 346.

25. Nestor A. Braunstein, Oblivion of Crime as Crime of Oblivion, 24 Cardozo Law Review
(2003), p. 2255 et seq.

26. See Lilian Mitrou, footnote 3.

27. See Viktor Mayer-Schonberger, Delete: The Virtue of Forgetting in the Digital Age, Princ-
eton University Press, Princeton 2009, p. 15.
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A similar possibility is offered by Google when users send messages late on a
Saturday night.?® Practical solutions are also offered in addition to technologi-
cal applications, such as the use of pseudonyms on social networking sites, as is
mainly the case in Japan.?? Another proposed practical solution is the possibility
to change one’s name after graduation from school.>®

c. The vortex of oblivion and memory - Argentina

The case of Argentine pop star Virginia Da Cunha focuses on a series of racy pho-
tographs she had posed for when she was young. She subsequently sued Google
and Yahoo after a number of years had passed, requesting that they be taken off
various websites, arguing that they violated her right to be forgotten. Google as-
serted that it could not comply technologically with the court’s broad legal in-
junction to remove all of the pictures, while Yahoo stated that the only way they
could comply would be to block all sites referring to Da Cunha that originated
from its Yahoo search engines. Nevertheless, an Argentine judge sided with Da
Cunha and after fining Google and Yahoo, he ordered them to remove all sites
containing sexual images that contained her name. The decision was overturned
on appeal, on the grounds that Google and Yahoo could only be held liable if it
could be shown that they knew that the content was defamatory and had thus
negligently failed to remove it. But there are at least 130 similar cases pending in
Argentine courts demanding the removal of photos and user-generated content,
mostly brought by entertainers and models. The plaintiffs include the Sports Il-
lustrated swimsuit model Yesica Toscanini who won her case; indeed, when a
user of Yahoo Argentina plugs her name into the Yahoo search engine, the result
is a blank page?!.

28. See Jon Perlow, New in Labs: Stop Sending Mail You Later Regret, Gmail Official Blog, 6 Oc-
tober 2008, available at: http://gmailblog.blogspot.com/2008/10/new-in-labs-stop-
sending-mail-you-later.html, last access June 10, 2013.

29. See Hiroko Tabuchi, Facebook Wins Relatively Few Friends in Japan, N.Y. Times, 10 Janu-
ary 2011, p. B1, presenting the outcome of research conducted of a sample of 2,130 Japa-
nese citizens, 89% of whom were reluctant to reveal their true name on the Internet.

30. See Holman W. Jenkins, Jr., Google and the Search for the Future, Wall St. J., 14 August
2010, p. A9.

31. Vinod Sreeharsha, Google and Yahoo Win Appeal in Argentine Case, N.Y. TIMES,
Aug. 20, 2010, at B4.
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III. The proposal to regulate the protection of personal data

The recognition of the right to be forgotten in the form of an express confirma-
tion appears to be an imminent need in this era of absolute digital memory. Con-
sequently, a key consideration is the adjustment of legislation in view of new
technology that supplies vast stores of data, which is precisely the aim that the
Proposal for a Regulation and a Directive Regarding Personal Data seek to serve.

Article 17 grants the data subject’s right to be forgotten and the correlating right
to erasure of personal data. It further elaborates and specifies the right of eras-
ure provided for in Article 12(b) of Directive 95/46/EC and outlines the condi-
tions of the right to be forgotten, including the obligation of the controller who
has made the personal data public to inform third parties on the data subject’s
request to erase any links, or copy or replication of that personal data. It also in-
tegrates the right to have the processing restricted in certain cases, avoiding the
ambiguous terminology “blocking”.

Article 17 states:

1. The data subject shall have the right to obtain from the controller the erasure
of personal data relating to them and the abstention from further dissemination
of such data, especially in relation to personal data made available by the data
subject while he or she was a child, where one of the following grounds applies:

(a) the data are no longer necessary in relation to the purposes for which they
were collected or otherwise processed;

(b) the data subject withdraws consent on which the processing is based accord-
ing to point (a) of Article 6(1), or when the storage period consented to has ex-
pired, and where there is no other legal ground for the processing of the data;

(c) the data subject objects to the processing of personal data pursuant to Article 19;
(d) the processing of the data does not comply with this Regulation for other reasons.

2. Where the controller referred to in paragraph 1 has made the personal data
public, it shall take all reasonable steps, including technical measures, in relation
to data for the publication of which the controller is responsible, to inform third
parties that are processing such data, that a data subject requests them to erase
any links to, or copy or replication of that personal data. Where the controller has
authorised third party publication of personal data, the controller shall be consid-
ered responsible for that publication.

The controller shall carry out the erasure without delay, except to the extent that
the retention of the personal data is necessary:
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(a) for exercising the right of freedom of expression in accordance with Article 80;

(b) for reasons of public interest in the area of public health in accordance with
Article 81;

(c) for historical, statistical and scientific research purposes in accordance with
Article 83;

(d) for compliance with a legal obligation to retain the personal data by [Euro-
pean?] Union or Member State law to which the controller is subject; Member
State laws shall meet an objective of public interest, respect the essence of the
right to the protection of personal data and be proportionate to the legitimate
aim pursued;

(e) in the cases referred to in paragraph 4.

4. Instead of erasure, the controller shall restrict processing of personal data
where:

(a) their accuracy is contested by the data subject, for a period enabling the con-
troller to verify the accuracy of the data;

(b) the controller no longer needs the personal data for the accomplishment of its
task but have to be maintained for purposes of proof;

(c) the processing is unlawful and the data subject opposes their erasure and re-
quests the restriction of their use instead;

(d) the data subject requests to transmit the personal data into another automat-
ed processing system in accordance with Article 18(2).

5. Personal data referred to in paragraph 4 may, with the exception of storage,
be processed only for purposes of proof, or with the data subject’s consent, or for
the protection of the rights of another natural or legal person or for an objective
of public interest.

6. Where processing of personal data is restricted pursuant to paragraph 4, the con-
troller shall inform the data subject before lifting the restriction on processing.

7. The controller shall implement mechanisms to ensure that the time limits es-
tablished for the erasure of personal data and/or for a periodic review of the
need for the storage of the data are observed.

8. Where the erasure is carried out, the controller shall not otherwise process
such personal data.

9. The Commission shall be empowered to adopt delegated acts in accordance
with Article 86 for the purpose of further specifying:
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(a) the criteria and requirements for the application of paragraph 1 for specific
sectors and in specific data processing situations;

(b) the conditions for deleting links, copies or replications of personal data from
publicly available communication services as referred to in paragraph 2;

(c) the criteria and conditions for restricting the processing of personal data re-
ferred to in paragraph 4.

IV. Reflections on the regulation proposal

The express confirmation of a right to be forgotten comes at a time when use of
the Internet is virtually unrestrained and individuals (private and public figures
alike) feel helpless in terms of controlling, or even monitoring information about
themselves that is disseminated on the Internet. The aim of the Regulation is to
put the brakes on the endless flow of often damaging and unwanted personal
information published on the Internet that can follow and stigmatize individu-
als in perpetuity. Nonetheless, an objection could be raised if the confirmation
of a guaranteed right to be forgotten would lead to an effective violation of the
freedom of speech?? or, in more general terms, if it would bring about an exces-
sive restriction of the freedom of journalistic information and of citizens’ right to
information.

At this point, it must be noted that the Regulation Proposal refers to data that
have been publicized by the subjects of the data themselves when they were chil-
dren: in other words, the Regulation focuses on the uploading of photographs or
provocative text that the subjects of the data have placed on the Internet, infor-
mation (data) that relate to their childhood when they did not possess the cogni-
tive and emotional maturity to consider that such posts could or would follow
them in perpetuity, for instance, they may not realize that potential employers
could access this information, or that their teenage Facebook posts could be ac-
cessed and assessed by university admissions officials. This was precisely the
reasoning presented by the Vice President of the European Commission, Viviane
Reding, when she announced the proposed right to be forgotten, making a special
note on the particular danger faced by adolescents who may reveal personal data

32. The opinion that the right to be forgotten violates the freedom of speech is advocated by Jef-
frey Rosen, The Right to Be Forgotten, 64 Stanford Law Review (2012), p. 88 et seq. (92).
Rosen stresses quite poignantly that Europeans have a long-standing tradition of recognizing
abstract rules of privacy that they fail to apply in actual practice. Indeed, in one of his previ-
ously mentioned articles, see footnote 23 above, p. 345, Jeffrey Rosen emphatically states
that he would prefer the freedom of speech over the protection of privacy.
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that they later may come to regret.3* The Regulation Proposal refers to the post-
ing of data “especially” by children. This choice of wording is indicative of the
special sensitivity shown towards the protection of childhood, whilst still leav-
ing a window of opportunity for the protection of adults as well in cases of a
thoughtless posts that they may have made. The term “especially” does not solely
refer to children, but also to all subjects who post data about themselves, thus
leaving open the possibility for seeking the erasure of data that may have been
copied and re-uploaded by others on the Internet or, simply, data involving an
individual that has been uploaded by a third party. On this point, it is worth high-
lighting that the interpretation of the right to be forgotten that had initially been
adopted before the finalizing of the Regulation Proposal’s text, suggested that on-
ly references which have been made by others should fall under the scope of ap-
plication of the right to be forgotten.?* The final Regulation Proposal, however,
appears to be very broad in relation to the right to be forgotten, as it recognizes
that all information that relates to a data subject will actually fall under its scope.
As a result, the right to be forgotten in the Regulation Proposal concerns: a) In-
ternet posts that have been made by the data subject; b) Internet posts concerning
the data subject that have been copied by others and re-uploaded on the Internet;
and, lastly, c) posts made by others concerning the data subject, if these are not
covered by the right to the freedom of expression and art.

The claim for the erasure of the first two categories above is particularly suited
to the case of social networks,> that is, when the data subject had at some point
in the past, in a carefree moment or even a moment of thoughtlessness, post-
ed information about herself for which she subsequently regretted. In view of
this, subjects of unwanted or offensive published data who wish to erase the data
should not be followed by their careless or thoughtless posts forever.*® In this
case, the right to be forgotten constitutes a corollary to a user’s right to develop

33. See Viviane Reding, The EU Data Protection Reform 2012: Making Europe the Standard Set-
ter for Modern Data Protection Rules in the Digital Age 5, 22 January 2012, available at:
http://europa.eu/rapid/pressReleasesAction.do?reference=SPEECH/12/26&format=PDF,
last access June 10, 2013.

34. See John Hendel, Why Journalists Shouldn’t Fear Europe’s ‘Right to Be Forgotten,” Atlantic,
25 January 2012, available at http://www.theatlantic.com/technology/archive/2012,/01/
why-journalists-shouldnt-fear-europes-right-to-be-forgotten/251955/, last access June 10,
2013.

35. See Fereniki Panagopoulou-Koutnatzi, Social Networking Sites as a National, European and
International Challenge of the Protection of Privacy, Sakkoulas Press, Athens-Thessaloniki
2010, p. 95 et seq. In Greek.

36. See Lilian Mitrou, Case-note, Decision No. 16790,/2009 of the Singe Member First Instance
Court of Thessaloniki (Petition for Injunctions) [On the publication of documents contain-
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one’s personality freely, while the same applies to search engines, such as Google
and Yahoo.

The greatest step, however, is realized through the third category that concerns
embarrassing posts about individuals that have been published by others. It is
herewith noted that, in accordance with Article 17(3) of the Regulation Propos-
al, when a subject requests that personal data (about themselves) be erased, the
controller is under an obligation to carry out the task of data erasure without
delay, except to the extent that the retention of the personal data is necessary
for exercising the right of freedom of expression, as defined by Member States.
Moreover, according to Article 80, a further exception to the duty of erasure is
recognized in cases of processing of personal data solely for journalistic purpos-
es or purposes of artistic or literary expression. The proposed European regula-
tion, however, treats takedown requests for truthful information posted by oth-
ers identically to takedown requests for photos one may have posted about one-
self that have then been copied by others: both are included in the definition of
personal data as “any information relating” to oneself, regardless of its source.
For instance, an individual can demand takedown of data posted on the Internet,
and the burden, once again, is on the third party to prove that it falls within the
exception for journalistic, artistic, or literary expression. This could transform
Google, for example, into a censor-in-chief for the European Union, rather than
a neutral platform. And because this is a role Google does not want to play, it
may instead produce blank pages whenever a European user types in the name of
someone who has objected to a nasty blog post or a status update.

The question that arises here is whether the right to be forgotten extends as far as
enabling the erasure of every part of one’s ‘dark’ past. Such a prospect would lead
to a claim for the erasure of a former conviction from each and every webpage on
the Internet. For example, can a lawyer who has been penalized by the bar asso-
ciation with a two-year suspension order on charges of corruption request that all
statements referring to this event be erased from the Internet after she has paid
the prescribed penalty? Considering the Regulation Proposal in conjunction with
the rights to freedom of speech and freedom to information, leads to favor the
data subject if there is no legitimate need to inform the public of a violation.

Consequently, the republication of the past actions of a person who has served
a sentence can be construed as jeopardizing her smooth reintegration into soci-
ety, and seen as an additional and unjust act of punishing her once again, with-
out reason. In this case, we find a correlation with the fundamental criminal law

ing personal data and defamatory remarks on facebook], Journal of Mass Media and Com-
munications Law 2009, p. 400 et seq. (408, et al). In Greek.
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principle of ne bis in idem, in the sense that the publicizing of a closed case ef-
fectively constitutes a second sentence for the same offence. The right to be for-
gotten allows the individual to have a second chance to rejoin society - an op-
portunity that is essentially similar to that of the deletion of sentences from one’s
criminal record or from the service record of an employee - and is comprised by
the withdrawal of information from society’s memory.3”

Special emphasis should be given to the fact that this right is not unlimited, par-
ticularly in cases of long-standing matters that are of public interest, such as the
unaccounted flow and use of public funds.*® Therefore, a politician involved in
a matter concerning the abuse of public funds, even if the relevant accusations
have not been proven, is not entitled to removing this dark page of his politi-
cal career from the public domain. What he can demand, instead, is the accurate
inclusion of details of the outcome of any relevant court action in all publica-
tions, which is based on the right to the rectification of personal data that are
inaccurate or the completion of incomplete data, in pursuance with Article 16 of
the Regulation Proposal. Furthermore, the right to be forgotten must, in practice,
coexist harmoniously with the rights to information, freedom of speech, access
to information, and the right to preserve collective and historical memory and/
or with the public interest.>® Accordingly, notifying the public as to the name
of a convicted person for reasons falling under public interest is subject to time
limitations, as well as to the principle of proportionality, in the sense that a cur-
rently relevant and objective reference that serves an informational aim will be
acceptable, provided that it does not extend beyond serving the genuine interest
of the public to be kept informed.*° The time limit within which a reference to
an older case would be deemed to be legitimate is advisable to coincide with the
equivalent temporal limits set for the erasure of penalties from a convicted per-
son’s criminal record.*!

In addition to the need to weigh the right to be forgotten against other consti-
tutionally protected rights, we face the task of defining its precise scope: Is the
right to be forgotten relevant only with regard to the press and the Internet or
does it also extend to our social or workplace sphere? It is true that it is diffi-
cult to erase one’s memory in relation to a criminal act conducted by a person
who belongs to one’s wider or immediate social circle. If, for example, we are

37. See Lilian Mitrou, footnote 3, p. 160.

38. See Charalambos Anthopoulos, footnote 4, p. 246.
39. See Lilian Mitrou, footnote 3, p. 160.

40. See Lilian Mitrou, footnote 3, p. 161.

41. See Lilian Mitrou, footnote 3, p. 161, et al.
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aware of the fact that a neighbor of ours committed a crime for which he has
been sentenced, it is virtually impossible to erase this knowledge from our mem-
ory. Nonetheless, and irrespective of this consideration, whether we will actu-
ally forgive this neighbor and offer him a second chance is entirely up to our
discretion. Bearing that in mind, it follows that the right to be forgotten cannot
lead to the prohibition of the public expression of social outrages or ordinary
gossip that do not appear in the press or on the Internet. We simply cannot place
a prohibition upon society to stop talking about an individual, be it others or our-
selves.*? The state should give convicted persons a second chance, but we cannot
demand that this be required to individuals who may not, in all probability, treat
former convicts as social pariahs but who would still remain quite suspicious of
them, particularly in work spheres (e.g., in terms of employing them as nannies
or teachers).® In fact, hiding part of one’s darker aspects of the past may poten-
tially raise even greater suspicion for prospective employers.** _

Lastly, we must also inquire whether the right to be forgotten should be final. If
one has committed a crime and has been convicted for it, does he have the right
- after serving the sentence - to demand erasure of all references to this event in
the mass media and on the Internet in order to facilitate a smooth reintegration
to public life? This right is retracted if serving a wider public interest is at issue of
concern, such as, for example, a danger that a publication seeks to prevent or limit
through publicizing it.#> Also, in cases where the same or a similar act is committed
again by a person who has served a sentence, the right to be forgotten also appears
to give way, due to the fact that the repetition of this illegal act, is of more great-
er significance. Nonetheless, the wording of paragraph 8 of the proposed Regula-
tion does not allow for this kind of differentiation, as it prohibits the processing of
erased personal data in any manner. Moreover, the provision related to the confine-
ment of data processing that is recognized by paragraph 4 is particularly limiting
and it does not include a category for storing data in case these may be used again if
a future conviction of the same person occurs, for the same crime. This is justified,
given that had the opposite been the case - if there were a provision for the main-
tenance of data in case these may be proven to be useful in the future - a situation

42. See Eugene Volokh, Freedom of Speech and Information Privacy: The Troubling Implica-
tions of a Right to Stop People from Speaking About You, 52 Stanford L. Rev. (2000), p.
1049 (1091).

43. See Eugene Volokh, ibid., p. 1092.

44. See Richard A. Epstein, Privacy, Property Rights, and Misrepresentations, 12 Georgia L. Rev.
(1978), p. 455 (472-73).

45. Cf. Thrasivoulos Th. Kontaxis, The Mass Media and the Violation of Personality, Nomiki
Vivliothiki Publications, Athens 2011, p. 19 et seq. In Greek.
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of legal uncertainty would emerge in reference to the possibilities of keeping data
on file, thus leading to the violation of a natural person’s right to ask that his/her
personal data be deleted. In instances where a person is reconvicted for the same
crime, it is only natural that everyone’s memory will be jogged about the event and
in relation to the convicted person’s past actions; however this rehashing of past
events should not take place via the Internet.

Finally, it must also be pointed out that the right to be forgotten refers to the
erasure or the conditional limitation of the processing of factual data about indi-
viduals who do not wish to have publicized as part of their private life. Along with
the confirmation of the right to be forgotten, the Regulation Proposal also incorpo-
rates a minor provision under Article 16, namely the right to seek the rectification
of personal data that are inaccurate or the completion of incomplete data.

V. In lieu of an epilogue

As history repeats itself, it is absolutely vital that society should have a sharp
memory in order to avoid the repetition of mistakes of the past: after all, a soci-
ety without a clear memory of the past cannot gaze toward the future. Special
emphasis, however, must be applied to ensure that retaining memory will take
place only for events that stir society’s legitimate interest in access to informa-
tion. When no such interest in access to information can be established, a person
has the right, as well as the claim vis-a-vis the relevant institutions, to see that
unpleasant pages of the past are forgotten, so as to enable a smooth reintegration
to society after having served the prescribed sentence or paid the prescribed dues
to society. In addition to convicted persons who have served their sentence, a
stronger claim to have the past erased can be given to all those who have decided
to turn a page in their lives and forget past moments that no longer represent
who they are. Indeed, an even greater claim to this effect should be granted to
children who, during some carefree thoughtless moment, may have posted in-
formation or photographs on the Internet without realizing that this publication
may adversely affect their lives at some later point in time. Even if the Inter-
net is the supreme collector of personal data,* this does not mean that a certain
brake cannot be placed in the uncontrollable and unwanted collection of so much
personal data. The express confirmation of an established and widely recognised
right to be forgotten through the Regulation Proposal is therefore welcomed with
genuine optimism in this era where every bit of personal information is being
logged unrestrainedly, along with the hope that registered information will be
managed with care and governed by reason.

46. Cf. Shawn C. Helms, Translating Privacy Values with Technology, 7 Boston University Jour-
nal of Science & Technology Law (2001), p. 288 et seq. (293).



