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Christos Ventouris 
InfoSec Specialist 
Symantec EMEA 

Current Threats  
how big is the risk really? 

14h00 - 14h40   



Agenda 

Show 7 typical attacks on the Internet 

provide advice on how to survive them 
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Many possible attacks… 
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Smart TVs 

Ransom Trojans 

DDoS Attacks 

Financial Trojans 

Password theft 

Mobile Threats 

Privacy Cloud 

Cyber „War“ 

Smart Cars 

Windows 8 
Targeted Attacks 

Social Media 

Shit Storms 

SQL Injection 
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Hacktivism 

Different Motivation – Different Attacks 
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Money 

Targeted Attacks 

Sabotage Espionage 

DDoS 

Defacement 

Banking Trojan 

Extortion 

Scam 
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1.6 Million 

new malware  

variants / day 

Common malware flood Today 

11’000 AntiVirus 

signatures / day 

= 

AntiVirus alone  

is not enough! 
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Greece - Jan – Apr 2013 Stats 

Symantec 6 

Month AV Pings IPS Pings 

January 2013 33504 48993 

February 2013 28586 51334 

March 2013 29885 46701 

April 2013 35582 48488 



Greece - Apr 2013 Most Top Signatures  

Symantec 7 

IPS Signature Hits Global % 

Facebook Fake Survey 9 14947 3.3191036 

Facebook Fake Plugin 3 6745 1.3571265 

Blackhole Toolkit Website 4923 1.27145486 

MSRPC Server Service RPC 
CVE-2008-4250 

2001 1.20669707 

Facebook LikeJacking 13 1377 3.3993664 

Sakura Exploit Kit Website 5593 0.82903105 

Malicious Website 
Accessed 2   

1002 0.15382655 

Fake Codec Website 3  804 9.801292 

Sibhost Exploit Kit Website  995 2.2526343 

Mass Injection Website 5 809 0.17133333 



DriveBy Downloads still popular 

• Increased by 30% to ~250’000 blocked Webattacks/day in 2012 

– 1 in 532 Websites was infected 

– 61% of all malicious websites were hijacked legitimate domains 

• Blackhole Exploitkit responsible for ~41% of all the attacks 

– Evolution ongoing, fast in integrating new exploits like for Java 
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browse 
Legitimate 

Web site 

Most common: DriveBy Download infections 

Browser is analysed 

312 Plug-in vulnerabilities (2012)  

891 Browser vulnerabilities (2012) 

 

 

 

 

 

Malicious Script 

• hacked website 
• Misconfigured server 

• Weak password 
• Banner Ads 

•  … 
 

No user  
interaction  

required 
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Advice #1 
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Protect your computer when surfing! 
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Ransomware 

• Blocks a user’s PC and demands money (2.9% of victims pay) 

• User pays $50-200 by paysafe/UCash/MoneyPak  

• Some groups earn a few $100’000 per month  

• The computer is rarely unlocked  
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Command  
&  

Control Server 

Enter PIN 

Enter PIN 

123456789 
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Advice #2 
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Don‘t pay ransom to malware 
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Bait Messages in Social Networks 
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Sensational messages promote a link 
leads to malicious driveBy Web site 
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Click-Jacking 
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Click-Jacking 
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User clicks on invisible  

LIKE Button 
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Advice #3 
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Don‘t believe every message 
you see (in Social Networks) 
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A lot of information in social networks 

• „Luca2013“ could be my password 
 

• Service to reset lost passwords 
 
 

 

• Also for spammers 

 
 
 
 

• or for Phishing 
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    Hey, here you get  
cheap rabbit food 

Security Question 
Name of your pet: LUCA 

Hey, is that your bunny  
in that picture? 

Fake Facebook <login> 
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Advice #4 
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„12345“ is not a good password! 
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Data Breaches - again and again 

• Twitter - 250‘000 user records stolen in 2013 

• Scribd - 500‘000 user records stolen in 2013  

• Evernote resets 50 Mio accounts after data breach in 2013 

• LinkedIn - 6.5 Mio user records stolen in 2012 

• … 

 

• Many of them happen due to SQL injection on the website 

– Very old attack, could be protected by following the best practice 

23 

Are you sure that your data is well protected? 
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Advice #5 
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For different services, 
use different passwords 
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I bet you know someone 

who once lost his phone 
with important data on it! 



Top mobile threats 
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Android Malware 

• Making money with premium SMS 

– Profit with SMS between $1.6K-9K / day 

• Mobile BotNets exist already 

• DriveBy Downloads possible 

• Privacy is also an issue 

• Mobile vulnerabilities  

– 416 (2012) / 315 (2011) 
 

Heavy use of 
social engineering 

Fake app markets 

Unique  (bad) APK 
every time 

Sends Premium 
SMSs 
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Advice #6 
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Don‘t blindly install mobile Apps  
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SMS Spam 
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< 
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There is no iPhone, it is just a scam site 
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Many People clicked it… 
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Advice #7 
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Don‘t fall for (mobile) scams 
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Summary 

1. Protect your computer (when surfing) 

2. Don‘t pay ransom to malware 

3. Don‘t believe every message you see (in Social Networks) 

4. Use strong passwords and not ‚123456‘ 

5. For different services, use different passwords 

6. Pay attention when installing mobile apps 

7. Don‘t fall for (mobile) scams 
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Thank you! 
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Which questions are open? 

 

Thank you for your attention! 


