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Current Threats
how big is the risk really?
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Agenda

Show 7 typical attacks on the Internet

provide advice on how to survive them
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Many possible attacks...

Windows 8 Password theft

Targeted Attacks

Ransom Trojans
SQL Injection

Social Media
Financial Trojans
Privacy Shit Storms Cloud
DDoS Attacks Cyber ,War“
Smart Cars Mobile Threats Smart TVs
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Different Motivation — Different Attacks

Hacktivism
DDoS J Banking Trojan
Defacement J Extortion
" Scam
Ta rgetéd Attacks
Sabotage J Espionage J
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~N
Common malware flood Today 0

11’000 AntiVirus

P .
signatures / day

1.6 Million
new malware
variants / day

AntiVirus alone
IS not enough!
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Greece - Jan — Apr 2013 Stats

January 2013

February 2013

March 2013

April 2013

Symantec

33504

28586

29885

35582

48993

51334

46701

48488
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Greece - Apr 2013 Most Top Signatures

Facebook Fake Survey 9
Facebook Fake Plugin 3
Blackhole Toolkit Website

MSRPC Server Service RPC
CVE-2008-4250

Facebook LikeJacking 13
Sakura Exploit Kit Website

Malicious Website
Accessed 2

Fake Codec Website 3
Sibhost Exploit Kit Website

Mass Injection Website 5

Symantec

14947
6745
4923

2001

1377
5593

1002

804
995
809

3.3191036
1.3571265
1.27145486

1.20669707

3.3993664
0.82903105

0.15382655

9.801292
2.2526343

0.17133333
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DriveBy Downloads still popular

* Increased by 30% to ~250°000 blocked Webattacks/day in 2012
— 1in 532 Websites was infected

— 61% of all malicious websites were hijacked legitimate domains
e Blackhole Exploitkit responsible for ~41% of all the attacks

— Evolution ongoing, fast in integrating new exploits like for Java
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Most common: DriveBy Download infections

* hacked website
* Misconfigured server
* Weak password
* Banner Ads

Legitimate / * .
Web site

l -i Malicious Script

Browser is analysed
312 Plug-in vulnerabilities (2012)

No user 891 Browser vulnerabilities (2012)
interaction | g
required @0 e e e
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Advice #1
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5 FBI

FEDERAL BUREAU OF INVESTIGATION

Take your cash to one
of these retail locations:

All activity of this computer has been recorded,

If you use a webcam, videos and pictures were saved for identification.  Please follow the Instructions on the right.

Code; ||

I ‘ Pickupa
1i2)3)lalls) le)lz)|8)( 8|0 and
purchase it with
cash at the
Please note: This fine may only be paid within 48 register.
hours, if you let 48 hours pass without payment,
Location: the possibility of unlocking your computer expires.
Your IP-Address:
Your Hosthame: In this case a criminal case against you will be
initiated automatically.
You can be cearly identified by resolving your IP address and the @
associated hostname, SR,
N
L\ Come back and enter your
N code
Your Computer has been locked! ) tounlockyour Computer
¥
O=xzmm
Illegally downloaded material (MP3's, Movies or Software) has been
located on your computer.
By downloading, those were reproduced, thereby involving a criminal
offenze under Section 106 of the Copyright Act.
The downloading of copyrighted material via the Internet or music- unlock computer.
sharing networks is illegal and iz in accordance with Section 106 of To unlock your computer and to avoid other legal conzequences, you are obligated to pay a releasze
the Copyright Act subject to a fine orimprisonment for a penalty of fee of $200. Payable through . After successful payment, your computer will
up to 3 years. automatically unlock.
Failure to adhere to this request could involve criminal charges and possible imprisonment.
Furthermore, possession of illegally downloaded material is To perform the payment, enter the acquired code in the designated payment
punizhable under Section 184 paragraph 3 of the Criminal Code and field and prezs the "Submit" button,

may also lead to the confiscation of the computer, with which the
files were downloaded.
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POLICE
NATIONALE

»J —POLICE
R

Pour des raisons de securite, votre sys-
teme Windows a ete bloque.

La raison peut etre la visite des sites infectes ou
pornographiques. L'ordinateur est dans un etat
critique, en cause de cela le systeme peut perdre
tous vos documents et fichiers. Pour avoir la possi-
bilite de restaurer la systeme, vous aurez besoin de
telecharger la mise a jour complementaire pour le
systeme de securite.

Cette mise a jour paye est destinee egalement
pour les systemes infectes. Cette mise a jour va
proteger completement votre systeme contre les
virus et les logiciels malveillants, va stabiliser votre
systeme informatique et va eviter la perte de don-
nees.

Selectionnez la methode preferable de paiement

() kash

@ paysafecard

paycash. paysale.

possiBLE W[

POSSIBLE \_4

Votre systeme informatique sera restaure (gueri) bien-
tot, pour ce faire vous avez besoin d'entrer un code
pour le transfert de 100 euros dans les systemes de
Paysafecard ou de Ukash. Vous pouvez l'acheter
(code) a n'importe quelle station de gaz ou kiosque a
journaux. Ces codes peuvent egalement etre achetes
ou les cartes de recharge sont vendu.

Immediatement apres avoir entre un code et la verification
de son exactitude, votre systeme informatique sera mis a
jour et protege - tous les chevaux de Troie et ies virus
seront supprimes.
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Ransomware

* Blocks a user’s PC and demands money (2.9% of victims pay)
e User pays $50-200 by paysafe/UCash/MoneyPak

e Some groups earn a few $100°000 per month

: <3
e The computer is rarely unlocked
Enter PIN
R —— 3
W' BUNDESPOLIZE! Es ist die ungesetzliche Thtigkeit enthiilit!
, Ores [TT57557)
e Oiasi ” \\o kann ich Ukash kaufen?
~‘---~.~_’-—-« \\« lmnniclnl‘kn hlumfn Es gt unitge Wighmuten, e & nﬂ.r“a-_"mdu
'-‘ ‘- s 'g w_“ R

""‘w"-.._

D——
@ = ot nassms

Spaysale =

g T g b

Command

Control Server

Enter PIN
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Advice #2
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Bait Messages in Social Networks

¢ Tann.

Couple Caught having SEX on Google EARTH :0n

- L

Sensational messages promote a link
leads to malicious driveBy Web site

Tann ' Mo Words can describe this! I understand her... But see by
yourself ;|

This Guy lost his wife and his Kids after he posted this Pic on
Facebook!

s Guy lost his wife and his Kids after he posted this P2 on Facebook

No Words can describe thes! [ understand her, .. But see by vourssir
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Click-Jacking

|
rou TUhe Search Browse = Upload Create Account | Sign In

Shocking! April fools day prank turns fatal! =uggestions
FExclusiveVideos 936 videos |¥|  Subscribe ¥

Running Dog

Shoe Thrown at President
Bush
by

FUNNIEST PRANK YOU WiLL
EVER SEE! 100% BEST

> )| 0:00/500 You D) | £ 3

BadRrankVids 6,397 586 _
im never going to play a prank on anyone again after watching this!

All Comments (D) see all

Head in the toilet prank - Just
For Laughs

by JustForL
19,154,3
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Click-Jacking

rou TUhe Search Browse = Upload Create Account

Shocking! April fools day prank turns fatal! Suggestions
ExclusiveVideos 936 videos |¥] | Subscribe ¥ = Running Dog

4] horial

User clicks on invisible
LIKE Button

Strip Poker

by euphorial

Benny Hinn
by euphorial

300,842 views

Adult Prank Gone YWrong

> 4| 000/500 YoulfID) £ 3

BadRrankVIdS 6,397 586 =
im never going to play a prank on anyone again after watching this!

All Comments {0) see all

InfoBit 2013
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Advice #3

InfoBit 2013

Don‘t believe every message
you see (in Social Networks)
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A lot of information in social networks

e ,Luca2013“ could be my password

e Service to reset lost passwords

Security Question
Name of your pet: LUCA

—

e Also for spammers R

[ Hey, here you get ]\\

cheap rabbit food

e or for Phishing

Hey, is that your bunny
in that picture?
Fake Facebook <login>
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Advice #4
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Data Breaches - again and again

e Twitter - 250000 user records stolen in 2013
e Scribd - 500°000 user records stolen in 2013
e Evernote resets 50 Mio accounts after data breach in 2013

e LinkedIn - 6.5 Mio user records stolen in 2012

e Many of them happen due to SQL injection on the website

— Very old attack, could be protected by following the best practice

Are you sure that your data is well protected?
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| bet you know someone
who once lost his phone
with important data on it!

~
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Top mobile threats

(Web- & Network-based Attacks )----.

Launched by malicious websites or
compromised legitimate sites

Attacking site exploits device’s browser

Attempts to install malware or steal
confidential data that flows through
browser

Includes traditional computer viruses,
computer worms and Trojan horse
programs

Example: Ikee worm targeted i0S-based
devices

Example: Pjapps enrolled infected Android
devices in botnet

Social Engineering Attacks
Leverage social engineering to trick users

Attempts to get users to disclose sensitive
info or install malware

Examples include phishing and targeted
attacks

InfoBit 2013

e

&= 10:08AM
=

................... .CResource Abuse)

Attempt to misuse network, device or
identity resources

Example: Sending spam from
compromised devices

Example: Denial of service attacks using
computing resources of compromised
devices

..............................

Employee or hacker exfiltrates sensitive
info from device or network

Can be unintentional or malicious

Remains biggest threat to mobile devices

>
(

------------ | Data Integrity Threats

Attempts to corrupt or modify data

Purpose is to disrupt operations of an
enterprise or for financial gain

Can also occur unintentionally
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Android Malware

e Making money with premium SMS
— Profit with SMS between $1.6K-9K / day b

A Sends Premium
SMSs
* Privacy is also an issue

A Unique (bad) APK
* Mobile vulnerabilities every time
— 416 (2012) / 315 (2011)
-

* Mobile BotNets exist already

e DriveBy Downloads possible
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Android Malware Growth

i:z Cumulative Android Families 2011-2012
)
140
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Jan'11 Apr Jul Oct Jan '12 Apr Jul Oct

Internet Security Threat Report 2013 :: Volume 18
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SMS Spam

10.11.2012 20:09 21.03.2013 22:19
' Sie wurden fir ein | ("Your mobile number

Gratis-Geschenk von was selected as a
Apple ausgewanhlt.
BactichonSia winner of £2,000000. OO
htto:/B.rc7.cc/? with Winning No 03 -
p=01141790 N 15 20 21 34 35. Email:
und geben Sie 3923 ein, andersond @gmail.co

) um es anzufordern! | mfor claims. )
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Ihr Mobilfunkbetreiber hat Sie flir ein iPhone 5 ausgewahlt!

L

- o "’ ' -
L -',g_ B

—
~,

A

lﬁafi" ol

Bitte geben Sie den unten stehenden Code ein

There is no iPhone, it is just a scam site

Afmelden
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Many People clicked it...

Erhalten Sie ein gratis Apple iFhone 5!

Ed Puti, CH

0.07 Erhalten Sie ein gratis Apple iFhone 5!
Ed Saint Gallen, CH

0.1 1 Erhalten Sie ein gratis Apple iPhone 5!
Ed Baar, CH

0.1 1 Erhalten Sie ein gratis Apple iFhone 5!
K3 CH

0.1 3 Erhalten Sie ein gratis Apple iFhone 5!
K Pul, cH

0.1 7 Erhalten Sie ein gratis Apple iPFhone 5!

Ed Sarmenstorf, CH

0.1 9 Erhalten Sle ein gratis Apple iPhone 5!
[+

0.1 9 Erhalten Sie ein gratis Apple iFhone 5!
Ed Bruttisellen, CH

0.1 9 Erhalten Sie ein gratis Apple iFhone 5!
[+ ot

0:2 4 Erhalten Sie ein gratis Apple iFhone 5!
Ed Luzem, CH

0:25 Erhalten Sie ein gratis Apple iPhone 5!
Ed Genewve, CH

InfoBit 2013

0:27 Ontvang een gratis Apple iFhone 5!

Ed Schaffhansen, CH

0:27 Erhalten Sie ein gratis Apple iFhone 5!
Ed 2urich, CH

0:28 Erhalten Sie ein gratis Apple iFhone 5!
Ed Genewe, CH

0.32 Erhalten Sle ein gratis Apple iFhone 5!
& i,

0.]; Erhalten Sie ein gratis Apple iPhone 5!
Ed Zurich, CH

0.33 Erhalten Sie ein gratis Apple iFhone 5!
EJ Full, cH

0.36 Erhalten Sie ein gratis Apple iPhone 5!
Kl rul, cH

0.39 Erhalten Sie ein gratis Apple iFhone 5!
EJ Baden, CH

0. 43 Erhalten Sie ein gratis Apple iPhone 5!
Ed Waberm, CH

0. 44 Erhalten Sie ein gratis Apple iFhone 5!
Ed Derendingen, CH

0. 48 Erhalten Sie ein gratis Apple iFhone 5!
Kl CH

o..w Erhalten Sie ein gratis Apple iPhone 5!
Ed Berm, CH

0:51 Erhalten Sie ein gratis Apple iPhone 5!
Ed Luzem, CH

0:52 Erhalten Sie ein gratis Apple iPhone 5!
El Full, cH

0:53 Erhalten Sie ein gratis Apple iPhone 5!
[+ st

1.02 Erhalten Sie ein gratis Apple iPhone 5!
Ed Bem, CH

1.03 Erhalten Sie ein gratis Apple iPhone 5!
Kl rull, cH

1.(B Erhalten Sie ein gratis Apple iPhone 5!
El Volketswil, CH

1m Erhalten Sie ein gratis Apple iPhone 5!
Ed Schaffhausen, CH

1.1 1 Erhalten Sie ein gratis Apple iPhone 5!
[+ Jus

1:28 Erhalten Sie ein gratis Apple iPhone 5!
EJ rull, CcH

1.3) Erhalten Sie ein gratis Apple iPhone 5!
CH

1.35 Erhalten Sie ein gratis Apple iPhone 5!
Ed Ful, CH

137 Erhalten Sie ein gratis Apple iPhone 5!
Ed Castagnola, CH
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Summary

Protect your computer (when surfing)
Don‘t pay ransom to malware

Don‘t believe every message you see (in Social Networks)
Use strong passwords and not ,1234561

For different services, use different passwords

Pay attention when installing mobile apps

N o N AW hNhNH-

Don‘t fall for (mobile) scams
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Thank you for your attention!
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