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Pedro Neto Mendesa) and Paulo Andr�eb)

Departamento de Engenharia Electrot�ecnica e de Computadores, Instituto Superior T�ecnico, 1049-001 Lisbon,
Portugal and Instituto de Telecomunicaç~oes, 1049-001 Lisbon, Portugal
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Quantum key distribution (QKD) has become an essential technology in the realm of secure

communication, with applications ranging from secure data transmission to quantum networks.

This paper presents a simple, compact, and cost-effective setup for undergraduate tutorial

demonstrations of QKD. It relies on using weak coherent pulses, which can be readily produced

using an attenuated laser. The system employs the simplified three-state BB84 protocol in free

space, with states encoded using linear polarization. Polarization encoding can be done passively

or actively, depending on the budget available. Time multiplexing is implemented at the receiver to

reduce the number of required detectors. Only two detectors are used to implement measurements

on two bases, with a total of four outcomes. The result demonstrates the practicality of the system

for free-space quantum communication, and its compact and portable nature makes it particularly

suitable for pedagogical demonstrations. This work paves the way for engaging undergraduate

students in the field of quantum communication through hands-on laboratory projects. # 2025

Published under an exclusive license by American Association of Physics Teachers.
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I. INTRODUCTION

Information security plays a pivotal role in numerous
domains, including finance, military, industry, and even at
the individual level. Traditional encryption methods,
although effective in many scenarios, confront an approach-
ing threat posed by the rapid advancement of quantum com-
puting. These quantum computers have the potential to break
through established encryption techniques, thereby raising
concerns about the vulnerability of sensitive information.

Quantum key distribution (QKD) has the potential to
enable secure encrypted communication. First proposed in
1984,1 it offers the ability to exchange a secret key between
two remote parties with proven security based only on the
laws of physics. This key can later be used to communicate
messages using protocols like the one-time-pad.

The simplified three-state BB84 protocol makes this QKD
more easily implemented in an undergraduate laboratory.
Moreover, to render QKD systems more practical, some
assumptions can be relaxed; for example, the ideal single-
photon source can be replaced by a source of attenuated laser
pulses. At first glance, the use of these weak coherent pulses
seems to make the system prone to photon number splitting
(PNS) attacks. However, this security risk can be overcome
with the use of decoy states,3 which allow the users to deter-
mine more easily the presence of an eavesdropper.

These practical choices allow for more compact, cheaper,
and simpler setups that can be used in an undergraduate labo-
ratory to explain how these protocols work while at the same
time discussing fascinating questions that researchers have
to deal with related to security issues and what really is
quantum in a light pulse. Additionally, we also use time mul-
tiplexing to reduce the number of detectors required to
implement the QKD protocol.

Although educational articles exist on QKD implementation
and single photon experiments in laboratories,4–7 here we focus

on the use of weak coherent pulses which offer a more straight-
forward and cost-effective setup, making quantum communica-
tion protocols more easily accessible to undergraduate students.
This work aims to bridge the gap between theory and practice,
providing a valuable educational resource for understanding
and implementing secure quantum communication.

In this work, different setups are proposed to implement
the communication protocol. The total cost of the experiment
was around 27 000 dollars as equipment already acquired
was used. If simpler and cheaper equipment is used instead,
as suggested, the price can be lowered to around 11 000 dol-
lars (detailed prices in Appendix A).

This paper begins with a review of basic quantum
mechanics and the cryptographic protocols considered in
Sec. II. Section III provides an overview of the experimental
setup and its implementation, followed by a discussion of the
results in Sec. IV.

II. THEORY

A. Basic quantum mechanics

A pure quantum bit, or qubit, can be represented by a nor-
malized vector in C2; that is, the two-dimensional space of
complex numbers. In the Dirac notation, such a vector is
denoted jwi. In general, a qubit can be parametrized in spher-
ical coordinates as

jwi ¼
cos

h
2

eiu sin
h
2

0
BB@

1
CCA; (1)

where h is related to how close one is from the j0i (equiv.
j1iÞ state, and u gives a phase that describes a rotation of the
state around the z-axis.
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The basis we implicitly chose, j0i; j1i is called the Z basis.
Other bases for qubits are the X ðjþi; j�iÞ and Y (jRi; jLi)
bases. When encoding a qubit in the linear polarization of
light, j0i becomes jHi, i.e., a horizontally polarized mode,
j1i becomes jVi, jþi becomes jDi, and j�i becomes jAi.

A measurement in quantum mechanics is represented by a
set of operators Ek (C2 � C2 matrices). Note that there exist
more general forms, but in our case, we restrict to rank one
projectors, which means they can be written in terms of one
vector, i.e., Ek ¼ jkihkj. The number of operators, or equiva-
lently of indices k, represents the number of measurement
outcomes. In this tutorial, all the measurements we consider
have two outcomes. Finally, in quantum mechanics, one
computes the probability of obtaining an outcome k when
measuring the state jwi with measurement Ek using Born’s
rule, which reads ProbðkÞ ¼ hwjEkjwi.

B. One time pad and BB84

The one-time pad is an information-theoretically secure
encryption technique, meaning that the encrypted message
does not provide information about the original message.
This communication method requires a novel, symmetric,
and random key in each communication round and these
keys cannot be smaller than the message size.

The message m, written in binary code, is combined with
the secret key k through modular addition creating the cipher
message c (c ¼ m � k). The cipher message can be combined
with the secret key to recover the original message
(m ¼ c � k).

The encryption is only secure if the random key can be
distributed securely. The BB84 protocol is a quantum key
distribution scheme where the emitter (usually referred to as
Alice) can share a secret key with the receiver (usually
referred to as Bob). These parties are connected through a
quantum channel and a classical channel, where they
exchange quantum and classical signals. We also consider
the possibility that a third party, Eve, may eavesdrop on
either channel.

Alice encodes the secret key in the polarization of pho-
tons. Alice and Bob agree in advance that both a vertically
polarized photon (V) and a diagonally polarized photon (D)
encode the bit 0, while the horizontal (H) and anti-diagonal
(A) polarizations encode the bit 1. They also agree to ran-
domly change their polarizer orientations between the V/H
basis (called Z) and the D/A basis (called X). The crux of the
BB84 protocol is that the photons are sent through the quan-
tum channel, and after the detection is complete, the orienta-
tions of the polarizers can be sent “in the open” through the
classical channel.

Of course, if Bob measures in the wrong basis, he may get
the wrong result, since, for example, a diagonally polarized
photon may be measured as either horizontally or vertically
polarized, with equal probability. However, if he measures
in the same basis, then he will receive the bit that Alice sent.
When they send the polarizer orientation information
through the classical channel after the measurements are
complete, they will know which bits they must agree on, and
those will become the secret key.

The presence of an eavesdropper can be detected if Alice
and Bob compare a few of the bits in the secret key to test if
they all agree. Eve would not know in advance how to set
her polarizer, and if both Alice’s and Bob’s polarizers hap-
pened to be oriented in the same basis but Eve’s was

different, then her measurement would change the polariza-
tion of the photon, leaving a 50% chance that Bob would
detect the wrong bit.

This is the idea of the BB84 protocol. It works as follows:

(1) Quantum communication: Alice creates a binary ran-
dom key string and for each bit, randomly chooses on
which basis to encode the information. She then sends
through the quantum channel the respective quantum
state. Bob makes a random basis choice, measures the
state, and stores the output.

(2) Sifting: Alice and Bob share through the classic channel
their respective basis choice. They then discard the bits
for which the bases do not match and save the rest.

(3) Post processing: Alice and Bob estimate how much
information was leaked to Eve through the errors on the
sifted key, and perform error correction and privacy
amplification. The protocol is aborted if Eve’s presence
is identified.

Table I illustrates a few rounds of communication between
Alice and Bob and how errors can appear in the shared key.

The error correction step is necessary to ensure that Alice
and Bob share the same string of bits. This is accomplished
using protocols like Cascade or LDPCs,8 which require an
estimation of the quantum bit error rate (QBER) and addi-
tional information to be shared through the classical channel
(e.g., the parity of blocks of the key string). This estimation
of the QBER is done by sharing part of the key between
Alice and Bob. Finally, both parties run a privacy amplifica-
tion protocol9 to ensure that even with the extra information
Eve might have intercepted, she cannot reconstruct the secret
key. This procedure reduces the size of the key.

The performance of the communication protocol can then
be evaluated by some key parameters like the QBER, the
secret key rate (SKR), and the transmission distance (given
by how much loss the system can tolerate before the SKR
becomes negligible).

The QBER can be defined as the ratio of the number of
erroneous bits to the total number of bits transmitted over a
quantum channel. A lower QBER generally signifies a more
secure and reliable QKD system, as it implies fewer errors in
the transmitted key bits, increasing the potential for eaves-
dropping detection and the efficiency of the key generation
process.

The SKR is the rate at which secure keys are generated
and shared between two parties. It reflects the amount of
usable key material produced per second after post-
processing, ensuring secure communication. Higher secret
key rates indicate more efficient and practical QKD systems.

The transmission distance is the distance at which the
communication was performed and is related to the loss as
for both free-space and fiber-based setups, the loss increases
with the distance. The higher the loss an experimental setup
can tolerate, the longer the transmission distance will be.

C. Simplified BB84

The simplified BB84 protocol is a variant of the original
BB84 quantum key distribution protocol, designed to stream-
line the process while maintaining its security features. In
the computational basis Z, the protocol runs exactly as the
original BB84. However, in the monitoring basis X, the emit-
ter prepares only jDi, so that only three preparations are nec-
essary. The protocol then runs similarly to the BB84:
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(1) Quantum communication: Encoding is randomly done
in Z and X bases. The emitter sends jHi and jVi uni-
formly in the Z basis, while in the X basis, it only emits
jDi. The receiver measures in X or Z bases with respec-
tive probabilities pB

X and pB
Z ¼ 1� pB

X. Basis choice and
measurement outcome are recorded.

(2) Sifting: Both parties announce their chosen bases for
each event. Z basis events are used to generate the raw
key, while X basis events are utilized to estimate the
presence of an eavesdropper. This step concludes after
collecting a predetermined number of raw key bits.

(3) Post processing: An error correction algorithm is
applied to the block of bits by both parties, during which
some bits may be disclosed. Privacy amplification is
applied to the block of bits to obtain a secret key.

In the original BB84 protocol, the probabilities pB
X and pB

Z
were fixed at 50 %, but various protocols and experimental
setups can benefit from asymmetric measurement choices.
For instance, in the simplified BB84 protocol, one basis
monitors for eavesdropping while the other generates the
key. Ideally, the monitoring basis measurements should be
the minimal value that still allows for a complete monitor of
the channel.

For educational purposes focused on understanding the
experimental implementation of secure communication
through quantum key distribution (QKD), a detailed descrip-
tion of error correction and privacy amplification was omit-
ted. More information and the security analysis can be found
in Ref. 10.

III. EXPERIMENTAL IMPLEMENTATION

The objective of this setup is to be practical, compact, and
easy to construct. It enables a straightforward experiment for
characterizing the setup, providing insights into the proto-
col’s functionality without complete implementation.
Additional equipment and effort can then be employed to
implement the fully functioning protocol.

We selected the wavelength of 850 nm for the experiment
due to its combination of efficient single-photon detection
capabilities and the availability of commercial products
operating at this wavelength.

This setup is divided into two parts as seen in Appendix
A, two optical breadboards of 60 � 60 cm2 (Thorlabs,
B6060A), the emitter, and the receiver. These breadboards
were selected because they were already available in our lab-
oratory but smaller breadboards could be used. The emitter
is capable of sending weak coherent pulses11 in three

different polarization states (jHi; jVi; jDi). The receiver in
turn is capable of measuring on two different bases, Z and X.

A. Emitter

The goal of the emitter is to create three different quantum
states. These will be weak coherent states with a chosen
average number of photons per pulse and a chosen polariza-
tion. All states will have the same average number of pho-
tons with different polarization, jHi, jVi, and jDi.

As seen in Fig. 1, the pulses are generated by directly
modulating the vertical-cavity surface-emitting laser
(VCSEL) (Roithner, VC850M2-MODULE) using a function
generator (FC) (AIM-TTI, TG330). We opted for these com-
ponents as they were readily available in the laboratory.
Alternatively, a simple 850-nm laser and any function gener-
ator or driver capable of producing pulses could suffice. The
pulse length and number of photons depend on different
experimental parameters and will be explained later.

The pulses are directed through a polarization beam split-
ter (PBS) (Thorlabs, PBS102), with the reflected power mon-
itored by a power meter (Thorlabs, S120VC). This
monitoring is used to estimate the number of photons emit-
ted. The transmitted light is horizontally polarized and
focused into an electro-optic modulator (EOM) (Thorlabs,
EO-AM-NR-C1) with the input polarization properly aligned
with respect to the crystal axes. This allows a fast (kHz) and
active choice of polarization modulation.

While this setup requires a high-voltage amplifier (HVA)
(Thorlabs, HVA200) to operate, an alternative option is the
resonant EOM (Thorlabs, EO-PM-R-20-C1), which elimi-
nates the need for a high-voltage amplifier.

The EOM creates distinct polarization states by applying
varying voltages at the input. The specific voltage values
required for the three different states necessary for the proto-
col depend on the alignment of the EOM crystal, which func-
tions as a variable waveplate, effectively rotating the
polarization of the light passing through it.

To achieve the desired polarization states within the avail-
able voltage range, a quarter-wave plate (QWP) (Thorlabs,
WPQSM05-850) followed by a half-wave plate (HWP)
(Thorlabs, WPHSM05-850) and another QWP can be
employed to correct the output states of the EOM to match
the targeted ones, simplifying the alignment. Additionally,
due to our laser spot size being larger than the aperture of the
EOM, we opted to utilize lenses (Thorlabs, LA1257-B) to
minimize losses in this component.

These voltages are supplied by an arbitrary function gen-
erator (Agilent, 33250A), triggered by the first function

Table I. Shared secret key generated by the BB84 protocol in the presence of Eve. Bold letters show the cases where Alice’s and Bob’s states should match.

Alice’s bit 0 1 1 0 1 0 1

Alice’s basis Z Z Z Z X X Z

Alice’s state polarization V H H V A D H

Eve’s basis Z X X Z X Z X

Eve’s state polarization V D D V A H D

Bob’s basis Z X Z X Z X Z

Bob’s state polarization V D V A H D H

Sifting

Shared secret key 0 � � � 1 � � � � � � 0 1

Errors in key � � � � � � � � � � � � � � � � � � �
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generator, and the high-voltage amplifier. Alternatively,
other function generators can be utilized if they allow the
adjustment of the output voltage for each pulse and can be
triggered externally. This flexibility enables encoding any bit
sequence into photon polarization using the Z basis or the
state in the X basis.

Figure 2 illustrates the electrical pulses employed for
modulating the devices. The blue dashed pulses represent the
modulation of the EOM, responsible for polarization rota-
tion. In this depiction, two distinct states are evident: the
high voltage maintains horizontal polarization, while the low
voltage pulse rotates it to a vertical orientation. Any slight
distortion observed in the figure is attributable to impedance
mismatch.

The purple solid pulses are utilized to modulate the
VCSEL to switch the laser on and off. The synchronization
shown in the figure demonstrates the simultaneous modula-
tion of these two types of pulses: blue dashed line for polari-
zation control and purple solid line for laser activation. This

synchronization enables independent polarization control for
each light pulse. In this case, the pulse duration was 10 ls
and the repetition rate was 50 kHz.

Subsequently, the photons pass through neutral density fil-
ters (Thorlabs, NE50A) to adjust the average photon count
per pulse to the desired value before being emitted into the
free-space channel via a telescope (Thorlabs, GBE03-B).
Filter selection depends on the input power and the specific
parameters of the targeted weak coherent pulse and will be
explained later.

Alternatively, it is also possible to implement a less costly
approach, removing the EOM from the setup as seen in Fig.
3. Instead of one laser, three would be used. Only one laser
would be turned on at any time and the path taken by the
light would create the respective state. To create the jHi and
jVi states, only a PBS would be required. To create the jDi
state, a PBS followed by a HWP can be used. This way, the
state choice would be done by choosing which laser to turn
on instead of by active modulation of the light. The different
paths would then be recombined using a 50/50 beam splitter
(BS) (Thorlabs, BS011) and the rest of the emitter would
work as in the active approach.

This approach has not been tried in the setup at the
moment but it is a common approach for emitter setups.12

This method brings security risks as the lasers can have
manufacturing differences (spatial mode, frequency…) and
an eavesdropper might take advantage of those but for this
work, it can be a solution.

Given that both the emitter and the receiver are situated
within the same room, the free-space channel is defined as
the distance between the telescopes at each end. While a
well-collimated beam and a short free-space channel may
render the use of telescopes optional, their inclusion enables
easy scalability of the channel length by adjusting the
distance between optical tables. The emitter can be seen in
Fig. 8 in Appendix A.

B. Receivers

The receiver measures the incoming states on one of two
bases. By calculating the QBER, we can detect the presence

Fig. 1. Simplified setup. Black arrows illustrate signal propagation between the devices. EOM: electro-optical modulator; ND filter: neutral density filters;

PBS: polarizing beam splitter; SPD: single photon detector; VCSEL: vertical-cavity surface-emitting laser; k/2: half-wave plate.

Fig. 2. (Color online) Electrical pulses seen in the oscilloscope. The purple

solid pulse (channel 1) is used to modulate the VCSEL. The blue dashed

pulse (channel 2) is used to modulate the EOM to encode information in the

pulses.
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of potential eavesdroppers (Eve) and generate secret keys.
For educational purposes, it is sufficient to measure on a sin-
gle basis at a time, rather than switching between two bases.
Under these conditions, we can still calculate a QBER for
each basis individually and simulate the presence of an
eavesdropper.

To accomplish this, as seen in Fig. 1, the light is captured
by a telescope and directed through a HWP, followed by a
PBS. The angle in the HWP will define if the measurement
is on the Z basis or the X basis. Each output of the PBS is
then coupled to a fiber and a single-photon detector (SPD)
(Excelitas, SPCM-AQRH-10).

The arrival time of the photons is recorded using a time
tagger (Swabian Instruments, Time Tagger 20), which offers
precision beyond the requirement; a more affordable option
such as an electronic circuit or a field programmable gate
array microcontroller can be used as described in Refs. 13
and 14. These would be connected to the detectors and
would record the time between the trigger signal and both
detectors measurements. Additionally, the trigger pulse mod-
ulating the laser should be connected to the time tagger for
post-processing of the measured data.

The setup can be improved by allowing basis choice in
the receiver. To do this with only two detectors, we can use
time multiplexing to separate in time the measurements on
one basis from the measurements on the other basis. As
seen in Fig. 4, we start by adding a non-polarizing BS that
will passively make the basis choice because the polariza-
tion of photons in one path will be rotated by p=4. These
polarization-rotated photons are also sent through a fiber
optic cable to delay their arrival at the detector. The two
paths are recombined with a polarizing beamsplitter that
measures their polarization state. So now the pulses that
arrive without a delay have been measured in the Z basis,
while the pulses that arrive with a delay have been mea-
sured in the X basis. The size of the delay, which will be
discussed in Sec. III C, is sufficient to allow the paths to be
distinguished, while not causing overlap between adjacent
pulses.

A photograph of the setup used can be seen in Fig. 9 in
Appendix A.

C. Parameter selection

To implement the protocol, we need to define the pulse
width of the coherent states, the pulse width of the signal
modulating the EOM, the repetition rate, the average number
of photons, and the time delay for the complete receiver.

The repetition rate will be limited by the high-voltage
amplifier as it has a 1-MHz bandwidth. We chose a repetition
rate of 50 kHz but a higher or lower value can be chosen.

For the simplified receiver, the pulse width can be chosen
freely to be less than the repetition period. Our function gen-
erator can only generate square waves, resulting in a pulse
width equal to half of the repetition period, 10 ls.

To determine the average number of photons in the weak
coherent pulse, it is essential to thoroughly characterize the
losses. By measuring the initial power and accounting for
losses through various components, we can estimate the
average number of photons detected by the receivers.

In a secure implementation of the protocol, the average num-
ber of photons emitted from the emitter should be low.
However, for educational purposes, we may increase this value
to simplify the setup, as even with large values of loss, the
number of photons arriving at the detector can replicate what
would be observed in a secure QKD experiment (single photon
regime). This may leave the communication open to attacks.

This means that the use of a non-optimal fiber (or other
sources of loss as misalignment) would still allow for the
experimental implementation as it would only require an
increase in the number of photons sent, to compensate for
the extra loss.

Defining P as the initial laser power, DT as the pulse width,
Ep as the photon energy for this wavelength, and gs and gf as
the loss of the setup, including here all the losses (components,
coupling, channel), and the loss of the filters respectively, the
average number of photons measured, jaj2 will be given by

jaj2 ¼ PDT

Ep
10�gsþgf =10: (2)

From Eq. (2), the necessary filter loss in dB can be deter-
mined. The parameters used in this work were: DT ¼ 10 ls,
P ¼ 92 lW, k ¼ 850 nm, gs ¼ 12:2 dB (including all the

Fig. 3. Simplified setup with a less costly emitter. Black arrows are electrical connections. EOM: electro-optical modulator; ND filter: neutral density filters;

PBS: polarizing beam splitter; SPD: single photon detector; VCSEL: vertical-cavity surface-emitting laser; k/2: half-wave plate.
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channel and receiver losses), and gf ¼ 80 dB. These values

result in a predicted jaj2Alice ¼ 39:3 (weak coherent state

emitted by Alice) and jaj2Bob ¼ 2:35 (weak coherent state
arriving at the detectors), while the measured value was
2:30 6 0:05. The measured probabilities of different photon
counts were as follows: “0” with a probability of 0.11, “1”
with 0.23, “2” with 0.25, and “3” with 0.19.

To implement the complete receiver, time multiplexing
for detections is essential. Measurements in one basis must
be temporally separated from those in the orthogonal basis to
allow for efficient processing. Ideally, this requires a delay
larger than the optical pulse width to prevent overlap
between the detection windows of delayed and not delayed
photons, facilitating the differentiation of measurement bases
based on photon arrival time.

To achieve this with only two detectors, measurements on
the X basis are deliberately delayed by routing the pulses
through a long optical fiber. Despite the lack of refractive
index information for the fiber used, typical values generally
fall within the range of [1.45, 1.48]. Utilizing an available
2590-m multi-mode optical fiber yields an expected delay of
approximately [12.52, 12,77] ls (around 5 ns per meter of
fiber). As the number of photons can be adapted in this dem-
onstration, the loss in the fiber is not a concern even though
there are more losses than predicted because it is not opti-
mized for the wavelength used.

To verify this delay and assess time-multiplexed detection, a
low-photon-count pulse with diagonal polarization is emitted
from the emitter. For experimental validation, the BS in the
setup (Fig 4) is replaced with a PBS to ensure minimal overlap
between delayed and not delayed beams. The horizontal com-
ponent of the polarized beam traverses a second PBS, reaching
only detector 1 after passing through a filter to simulate losses
in the alternate path, due to the fiber used. Conversely, the verti-
cal component is directed into the optical fiber for temporal
delay. Subsequently, a HWP rotates the polarization at the fiber
output to horizontal, guaranteeing that photons exclusively
reach detector 2 via a second PBS.

Consequently, clicks registered in detector 1 originate
from the non-delayed signal, while those in detector 2 result
from the delayed signal.

In Fig. 5, the distribution of photon arrival times relative
to the trigger is depicted. Two distinct uniform distributions,
centered on different values, are evident. The first, approxi-
mately 5:05 6 0:10 ls, corresponds to the beam directly
transmitted to the detector. The second, because it is delayed
more than 10 ls, appears in the following pulse statistics and
is centered around 17:80 6 0:10 ls. Bars in gray are clicks in
the second detector, while those in black are clicks in the first
detector. Both distributions have the same time duration of
10:00 6 0:10 ls but the delayed distribution has a higher
number of photons. This is due to the filter used to mimic the
losses in the fiber. The average delay between the two distri-
butions is calculated to be 12:75 6 0:20 ls.

The observed overlap between the distributions can be
attributed to selecting a delay longer than the pulse width.
This overlap can be accounted for and filtered out in the
post-processing of the data to achieve better discrimination
between the basis.

IV. RESULTS AND ANALYSIS

With the previously described setup, communication can
be implemented. For simplicity, pre-determined messages
can be encoded into the quantum states. The most straight-
forward message consists of a repeating string of alternating
0 and 1 s throughout the communication (“0101010101…”).

A. Simplified receiver

Using the simplified received shown in Fig. 1, the message
is transmitted using the quantum states and detected using
the HWP set to 0� for the Z basis and 22.5� for the X basis.
Since the states are orthogonal, only one detector should reg-
ister a click for each state sent.

The single photon detectors create an electric pulse when
an event is registered. This pulse will generate an event in
the connected channel of the time tagger. This way, all the
information is registered in the output file of the time tagger,
which includes the timestamp, the channel identification, and
an error check parameter to access the correct use of the time
tagger (missed events). If the FPGA is used instead, the
same logic applies.

Fig. 4. Complete receiver setup. Black arrows are electrical connections. BS: beam splitter; EOM: electro-optical modulator; ND filter: neutral density filters;

PBS: polarizing beam splitter; SPD: single photon detector; VCSEL: vertical-cavity surface-emitting laser; k/2: half-wave plate.
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For the Z basis measurement, if the detector connected to
the horizontal output of the PBS registers a click, the state
sent was jHi, while a click in the other detector indicates the
state was jVi. For educational purposes, it may be advanta-
geous to define a higher average number of photons to ensure
consistent detector clicks, simplifying the subsequent analy-
sis. For the X basis, the same logic applies.

In Fig. 6, an illustration of events captured by the time tag-
ger is provided. Channel 4 monitors the modulation of the
VCSEL, where event 4 represents a rising edge, indicating
the onset of a pulse, while event –4 means a falling edge,
denoting the end of the pulse duration. Therefore, the pulse
is considered active between a 4 and a –4. The SPD corre-
sponding to the horizontal polarization is connected to chan-
nel 1, so its clicks correspond to bit 0. Similarly, the SPD
corresponding to the vertical polarization is connected to
channel 2, so its clicks correspond to bit 1. When more than
one photon is detected in a pulse, if their polarizations do not
agree, a guess can be made of the bit sent based on the
majority of the detections.

Using this logic, from Fig. 6, the string “010” is recovered,
which matches the bits sent for this fraction of the message.
By collecting data for 10 s, a message of 500 kbit is sent by
Alice and recovered by Bob. By comparing this message to
the original, counting the number of different bits, and divid-
ing by the size of the message, the QBER can be found. We
measure the QBER to be (2.5% 6 0.4%) on the Z basis,
while on the X basis, it is (2.11% 6 0.14%). These error
rates are acceptable but could be reduced by addressing the
impact of dark counts.

The electrical pulse is relatively wide, limited by the func-
tion generator available, and consequently, the detection
window, the period during which signals are observed, is
also broad. As a result, there’s a higher likelihood of dark
counts affecting the measured results. To improve this, one
could lower the dark counts or reduce the pulse width and
the detection window.

While this implementation did not focus on optimizing the
SKR, it is still an important figure of merit. As we did not
implement an error correction code and privacy amplifica-
tion protocol we estimated the secret key size using the
upper bound provided in Ref. 2.

As we used a weak coherent state with a high number of
photons, the corresponding secret key rate is 0. The

communication is open to attacks as Eve can capture a few
photons each round and recover the entire message. For a
secure implementation, the number of photons sent by Alice
has to be reduced, and by using a Python package created to
estimate the SKR of the simplified BB84 for space-based
communication, provided in Ref. 16, we arrived at the opti-
mal secret key rate of 75 bps for an average photon number
of 0.87 and parameters reported in Appendix B. This value
can be easily improved by increasing the source rate or the
communication time window.

Comparing these results to the ones reported in Ref. 2, it
can be seen that this setup provides a much lower SKR. For
the loss value measured in this experiment and a 625-MHz
source, they achieve a QBER of around 3 % and a SKR of
around 8 kbps where the result is mainly limited by the
detectors used as for low loss values their SKR saturates.

Recent works have shown a SKR of 115.8 Mbps over 10-
km standard fiber for a source of 2.5 GHz, proving that high-
rate quantum key distribution is possible.15 There are also
commercially available products like the Clavis XGR QKD
platform from ID Quantique operating with a 1 Gbit source
and generating secret keys at around 12 dB of loss at a rate
of 400 kbps.17

B. Complete receiver

If the complete receiver is used, the message sent has to have
bits encoded in both bases, closer to what is used in a secure
QKD setup. The procedure is similar to the simplified receiver;
we obtain the data from the time tagger and must recover the
message. In this receiver, we have to recover which basis was
chosen and the message sent. To recover the basis choice, we
look at the number of events delayed and not delayed. This
means that the timestamp data shown in Fig. 6 has to be used. If
there are more delayed events, events 10 ls after an event in
channel 4, the basis chosen is X, and if there are more photons
without delay, events between the timestamp of channel 4 and
10 ls after, the basis chosen is Z.

After, we can recover the message as done previously,
looking into which detector clicked more. The basis choice
can then be compared to Alice’s choice and only the events
with a basis match are kept. Finally, the QBER is calculated
in the same way, by comparing both messages.

Fig. 5. Histogram of the time of arrival of the photons after the trigger sig-

nal. Detector 1 corresponds to the Z basis (in black), while detector 2 corre-

sponds to the X basis (in gray).

Fig. 6. Example of events registered by the time tagger. The “Tag” column

registers the event number. The “Channel” column identifies in which chan-

nel the event occurred and which device produced the event. The

“Timestamp” registers the timing of the event. The “Missed events” column

is used to identify problems in the time tagger.
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This is a simplified way to estimate the QBER where the
whole message is shared between Alice and Bob, not just a
fraction. This is followed again by the post-processing to
generate the secret key.

C. Simulating Eve

To simulate the presence of Eve, one can create a very
simple experiment. If we periodically block the free space
channel during the communication phase, we can simulate
an attack where Eve removes photons from the channel. This
will stop all detection, leading to an increase in the QBER.
For example, if for no detection we assume bit 0 was sent,
the message recovered while Eve is blocking the channel
would be an infinite string of 0 s.

Another possible approach is to use a HWP to rotate the
state polarization. If we use an HWP at 22.5�, we can simu-
late an Eve that always chooses the wrong measurement
basis, increasing the QBER to around 50% as the message
recovered would be random (the measurement is made on X
basis while the state was encoded on the Z basis, for

example). This gives intuition on an intercept and resend
attack where the basis choice is always wrong. The change
in the experimental setup can be seen in Fig. 7.

These simple experiments show that Eve’s presence in the
channel leads to an increase in the QBER that can be
detected aborting the communication and discarding the key
generated as it was not secure.

V. CONCLUSION

In summary, this work has demonstrated a practical, compact,
and cost-effective QKD setup suitable for undergraduate tutorial
demonstrations. By using weak coherent pulses, the simplified
three-state BB84 protocol, and time multiplexing, the

Fig. 7. Design of Eve simulation experiments. (a) The free space channel is

blocked. (b) A HWP is used to rotate the basis.

Table II. Equipment prices in February 2024 except for the power meter,

FPGA, and the resonant EOM, which the price corresponds to November

2024.

Designation Distributor Model Qt Unit price ($)

VCSEL Roithner VC850M2 1 75

FC AIM-TTI TG330 1 500

PBS Thorlabs PBS102 2 222

BS Thorlabs BS011 1 205

EOM Thorlabs EOAM-NR-C1 1 2999

HVA Thorlabs HVA200 1 3000

Arbitrary FC Agilent 33250A 1 2975

ND Filter Thorlabs NE50A 3 60

Telescope Thorlabs GBE03-B 2 576

HWP Thorlabs WPHSM05-850 1 507

SPD Excelitas SPCM-AQRH-10 2 3110

Power meter Thorlabs PM120D 1 1556

Time Tagger Swabian Time Tagger 20 1 10 000

FPGA Digilent Arty S7 1 125

Resonant EOM Thorlabs EO-AM-R-20-C1 1 3482

Table III. Parameters used for SKR optimization.

Parameter Value

Signal intensity 0.79

Probability of sending signal 0.75

Decoy intensity 0.02

Probability Alice sends an Z basis signal 0.5

Probability Bob measures an Z basis signal 0.5

Loss 12 dB

Communication time 10 s

Correctness parameter (�C) 10�15

Secrecy parameter (�S) 10�9

Intrinsic Quantum Bit Error Rate 10�3

Extraneous count probability 10�3

After pulse probability 10�3

Source repetition rate 100 kHz

Fig. 8. Photo from the emitter setup. (a) VCSEL. (b) PBS. (c) Lens. (d)

EOM. (e) QWP. (f) HWP. (g) Telescope. (h) ND filters. (i) Mirror.
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complexity of the setup can be reduced and QKD demonstra-
tions can be easily implemented, making the setup more accessi-
ble and manageable within educational environments.
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APPENDIX A: EQUIPMENT PRICE

Here we compile the prices and quantities of the essential
components to implement the emitter and complete receiver.

It does not include all the equipment necessary, i.e., fibers,
mechanical supports, and more.

Table II shows the prices of the equipment used as well as
the price of the cheaper solutions. The FPGA can replace the
use of both FC and the time tagger. The resonant EOM does
not require an HVA to function.

In Figs. 8 and 9, the experimental setups used can be seen.

APPENDIX B: PARAMETERS FOR SKR

OPTIMIZATION

The parameters used for the optimization of the SKR for
this setup are shown in Table III.
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