
0RELOH�$JHQWV

)ULHGHPDQQ�0DWWHUQ��(7+�=�ULFK

0RELOH�DJHQWV�DUH�D�VROXWLRQ
LQ�VHDUFK�RI�D�SUREOHP

-RKQ�2XVWHUKRXW

6pPLQDLUH�GH�SULQWHPSV�Ä$JHQW�7HFKQRORJ\³�GX��qPH�F\FOH
URPDQG�GµLQIRUPDWLTXH��/HQN�������������������������

1RWH��6RPH�VOLGHV�DUH�EDVHG�RQ

��D�WXWRULDO�JLYHQ�E\�)ULW]�+RKO�
8QLYHUVLW\�RI�6WXWWJDUW

��D�SUHVHQWDWLRQ�E\�*HRUJH
&\EHQNR�DQG�%RE�*UD\�
'DUWKPRXWK�&ROOHJH

*UDQWLQJ�WKH�XVH�RI�WKHLU�VOLGHV
LV�JUDWHIXOO\�DFNQRZOHGJHG
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2XWOLQH

❚ :KDW�DUH�DJHQWV�DQG�PRELOH�DJHQWV"
❙ PRELOH�FRGH

❙ XVH�RI�PRELOH�DJHQWV

❙ DSSOLFDWLRQ�DUHDV

❚ $JHQW�LQIUDVWUXFWXUH�DQG�DJHQW�SODWIRUPV
❙ PLJUDWLRQ

❙ FRPPXQLFDWLRQ

❙ VHFXULW\

❚ &RQFHSWXDO�SUREOHPV

❚ $JHQW�V\VWHPV

❚ &KDOOHQJHV�DQG�3UREOHPV

7KH�VOLGHV�RI�WKLV�SUHVHQWDWLRQ�PD\�EH�IRXQG�DW
ZZZ�LQI�HWK]�FK�YV�SXEO�VHOHFWHGBWDONV�KWPO
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InternetInternet

re-re-
sourcesource

agent platformagent platform

0RELOH�$JHQWV
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0RELOH�$JHQWV���D�)LUVW�&KDUDFWHUL]DWLRQ

❚ 3URJUDP�LQVWDQFHV�WKDW�DUH�DEOH�PRYH�ZLWKLQ�D
KHWHURJHQHRXV�QHWZRUN��,QWHUQHW��LQWUDQHW�
❙ XQGHU�WKHLU�RZQ�FRQWURO
❙ LQWHUDFW�ZLWK�ORFDO�UHVRXUFHV�DQG�RWKHU�DJHQWV

❚ $QG�GR�VRPHWKLQJ�XVHIXO
❙ DV�D�GHOHJDWH�RI�VRPH�³DXWKRULW\´��H�J���WKHLU�FUHDWRU�

Machine A Machine B

local
resource
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([DPSOH�RI�D�5RDPLQJ�$JHQW�

7KH�´ZKRµ�$JHQW��'·$JHQWV�3URMHFW�

  ...
  set results {}

    # migrate through machines

  foreach machine $machines {
    agent_jump $machine
    append results \

[ exec who << {}  ]
  }

    # send back results

  agent_send \
    $agent(root) 0 $results
  ...

Machine Z

Home

Machine A

WHOWHO

1. Submit child
agent

...
2. Jump

3. Send list
of users

Child Agent

source: D’agents project
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$�GLVWULEXWHG�FRPSXWLQJ�HQYLURQPHQW�LQ�ZKLFK�DJHQW�SUR�
FHVVHV�GLUHFW�WKHLU�RZQ�PRYHPHQW�WKURXJK�D�FRPSXWHU
QHWZRUN�
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,QWHUHVW�LQ�$JHQWV

❚ 2QH�REVHUYHV�PXFK�LQWHUHVW�LQ�DJHQWV
❙ PDQ\�UHVHDUFK�SURMHFWV��K\SH�	�KRSH
❙ FRQIHUHQFHV��ZRUNVKRSV��«

❚ ,PSRUWDQW�SRWHQWLDO�DSSOLFDWLRQ�DUHDV
❙ ,QWHUQHW��HOHFWURQLF�FRPPHUFH����

❚ %XW�DOVR�VRPH�LPSRUWDQW�REVWDFOHV�UHPDLQ
❙ VHFXULW\��FRPSOH[LW\��LQWHURSHUDELOLW\�«
❙ RI�FRXUVH��UHVHDUFKHUV�OLNH�SUREOHPV�

❚ :K\�DUH�\RX�LQWHUHVWHG�LQ�DJHQWV"
❙ ZKHQ�GLG�\RX�ILUVW�KHDU�DERXW�ÄDJHQWV³"

Why? Maybe
we will know
after this talk
or at the end
of the week
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)LUVW�(QFRXQWHUV�ZLWK�$JHQWV

❚ 0\�ILUVW�HQFRXQWHU�GDWHV�EDFN����\HDUV�DJR
❙ 0DVWHU�7KHVLV��Ä&RPSXWLQJ�6\VWHP�IRU�6RFLHWLHV�RI�$JHQWV³��&66$�

❙ &66$�ZDV�LQVSLUHG�E\�WKH�DFWRU�PRGHO��+HZLWW�������

❚ $W�WKDW�WLPH��������
❙ DJHQW� �UHDFWLYH��FRPSXWDWLRQDO�REMHFW

❙ FRRSHUDWLRQ�RI�DJHQWV�E\�FRPPXQLFDWLRQ
❘ PHVVDJHV��V\QFKURQRXV��DV\QFKURQRXV�

❘ UHPRWH�RSHUDWLRQ�LQYRFDWLRQ

❙ XVHU�FRQWUROV�DQ�DJHQW�WKURXJK�DQ�LQWHUIDFH�DJHQW

❙ DJHQWV�DUH�FRRUGLQDWHG�E\�GLVWULEXWHG�FRQWURO�DOJRULWKPV

❚ 0DQ\�LQWHUHVWLQJ�UHVHDUFK�WKHPHV�ZHUH�JHQHUDWHG�E\�WKH
DJHQW�SDUDGLJP«

❚ +RZ�FRXOG�WKLV�LGHD�HYHU�JHQHUDWH�SUDFWLFDO�LQWHUHVW"
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5HPHPEHU�����"

❚ QR�3&V

❚ QR�-DYD

❚ QR�/$1V��LQ�8QLYHUVLWLHV�

❚ QR�,QWHUQHW��LQ�(XURSH�

❚ QR�(�PDLO��LQ�(XURSH�

❚ QR��FRP�FRPSDQLHV

maybe all this is
necessary for that?

❚ QR�LQWHUHVW�LQ�DJHQWV

❚ QR�VpPLQDLUH�GH�SULQWHPSV�RQ�Ä$JHQW�7HFKQRORJ\³
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:::�DQG�WKH�,QWHUQHW�$V

'ULYLQJ�)RUFHV

EmailResearch
Network

Mobile
Internet

WWW

2000❚ 0RELOLW\��XVHUV��GHYLFHV��SURJUDPV�
EHFRPHV�LPSRUWDQW�SDUDGLJP
❙ (�FRPPHUFH���!�PRELOH�FRPPHUFH

❚ $JHQW�V\VWHPV�PXVW�EH�LQWHJUDWHG
ZLWK�WKH�,QWHUQHW�DQG�:::

Embedded
Internet
Services

Internet time line
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*RRG�7LPHV�IRU�0RELOH�$JHQWV

❚ ,QWHUQHW�JURZV�DQG�EHFRPHV�XELTXLWRXV
❙ EHFRPHV�G\QDPLF�DQG�PRELOH
❙ QHWZRUNHG�HPEHGGHG�V\VWHPV

❚ 1HZ�DSSOLFDWLRQV
❙ SOXJ�	�SOD\�IRU�WKH�PDVVHV
❙ DGDSWLYH�VRIWZDUH��FXVWRPL]DWLRQ

❚ 6KRUWHU�GHYHORSPHQW�F\FOHV
❙ IDVW�UHDFWLRQ�WR�G\QDPLF�PDUNHW
❙ UHPRWH�FRQILJXUDWLRQ�	�LQVWDOODWLRQ

❚ 1HZ�PDUNHW�VWUDWHJLHV
❙ H�J���G\QDPLF�IHGHUDWLRQV
RI�VHUYLFHV

Mobile agents may be
well suited for these
modern times: they
allow dynamic
and flexible system
structures (e.g., function
shipping, call by visit,
code on demand…)

Mobile
Internet

Embedded
Internet
Services

2000
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:KDW�LV�DQ�$JHQW"

❚ 1R�FRQVHQVXV�RQ�SUHFLVH�GHILQLWLRQ�

❚ /DWLQ�ÄDJHUH³��WR�DFW��WR�GULYH

❚ $XWKRUL]HG�WR�DFW�DXWRQRPRXVO\�LQ�WKH�QDPH�RI
RU�LQ�SODFH�IRU�VRPHRQH
❙ VRPHRQH�GHOHJDWHV�D�WDVN�WR�DQ�DJHQW
❙ DJHQWV�DUH�UHSUHVHQWDWLYHV��RI�VRPH�ÄDXWKRULW\³�

❚ 6RIWZDUH�DJHQW
❙ DV�RSSRVHG�WR�SHUVRQV�RU�SK\VLFDO�URERWV

❙ ÄD�FRPSXWHU�SURJUDP�DFWLQJ�DXWRQRPRXVO\�RQ�EHKDOI
RI«³�>20*�0$6,)@



❚ $XWRQRPRXV
❚ KDYH�FRQWURO�RYHU�WKHLU�RZQ�DFWLRQV�DQG�PD\�RSHUDWH
ZLWKRXW�GLUHFW�LQWHUYHQWLRQ�RI�RWKHUV

❚ ,QWHUDFWLYH��FRPPXQLFDWLYH
❙ FRPPXQLFDWH�ZLWK�RWKHU�DJHQWV��ZLWK�KXPDQV��ZLWK
WKHLU�KRPH�EDVH��ZLWK�:::�UHVRXUFHV«

❙ SUREOHP��V\QWD[�DQG�VHPDQWLFV�RI�FRPPXQLFDWLRQ"

*HQHUDO�$JHQW�3URSHUWLHV



❚ *RDO�RULHQWHG

❚ 5HDFWLYH
❚ WKH\�SHUFHLYH�WKHLU�HQYLURQPHQW�DQG
UHVSRQG�WR�FKDQJHV�WKDW�RFFXU�LQ�LW

❚ 3URDFWLYH
❚ WDNH�LQLWLDWLYH��QRW�RQO\�UHVSRQG
WR�WKH�HQYLURQPHQW

❚ &RRSHUDWLYH��VRFLDO

❚ ,QWHOOLJHQW
❚ SHUIRUP�GRPDLQ�RULHQWHG�UHDVRQLQJ

❚ $GDSWLYH
❚ WKH\�OHDUQ

,QWHOOLJHQW�$JHQW�3URSHUWLHV��

7KH�$,�9LHZ

Research on intelligent
agents was initiated
quite early, e.g. by
Carl Hewitt („actor
model“, 1977) or
Marvin Minsky 
(„society of mind“)

Mobility is not 
an issue here!
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$JHQWV��:KDW�$UH�7KH\�*RRG�IRU"

❚ )LQG�DQG�ILOWHU�LQIRUPDWLRQ

❚ $XWRPDWH�ZRUN
❙ UHVSRQG�WR�HYHQWV��VXFK�DV�D�QHZ�YHUVLRQ

❚ &XVWRPL]H�YLHZV�RI�LQIRUPDWLRQ
❙ H�J���HPDLO

❚ 0DNH�UHFRPPHQGDWLRQV

❚ 3HUIRUP�VLPSOH�FRRSHUDWLYH�WDVNV
❙ H�J���VFKHGXOLQJ�RI�PHHWLQJV

❚ «

In the AI view, agents
are often perceived as
intelligent assistants 
(e.g., personal agents 
or„interface agents“
that learn from user 
actions)
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*RRG�7LPHV�IRU

,QWHOOLJHQW�$JHQWV

❚ $XWRPDWLF�SURFHVVHV
ZLWKRXW�XVHU
LQWHUYHQWLRQ
❙ FRRSHUDWLQJ�DXWRQRPRXV�
GHFHQWUDOL]HG�HQWLWLHV

❙ JRDO�RULHQWHG��VRPH
XVHIXO�WDVN�KDV�WR�EH
GRQH�

❙ UHDFWLYH��FKDQJLQJ�DQG
G\QDPLF�HQYLURQPHQW�

Email
WWW

Embedded
Internet
Services

people to
people

people to
machines

machines to
machines

  !�$JHQW�SDUDGLJP�LV�TXLWH�QDWXUDO�KHUH�
�DOUHDG\�LQ�WKH�:::�DJH�ZH�KDYH�VRIWZDUH�URERWV�DQG�ZHE�FUDZOHUV�

The coming age of
ubiquitous computing
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,QWHOOLJHQW�YV��0RELOH�$JHQWV

❚ $UH�WKHVH�WZR�FRPSOHWHO\�GLIIHUHQW�DUHDV"
❙ LQWHOOLJHQW�DJHQWV�DQG�PXOWLDJHQW�V\VWHPV��IURP�WKH
$,�FRPPXQLW\�

❙ PRELOH�DJHQWV��IURP�WKH�V\VWHPV�FRPPXQLW\�

Ä7KH�DVVRFLDWLRQ�LV�DOPRVW�DQ�DFFLGHQW�EHFDXVH�ZH�ERWK�XVH�WKH
WHUP�ÄDJHQW³«�7KH�JURXSV�GRQµW�QHFHVVDULO\�WDON�ZLWK�HDFK�RWKHU�
3DUW�RI�WKDW�LV�EHFDXVH�WKH�LQWHOOLJHQW�DJHQWV�DQG�PXOWLDJHQW�SHRSOH
FRPH�IURP�WKH�$,�FRPPXQLW\��DQG�D�ORW�RI�WKH�PRELOH�DJHQWV
FRPPXQLW\�FRPH�IURP�WKH�V\VWHPV�RU�HYHQ�26�FRPPXQLW\��7KXV
ZH�KDYH�GLIIHUHQW�ODQJXDJHV��GLIIHUHQW�JRDOV��DQG�GLIIHUHQW�ZD\V�RI
ORRNLQJ�DW�WKHVH�SUREOHPV�

���'DYH�.RW]��,(((�&RQFXUUHQF\��-XO\�����
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0RELOH�$JHQWV���

❚ ����DUH�QRW�QHFHVVDULO\�LQWHOOLJHQW
❙ EXW�WKH\�DUH�DXWRQRPRXV��WR�D�FHUWDLQ�GHJUHH�
❙ DQG�WKH\�DUH�XVXDOO\�FRPPXQLFDWLYH

❚ ����DUH�QRW�DOZD\V�PRYLQJ
❙ WKH\�PD\�DOVR�EH�VWDWLRQDU\

❚ «�DUH�DQ�HODERUDWH�IRUP�RI�PRELOH�FRGH
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0RELOH�&RGH

❚ %DVLF�LGHD�
❙ SURJUDP�FRGH�LV�PRYHG�WR�D�UHPRWH�VLWH�DQG
H[HFXWHG�WKHUH

❚ 3UREOHPV�
❙ KHWHURJHQHLW\�RI�V\VWHPV

❘ PDFKLQH�FRGH��UHVRXUFHV�DW�UHPRWH�VLWH

❙ VHFXULW\��DV�PRUH�SDUWLHV�DUH�LQYROYHG�

❚ 6\VWHPV�FDQ�EH�FODVVLILHG�DFFRUGLQJ�WR
LQLWLDWRU�RI�FRGH�WUDQVIHU
❙ SXOO�RU�SXVK
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0RELOH�&RGH��3XOO�3ULQFLSOH

❚ &OLHQW�DVNV�IRU�FRGH�DQG�H[HFXWHV�LW�DW�FOLHQW�VLWH

❚ ([DPSOH��-DYD�DSSOHWV

code

Server Client

request code

code

source: Fritz Hohl
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code

Server Client

execute code

0RELOH�&RGH��3XOO�3ULQFLSOH

❚ &OLHQW�DVNV�IRU�FRGH�DQG�H[HFXWHV�LW�DW�FOLHQW�VLWH

❚ ([DPSOH��-DYD�DSSOHWV

source: Fritz Hohl
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$SSOHWV�$V�0RELOH�&RGH

2. Receive page
and “embedded”
applet; execute
applet

Web
Pages

Browser

Web
Server

Applet

1. Request
Web page

Image source: D’agents project

❚ -DYD�	�:::

❚ 1RW�\HW�D�PRELOH�DJHQW
❙ DSSOHW�FDQQRW�PRYH
IXUWKHU�RQ

❙ PRYHV�RQO\�IURP�VHUYHU
WR�FOLHQW��QRW�WKH�RWKHU
ZD\

❙ GRHV�QRW�PLJUDWH
DXWRQRPRXVO\��KDV�WR
EH�IHWFKHG
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0RELOH�&RGH��3XVK�3ULQFLSOH

❚ +RVW�VHQGV�FRGH�WR�DQRWKHU�+RVW�WR�H[HFXWH�LW
WKHUH��³UHPRWH�H[HFXWLRQ´�

❚ ([DPSOH��SRVWVFULSW�SDJH�GHVFULSWLRQ�ODQJXDJH

code

Host A Host B

remote exec

source: Fritz Hohl
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3RVWVFULSW���DQ�([DPSOH�RI

0RELOH�&RGH

❚ 3RVWVFULSW�FRGH�LV�H[HFXWHG�E\�UHPRWH�PDFKLQH
❙ SK\VLFDO�RU�YLUWXDO�PDFKLQH

%!PS-Adobe-3.0

%%Title=...

...

%%EOF

Machine A

Postscript
PrinterMachine B

Interpreter
(ghostview)

ggfdgf

ggfdgf

source: Hagimont
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❚ 64/�FRGH�VHQW�WR�GDWDEDVH�VHUYHU

❚ &RGH�H[FXWHG�E\�UHPRWH�64/�LQWHUSUHWHU

Server

SQL
interpreter

Client
SQL request

source: Hagimont

64/���$QRWKHU�([DPSOH�RI

0RELOH�&RGH

Database
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6WRUHG�3URFHGXUHV�YV��0RELOH�&RGH

3. Send
results

Dataset

Client

Server
Client
Proc

1. Install procedure
code at server

2. Call procedure

Image source: D’agents project

❚ 7\SLFDOO\�XVHG�ZLWK
'DWDEDVHV

❚ 1RW�D�PRELOH�DJHQW
❙ SURFHGXUH�FDQQRW�PRYH
IXUWKHU�RQ

❙ FDQQRW�VSDZQ�RWKHU
SURFHGXUHV

❙ GRHV�QRW�DFWLYHO\
FRPPXQLFDWH�ZLWK�RWKHU
REMHFWV
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$FWLYH�1HWZRUNV��

DQ�$SSOLFDWLRQ�RI�0RELOH�&RGH

❚ 7UDQVSRUWLQJ�FRPSRQHQWV�RI�D�QHWZRUN��H�J�
URXWHUV��FDQ�H[HFXWH�DUELWUDU\�FRGH

❚ &RGH�LV�SURYLGHG�IURP�VSHFLDO��³DFWLYH´��SDFNHWV
LQMHFWHG�E\�XVHUV

❚ $FWLYH�SDFNHWV�DUH�PRELOH�FRGH�HQWLWLHV�
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0RELOH�&RGH�

$SSOLFDWLRQV�DQG�5HDVRQV

❚ (IILFLHQF\
❙ ORDG�EDODQFLQJ
❙ PRYH�IXQFWLRQ�WR�IDVWHU�PDFKLQH�RU�FORVHU�WR�WKH�GDWD

❚ $XWRPDWLF�VRIWZDUH�XSGDWH
❙ SXVK�SULQFLSOH
❙ FRGH�PD\�EH�SURYLGHG�E\�UHPRWH�FRGH�VHUYHU

❚ '\QDPLF�H[WHQVLRQV�RI�VHUYLFHV

❚ ���
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/RDG�%DODQFLQJ�ZLWK�0RELOH�&RGH

Jobs/Load

Jobs/Load migrate in a network of machines
source: D’agents project
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Chat server

1. Observe
high average

latency to
clients

2. Move to
better location

source: D’agents project

/DWHQF\�5HGXFWLRQ�ZLWK

0RELOH�&RGH



❚ 6XEPLWWLQJ�EDWFK�MREV�RQ�PDLQIUDPHV
❙ 5HPRWH�-RE�(QWU\

❚ 3URFHVV�PLJUDWLRQ�LQ�RSHUDWLQJ�V\VWHPV
❙ W\SLFDOO\�RQ�D�ORFDO�VFDOH��H�J���/$1�FOXVWHU�
❙ PDLQ�JRDO��ORDG�EDODQFLQJ
❙ PLJUDWLRQ�LQLWLDWHG�E\�WKH�RSHUDWLQJ�V\VWHP
❙ FKDOOHQJH��ORFDWLRQ�WUDQVSDUHQF\��HIILFHQF\
❙ PRUH�UHFHQW�YDULDQW��REMHFW�PLJUDWLRQ��H�J���(PHUDOG��&RRO�

❚ $FWLYH�PDLO

❚ ���

0RELOH�&RGH�LV�1RWKLQJ�1HZ
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0RELOH�$JHQWV�DQG�0RELOH�&RGH

❚ 0RELOH�DJHQWV�FRQVLVW�RI
❙ FRGH��DUH�WKHUHIRUH�DOVR�PRELOH�FRGH�HQWLWLHV�

❚ %XW�LQ�DGGLWLRQ
❙ GDWD�VWDWH��L�H��YDULDEOHV�
❙ H[HFXWLRQ�VWDWH��VWDFN��SURJUDP�FRXQWHU�

❚ $JHQWV�GHFLGH�RQ�WKHLU�RZQ�ZKHQ�WR�PLJUDWH
❙ ZKDW�DERXW�ORFDWLRQ�WUDQVSDUDQF\"
❙ DUHQ¶W�DJHQWV�ORFDWLRQ�DZDUH�E\�GHVLJQ�DQG�SXUSRVH"

$OO�WKLV�PDNHV�DJHQW�PLJUDWLRQ�PRUH�FRPSOH[�WKDQ
VLPSOH�FRGH�PLJUDWLRQ�
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:KDW�0DNHV�0RELOH�$JHQWV

$WWUDFWLYH"

&RPSDUHG�WR�FODVVLFDO�FOLHQW�VHUYHU�SURJUDPPLQJ
�5HPRWH�3URFHGXUH�&DOO��53&�

❚ 0RUH�G\QDPLFV
❙ FRPSDUHG�WR�SUH�LQVWDOOHG�UHPRWH�SURFHGXUHV

❚ $V\QFKURQRXV�EHKDYLRU�DQG�SDUDOOHOLVP
❙ ZKLOH�WKH�DJHQW�DFWV�RQ�EHKDOI�RI�DQ�DXWKRULW\��WKH
DXWKRULW\�PD\�SHUIRP�RWKHU�WDVNV

❚ ,PSURYHG�UHDO�WLPH�DELOLWLHV��IDVW�UHDFWLRQ�WR
UHPRWH�HYHQWV

❙ DFWV�QHDU�WKH�VRXUFH�RI�WKH�HYHQW���EXW�UHSUHVHQWV�D
GLVWDQW�HQWLW\�
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���$WWUDFWLYH"

❚ +LJKHU�GHJUHH�RI�UREXVWQHVV�DQG�IDXOW�WROHUDQFH��"�
❙ DJHQW�PD\�GHFLGH�DXWRQRPRXVO\�WR�JR�WR�D�EDFNXS�VHUYHU
❙ KRZHYHU��PRUH�WKLQJV�FDQ�JR�ZURQJ�ZLWK�PRELOH�DJHQWV�

❚ 6XSSRUW�RI�QRPDGLF�FRPSXWLQJ
❙ ÄPLJUDWH�DQG�GLVFRQQHFW³��ODXQFK�DJHQW�GXULQJ�EULHI
FRQQHFWHG�VHVVLRQ

❚ 8VH�RI�ORFDO�UHVRXUFHV�WKDW�DUH�QRW�ÄH[SRUWHG³

❚ 5HGXFHG�FRPPXQLFDWLRQ�EDQGZLGWK
❙ EXW��ZKHQ�LV�LW�EHWWHU�WR�VHQG�GDWD�WR�WKH�SURJUDP
LQVWHDG�RI�VHQGLQJ�WKH�SURJUDP�WR�WKH�VRXUFH�RI�GDWD"
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Client

%DQGZLGWK�&RQVHUYDWLRQ

Server

Dataset

Text documents,
numerical data, etc.

Dataset

source: D’agents project

1) Without  mobile agents:

2) With  mobile agents: Efficient local 
communication

Network



  © F.Ma. 40

([DPSOH��6HDUFK�(QJLQH

7UDGLWLRQDO
FOLHQW�VHUYHU
DSSURDFK

6HDUFK�HQJLQH

SURFHVVLQJ
GDWD

LQGH[

KWPO
GRFV

���:HE�VHUYHU

get all data

KWPO
GRFV

���:HE�VHUYHU

get all data

source: Fritz Hohl
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❚ 7KH�WUDGLWLRQDO�FOLHQW�VHUYHU�DSSURDFK
❙ GRHV�QRW�VFDOH

❙ LQGXFHV�H[WHQVLYH�QHWZRUN�XVDJH

❚ %RWWOHQHFNV�
❙ QHWZRUN�EDQGZLGWK

❙ SURFHVVLQJ�FDSDFLW\�RI�VHDUFK�HQJLQH

([DPSOH��6HDUFK�(QJLQH

source: Fritz Hohl
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7KH�0RELOH�$JHQW�$SSURDFK

6HDUFK�HQJLQH ���:HE�VHUYHU

���:HE�VHUYHU

LQGH[

PLJUDWLRQ
KWPO

GRFVKWPO

GRFVKWPO

GRFVKWPO

GRFV
KWPO

GRFV

KWPO

GRFVKWPO

GRFVKWPO

GRFVKWPO

GRFV
KWPO

GRFV

❚ 3URFHVVLQJ�WDNHV�SODFH�DW�GDWD�VRXUFH

❚ )DVWHU�SURFHVVLQJ�GXH�WR
ORFDOLW\�RI�SURJUDP�DQG�GDWD

❚ /HVV�QHWZRUN�EDQGZLGWK�XVDJH

source: Fritz Hohl

DJHQW
SODWIRUP
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3DUDOOHO�3URFHVVLQJ�

6SDZQLQJ�&ORQHV

6HDUFK�HQJLQH
���:HE�VHUYHU

���:HE�VHUYHU

LQGH[

PLJUDWLRQ
KWPO

GRFVKWPO

GRFVKWPO

GRFVKWPO

GRFV
KWPO

GRFV

KWPO

GRFVKWPO

GRFVKWPO

GRFVKWPO

GRFV
KWPO

GRFV

source: Fritz Hohl
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user

yellow
page

shop 1

shop 2

shop 3

$QRWKHU�6FHQDULR�

(OHFWURQLF�&RPPHUFH

7KH�WUDGLWLRQDO�FOLHQW�VHUYHU�DSSURDFK

source: Sunwoo Park
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user

yellow
page

shop 1

shop 2

shop 3

(OHFWURQLF�&RPPHUFH

%DVHG�RQ�$JHQW�5RDPLQJ

%XW�ZKDW�LI�RQH�RI�WKH�VKRSV
❙ GHOD\V�WKH�DJHQW
❙ KLMDFNV�LW
❙ IRUJHV�WKH�LQIRUPDWLRQ
❙ VWHDOV�GDWD�IURP�RWKHU�VKRSV"

source: Sunwoo Park
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user

yellow
page

shop 1

shop 2

shop 3

(OHFWURQLF�&RPPHUFH

%DVHG�RQ�$JHQW�&ORQLQJ

data
fusion

source: Sunwoo Park
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([DPSOH��7HFKQLFDO�5HSRUWV
�'·$JHQWV�3URMHFW��'DUWKPRXWK�&ROOHJH�

Dynamically selected
proxy site

1. Send agent

6. Return merged
and filtered results

GUI on
home

machine

Machine  n

Machine  1

...

3. Send child agents /
collect partial results

4. Query database
5. Return
    results

2. Query yellow
pages for locations source: D’agents project
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❚ &OLHQW�VHQGV�DQ�DJHQW�ZLWK�D�VSHFLILF�VHDUFK
URXWLQH�WR�D�VHUYHU

❚ 6HUYHU�GRHV�UHPRWH�ILOWHULQJ�RI�LWV�GDWD�EDVH
DFFRUGLQJ�WR�WKH�VHDUFK�URXWLQH

❚ 2QO\�WKH�ILOWHUHG�GRFXPHQWV��QRW�WKH�ZKROH�GDWD
EDVH�LV�VHQW�EDFN�WR�WKH�FOLHQW

❚ 6LPLODUO\��WKH�DJHQW�FRXOG�FDUU\�DQ�DSSOLFDWLRQ
VSHFLILF�FRPSUHVVLRQ�DOJRULWKP�RU�DQ�HQFU\SWLRQ
VFKHPH

6HPDQWLF�,QIRUPDWLRQ

&RPSUHVVLRQ�ZLWK�$JHQWV
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❚ (OHFWURQLF�&RPPHUFH
❙ DJHQW�DV�D�VHOOHU��EX\HU��WUDGHU��EURNHU���
❙ VHQG�SHUVRQDO�DJHQW�RQ�D�VKRSSLQJ�WRXU

❚ ,QIRUPDWLRQ�VHDUFK�DQG�UHWULHYDO
❙ UHPRWH�ILOWHULQJ�DQG�FRPSUHVVLRQ

❚ 0RELOH�FRPSXWLQJ
❙ PLJUDWH�DQG�GLVFRQQHFW�VW\OH�RI�RSHUDWLRQ

❚ 5HPRWH�FRQWURO��GLDJQRVLV��PDLQWHQDQFH
❙ PRQLWRULQJ��H�J���QHWZRUN�PDQDJHPHQW�
❙ UHPRWH�LQVWDOODWLRQ�RI�VRIWZDUH�FRPSRQHQWV

❚ :DWFKGRJV�UHDFW�ORFDOO\�RQ�EHKDOI�RI�DQ�DXWKRULW\
❙ P\�DJHQW�DW�'RZ�-RQHV�ZLOO�DOHUW�PH���

$SSOLFDWLRQ�$UHDV�RI�0RELOH�$JHQWV
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«�$SSOLFDWLRQ�$UHDV

❚ :RUNIORZ�PDQDJHPHQW��JURXSZDUH�DSSOLFDWLRQV
❙ DFWLYH�GRFXPHQWV�ZLWK�VHPDQWLF�URXWLQHV�WR�SURFHVV
WKHLU�FRQWHQW

❙ FRRSHUDWLRQ�VHUYLFHV��H�J���VFKHGXOLQJ�RI�PHHWLQJV�

❚ 3HUVRQDOL]HG�,QWHUQHW�VHUYLFHV
❚ (QWHUWDLQPHQW

❙ UHSUHVHQW�SOD\HU�RQ�D�JDPH�KRVW
❙ GLVWULEXWHG�PXOWL�XVHU�JDPHV

❚ 0RELOH�DJHQWV�DV�D�SURJUDPPLQJ�SDUDGLJP
❙ KLJKHU�OHYHO�DEVWUDFWLRQ
❙ XQLILHV�³SURFHVV´�DQG�³REMHFW´��³DFWLYH�REMHFWV´�
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2XWOLQH

❚ :KDW�DUH�DJHQWV�DQG�PRELOH�DJHQWV"
❙ PRELOH�FRGH

❙ XVH�RI�PRELOH�DJHQWV

❙ DSSOLFDWLRQ�DUHDV

❚ $JHQW�LQIUDVWUXFWXUH�DQG�DJHQW�SODWIRUPV
❙ PLJUDWLRQ

❙ FRPPXQLFDWLRQ

❙ VHFXULW\

❚ &RQFHSWXDO�SUREOHPV

❚ $JHQW�V\VWHPV

❚ &KDOOHQJHV�DQG�3UREOHPV
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$JHQW�3ODFHV

user application
data base

system resource

legacy system

commu-
nication

❚ 3ODFHV�DUH�DEVWUDFWLRQV�RI�FRPSXWHU�QRGHV
❙ ORFDO�V\VWHP�UHVRXUFHV�PD\�EH�³ZUDSSHG´�E\�V\VWHP�DJHQWV

❚ $OORZ�WR�GLVWLQJXLVK�ORFDOLW\�IURP�JOREDOLW\
❙ KRZHYHU��RQH�PDFKLQH�PD\�FRQWDLQ�PDQ\�SODFHV

system 
agent
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0RELOH�$JHQW�3ODWIRUP

❚ ³'RFNLQJ�VWDWLRQ´�DQG�PHHWLQJ�SRLQW�IRU�DJHQWV

❚ /RFDO�LQIUDVWUXFWXUH�VLPLODU�WR�VHUYLFHV�RI�D�KRWHO
❙ ODXQFKLQJ��UHFHLYLQJ��SURYLGLQJ�UHVLGHQFH�IRU�DJHQWV
❙ SURYLGHV�VHUYLFHV��UHVRXUFHV��UXQ�WLPH�VXSSRUW�WR�DJHQWV
❙ H�J��³FRQFLHUJH�VHUYLFH´��LQIRUP�DERXW�ORFDOO\�DYDLODEOH�UHVRXUFHV�
RWKHU�UHVLGHQW�DJHQWV�«�

❚ &RRSHUDWLRQ�DPRQJ�SODWIRUPV����!�JOREDO�LQIUDVWUXFWXUH�
❙ IRUZDUGLQJ�DJHQWV��ORFDWLQJ�DJHQWV��FRPPXQLFDWLRQ�PHGLDWLRQ
❙ UHTXLUHV�VWDQGDUG�SURWRFROV�DQG�LQWHUIDFHV

SODWIRUP�$ SODWIRUP�%
Often, there is no
distinction made
between places
and platforms
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/RFDO�,QIUDVWUXFWXUH

❚ 0RELOLW\�VXSSRUW

❚ &RPPXQLFDWLRQ
❙ ZLWK�ORFDO���UHPRWH�DJHQWV
❙ ZLWK�ÄDXWKRULW\³��XVHU��RZQHU�
❙ FRPPXQLFDWLRQ�SDUDGLJP"

❚ 7DNH�FDUH�RI�VHFXULW\

❚ (YHQW�GHOLYHU\���PDQDJHPHQW

❚ ([FHSWLRQ�KDQGOLQJ

❚ )DXOW�WROHUDQFH
❙ WUDQVDFWLRQV"

❚ 5HVRXUFH�PDQDJHPHQW
❙ VHUYLFH�PHGLDWLRQ��DFFHVV�ULJKWV
❙ IDLU�XVDJH��FSX��PHPRU\«�

resourceresource

agenten platformagenten platform

- Can be quite complex
- Requires API or „language“
  e.g., negotiation of  local
   resource usage
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❚ 0LJUDWLRQ
❙ DOVR��H[FHSWLRQ�KDQGOLQJ�ZKHQ�JRDO�QRW�UHDFKDEOH

❚ /RFDWLQJ�DJHQWV��VHDUFKLQJ�ORVW�DJHQWV
❙ PRUH�WKDQ�D�VLPSOH�ÄQDPH�VHUYLFH³�

❚ )RUZDUGLQJ�PHVVDJHV
❚ 7HUPLQDWLRQ�RI�DJHQWV���JURXSV�RI�DJHQWV

❙ RUSKDQ�GHWHFWLRQ

❚ %URNHULQJ��VHUYLFH�GLUHFWRU\��\HOORZ�SDJHV
❚ &RQQHFWLRQ�WR�HVWDEOLVKHG�V\VWHP�LQIUDVWUXFWXUHV

❙ &25%$��-LQL��:::��,QWHUQHW�VHUYLFHV�«
❙ DSSOLFDWLRQ�IUDPHZRUNV�DQG�OHJDF\�V\VWHPV

❚ )DXOW�WROHUDQFH"
❚ 0RQLWRULQJ��PDQDJHPHQW��GHEXJJLQJ"
❚ ,QWHURSHUDELOLW\"

*OREDO�,QIUDVWUXFWXUH

Can be quite 
complex! 

Requires 
cooperation
among all
platforms 
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0LJUDWLRQ

❚ 7UDQVSRUW�RI�DQ�DJHQW�WR�DQRWKHU�SODFH

❚ $XWRQRPRXV
❙ DJHQW�LQLWLDWHV�PLJUDWLRQ��DQG�GHFLGHV�XSRQ�JRDO�

❚ :HDN�PLJUDWLRQ
❙ RQO\�SURJUDP�FRGH�LV�PLJUDWHG
❙ DJHQW�UHVWDUWHG�DW�PLJUDWLRQ�JRDO

❚ 6WURQJ�PLJUDWLRQ
❙ DJHQW�NHHSV�LWV�FRQWH[W
❙ FRQWLQXHV�ZLWK�QH[W�LQVWUXFWLRQ

[�� �����

LI��[�!�����WKHQ�JR�VXSHUFRPSXWHU�

\�� �I�[�������
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6WURQJ�0LJUDWLRQ

❚ 3ODWIRUP�KDV�DOO�GDWD�DVVRFLDWHG�WR�WKH�DJHQW��L�H�
❙ FRGH
❙ GDWD�VWDWH��FRQWHQWV�RI�YDULDEOHV�
❙ H[HFXWLRQ�VWDWH

❘ SURJUDP��FRXQWHU
❘ RSHUDQG�VWDFN
❘ KHDS
❘ FDOOLQJ�VWDFN

10 print
20 if a then
30  s=2
40 go(B)
50 ...

s=2

data
state

code

program
    counter

But does the platform
know how to access
all these data?
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6WURQJ�0LJUDWLRQ

❚ 3ODWIRUP�VHULDOLVHV�GDWD�DQG�VHQGV�LW�WR�QH[W�QRGH

❚ 3URJUDP�FRQWLQXHV�DW�QH[W�VWDWHPHQW

❚ 7UDQVSDUHQW�WR�WKH�SURJUDPPHU
❙ TXHVWLRQ��LV�LW�WUDQVSDUHQW�WR�WKH�DJHQW"

10 print
20 if a then
30  s=2
40 go(B)
50 ...

s=2

data
state

code

program
    counter
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:HDN�0LJUDWLRQ

❚ 3ODWIRUP�GRHV�QRW�DFFHVV�H[HFXWLRQ�VWDWH�RI�WKH
DJHQW��EXW�RQO\
❙ FRGH
❙ GDWD�VWDWH

10 ...
20 if a then
30  s=2
40 go(B)
50 ...

s=2

data
state

code

program
    counter
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:HDN�0LJUDWLRQ

❚ 3URJUDP�UHVWDUWV�DW�VRPH�HQWU\�SRLQW
❙ W\SLFDOO\�DW�WKH�EHJLQQLQJ

❚ 1RQ�WUDQVSDUHQW�WR�WKH�SURJUDPPHU
❙ PDQXDOO\�VDYH�LPSRUWDQW�SDUWV�IURP�H[HFXWLRQ�VWDWH

❙ ZKHQ�UHVWDUWLQJ��UHVWRUH�UHOHYDQW�SDUWV�RI�VDYHG�VWDWH
DQG�MXPS�WR�D�³FRQWLQXDWLRQ�ODEHO´
❘ QRQ�WULYLDO�IRU�QHVWHG�FRQWURO�VWUXFWXUHV

10 ...
20 if a then
30  s=2
40 go(B)
50 ...

s=2

data
state

program
    counter
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6WURQJ�YV��:HDN�0LJUDWLRQ

❚ 6WURQJ�PLJUDWLRQ
❙ HDVLHU�WR�XVH��IRU�WKH�DJHQW�SURJUDPPHU�
❙ FKDOOHQJH�IRU�WKH�LPSOHPHQWRU

❘ PLJUDWLRQ�LQ�WKH�PLGGOH�RI�DQ�H[SUHVVLRQ�HYDOXDWLRQ�ZKHQ
FDOOLQJ�D�IXQFWLRQ"

❘ FDQ�VWURQJ�PLJUDWLRQ�EH�UHDOL]HG�RQ�WRS�RI�-DYD�ZLWKRXW
FKDQJLQJ�WKH�-90"

❚ :HDN�PLJUDWLRQ
❙ HDVLHU�WR�LPSOHPHQW
❙ UHVRXUFH�UHELQGLQJ�DQG�UHOHYDQW�H[HFXWLRQ�VWDWH
UHVWDXUDWLRQ�KDV�WR�EH�KDQGOHG�H[SOLFLWO\

❙ LQ�JHQHUDO�PRUH�HIILFLHQW�GXH�WR�OHVV�RYHUKHDG
❙ SUREDEO\�VXIILFLHQW�LQ�PDQ\�FDVHV



  © F.Ma. 62

❚ ,Q�-DYD�LW�LV�LQ�SULQFLSOH
SRVVLEOH�WR�JDLQ�DFFHVV
WR�WKH�VWDFN�ZLWKRXW
FKDQJLQJ�WKH�-90
❙ 
JR
�UHFXUVLYHO\�WKURZV
VSHFLDO�H[FHSWLRQ�

WU\�^
JR�ORFDWLRQ��

`
FDWFK�0LJUDWH([FHSWLRQ�PLJ��^
�VDYH�YDOXHV�RI�ORFDO�YDULDEOHV
LQ�VRPH�JOREDO�VDYH�DUHD�REMHFW!

WKURZ�PLJ�
`

FDWFK�����

Stack

Exception

A

B

C

Exception

Exception

Exception

go

B

C

A

save local
variables

7UDYHUVLQJ�WKH�-DYD�5XQ�7LPH

6WDFN�EHIRUH�0LJUDWLQJ
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:K\�0LJUDWH"

❚ $QRWKHU�PDFKLQH�KDV�XQLTXH�UHVRXUFHV

❚ 3ODQ�GLFWDWHV�PLJUDWLRQ
❙ H�J���URDPLQJ�VKRSSLQJ�DJHQWV

❚ (YHQW�LQLWLDWHV�PLJUDWLRQ
❙ H�J���DJHQW�FDOOHG�KRPH

❚ /RFDO�SODWIRUP�KDV�EHFRPH�VXERSWLPDO

❚ /RFDO�SODWIRUP�ZLOO�EH�GLVFRQQHFWHG�RU�FHDVH�WR�H[LVW
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&RPPXQLFDWLRQ�%HWZHHQ�$JHQWV

❚ )RU�DJHQWV�DW�WKH�VDPH�SODFH��³PHHWLQJV´�
❙ SURFHGXUH�FDOO
❙ PHWKRG�LQYRFDWLRQ
❙ «

❚ &RPPXQLFDWLRQ�EHWZHHQ�GLVWDQW�DJHQWV
❙ 53&��RU�50,�
❙ PHVVDJHV��PDLOER[HV�DW�DJHQW�SODFHV"�
❙ DEVWUDFW�JOREDO�LQIRUPDWLRQ�VSDFHV

❘ H�J���WXSOH�VSDFHV

❚ $GGUHVV�RI�WDUJHW�DJHQW"
❙ JOREDO�QDPH��QDPH�VHUYLFH�UHTXLUHG��
❙ �QDPH�RI�SODWIRUP!����ORFDO�LG!

call by visit

Languages for higher-
level communication?
- semantics?
- ontologies?



  © F.Ma. 65

&RPPXQLFDWLRQ�ZLWK

0LJUDWLQJ�3HHUV"

❚ +RZ�WR�ILQG�WKH�SHHU"

❚ :KDW�WR�GR�LI�DQ�DJHQW�PLJUDWHV�GXULQJ
FRPPXQLFDWLRQ"

❚ $SSURDFKHV��ORFDWLRQ�VHUYLFH��IRUZDUGLQJ�FKDLQV
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/RFDWLRQ�6HUYLFH

❚ $JHQW�LQIRUPV�ORFDWLRQ�VHUYLFH�DERXW�QHZ
ORFDWLRQ�ZKHQ�PLJUDWLQJ

❚ 6HQGHU�PD\�DVN�ORFDWLRQ�VHUYLFH�IRU�³FXUUHQW´
ORFDWLRQ�RI�UHFHLYHU

❚ 3UREOHPV�
❙ DWRPLFLW\�RI�ORFDWLRQ�LQIRUPDWLRQ�XSGDWH"

❙ ORFDWLRQ�ZKLOH�LQ�WUDQVLW"

?
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0HVVDJH�)RUZDUGLQJ�ZLWK�3UR[LHV

❚ $JHQW�OHDYHV�D�SDWK�RI�SUR[LHV�WKDW�UHIHUHQFH�WR
QH[W�WDUJHW�SODFH

❚ &RPPXQLFDWLRQ�LV�GRQH�YLD�SUR[LHV

❚ 3UR[LHV�UHOD\�FRPPXQLFDWLRQ�WR�QH[W�SUR[\

❚ 3UREOHPV�
❙ SRVVLEO\�ORQJ�IRUZDUGLQJ�FKDLQV
❙ PHVVDJH�PD\�QHYHU�FDWFK�D�IDVW�PRYLQJ�DJHQW

Place AHome Place B Place C

Pl. X
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2XWOLQH

❚ :KDW�DUH�DJHQWV�DQG�PRELOH�DJHQWV"
❙ PRELOH�FRGH

❙ XVH�RI�PRELOH�DJHQWV

❙ DSSOLFDWLRQ�DUHDV

❚ $JHQW�LQIUDVWUXFWXUH�DQG�DJHQW�SODWIRUPV
❙ PLJUDWLRQ

❙ FRPPXQLFDWLRQ

❙ VHFXULW\

❚ &RQFHSWXDO�SUREOHPV

❚ $JHQW�V\VWHPV

❚ &KDOOHQJHV�DQG�3UREOHPV
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6HFXULW\�LV�,PSRUWDQW

❚ :H�ZDQW�RSHQ�PRELOH�DJHQW�V\VWHPV��L�H�
❙ HYHU\ERG\�FDQ�GHSOR\�PRELOH�DJHQWV

❙ HYHU\ERG\�FDQ�RSHUDWH�D�KRVW

❙ HYHU\ERG\�FDQ�RIIHU�VHUYLFHV

❚ (OHFWURQLF�FRPPHUFH�LV�DQ�LPSRUWDQW�WDUJHW
❙ PRQH\�LV�LQYROYHG

❙ VHFXULW\�LV�LPSRUWDQW Security is a key factor
for agent technology!



  © F.Ma. 70

$JHQW�$JHQW�6HFXULW\

Host Host

❚ 6RPH�DWWDFNV�
❙ PDQLSXODWLRQ�RI�RWKHU
DJHQWV

❙ PDVNLQJ�WKH�LGHQWLW\

❙ GHQLDO�RI�VHUYLFH

❚ 0HDVXUHV�
❙ DFFHVV�FRQWURO

❙ DXWKHQWLFDWLRQ

❙ QRW�D�PRELOLW\�SUREOHP

☛ Existing techniques can be applied!
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+RVW�$JHQW�6HFXULW\

Host

Host

❚ 3URWHFWLRQ�RI�KRVWV�IURP
PDOLFLRXV�DJHQWV
❙ WKDW¶V�WKH�HDVLHU�SDUW��ZHOO�NQRZQ
WHFKQLTXHV

❙ PDOLFLRXV�DJHQW�VLPLODU�WR�D�YLUXV

❚ 3URWHFWLRQ�RI�DJHQWV�IURP
PDOLFLRXV�KRVWV
❙ GLIILFXOW

6HFXULW\�QHHGV�GHSHQG�RQ�RSHUDWLRQDO�LVVXHV
FORVHG�V\VWHP��RSHQ�V\VWHP"
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❙ $JHQWV�FDQ�EH�LQVHUWHG�RQO\�E\�WUXVWHG�XVHUV

❙ 6HUYLFHV�DUH�RIIHUHG�RQO\�E\�WUXVWHG�XVHUV

❙ $JHQW�V\VWHP�LV�RSHUDWHG�E\�WUXVWHG�SDUW\

❙ 7\SLFDO�DSSOLFDWLRQV
❘ QHWZRUN�DQG�V\VWHP�DGPLQLVWUDWLRQ
❘ SDUDOOHOL]DWLRQ�RI�FRPSXWDWLRQV

❙ 6HFXULW\�QHHGV��V\VWHP�KDV�WR�EH�VKLHOGHG�IURP
RXWVLGH�DFFHVV

����&ORVHG�6\VWHP

„Trust“ is an
important issue!
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❙ $JHQWV�FDQ�EH�LQVHUWHG�E\�DQ\RQH

❙ 6HUYLFHV�FDQ�EH�RIIHUHG�E\�DQ\RQH

❙ $JHQW�V\VWHP�FDQ�EH�RSHUDWHG�E\�DQ\RQH

❙ $SSOLFDWLRQV
❘ DQ\��DV�ORQJ�DV�VHFXULW\�LV�PDQDJHDEOH

❙ 6HFXULW\�QHHGV��SURWHFWLRQ�RI�DJHQWV�DQG�KRVWV

����2SHQ�6\VWHP
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❙ $JHQWV�FDQ�EH�LQVHUWHG�E\�DQ\RQH

❙ 6HUYLFHV�FDQ�EH�RIIHUHG�RQO\�E\�WUXVWHG�XVHUV

❙ $JHQW�V\VWHP�LV�RSHUDWHG�E\�WUXVWHG�SDUW\

❙ 0DQ\�DSSOLFDWLRQV��EXW
❘ QR�RSHQ�VHUYLFH�PDUNHW��HOHFWURQLF�FRPPHUFH��

❘ EDG�LQWHJUDWLRQ�RI�OHJDF\�V\VWHPV

❙ 6HFXULW\�QHHGV
❘ DJHQW�V\VWHP�KDV�WR�EH�SURWHFWHG�IURP�PDOLFLRXV�DJHQWV

❘ VHUYLFH�SURYLVLRQ�KDV�WR�EH�FRQWUROOHG

����$�&RPSURPLVH��7UXVWHG

6HUYLFHV�DQG�3ODWIRUPV
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❚ &RGH�VLJQLQJ�ZLWK�FU\SWRJUDSKLF�PHDQV
❙ DXWKHQWLFDWLRQ��WKH�UHFHLYHU�ZLOO�WUXVW�WKH�VHQGHU
❙ EHOLHI�WKDW�WUXVWHG�VRXUFHV�EHKDYH�FRUUHFWO\

❚ &RGH�YHULILFDWLRQ��WKH�KRVW�PD\�WU\�WR�H[DPLQH�WKH
FRGH�RI�WKH�DJHQW
❙ RQO\�RI�OLPLWHG�DSSOLFDELOLW\

❘ ZKDW�SURSHUWLHV�FDQ�EH�YHULILHG�DXWRPDWLFDOO\"

❙ SURRI�FDUU\LQJ�FRGH"
❘ SURRI��WKDW�VRPH�VDIHW\�SURSHUW\�LV�QRW�YLRODWHG��LV�GHOLYHUHG�ZLWK
FRGH��UHFHLYHU�YHULILHV�LW��ZKLFK�LV�HDVLHU�WKDQ�SURYLQJ�

❚ $FFHVV�OHYHO�FRQWURO
❙ VHFXULW\�PDQDJHU�FKHFNV�ZKHWKHU�DFWLYLWLHV�DUH�DOORZHG
❙ VDQGER[�PRGHO

3URWHFWLRQ�RI�+RVWV�IURP�$JHQWV
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❚ Ä&DJH�DSSURDFK³
❙ H�J���-DYD�VDQGER[�PRGHO

foreign agents

system agents

system resources

3URWHFWLRQ�RI�+RVWV�IURP�$JHQWV

problem: foreign 
agents need access 
to local resources

❚ $OORZ�RQO\�FRQWUROOHG�DFFHVV�WR�V\VWHP�UHVRXUFHV
❙ QHJRWLDWH�FRQVXPSWLRQ�OLPLWV
❙ UHFRUG�DJHQW�DFWLYLWLHV
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local systemlocal system

agent platformagent platform

firewallfirewall

resourceresource

networknetwork

accessaccess
controlcontrol

$FFHVV�&RQWURO�DQG�/RFDO�)LUHZDOO



  © F.Ma. 78

$JHQW�VKDOO�EX\�IORZHUV�IRU�LWV�DXWKRULW\�

���ILQG�DOO�IORZHU�VKRSV
���PLJUDWH�FKDLQ�RI�VKRSV�DQG�JHW�SULFH
���JR�WR�FKHDSHVW�VKRS�DQG�EX\�IORZHUV

                                                                          prevent
Address home = mx17@mypda.eac.eu  modification
Money wallet  = 20$                reading
float maximumprice  = 20$          reading
good flowers  = 10 red roses
int shoplistindex  = 0             modification
float bestprice  = 20$             modification
Address bestshop  = empty          modification

3URWHFWLRQ�RI�$JHQWV�IURP

0DOLFLRXV�+RVWV��([DPSOH�

source: Fritz Hohl
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0DOLFRXV�KRVW�PD\�PRGLI\�WKH�FRGH�DQG�VHW
EHVWVKRS�WR�LWV�VKRS:

 if (shoplistindex >= (shoplist.length - 1)) {
  go(bestshop);
  buy(flowers,wallet);
}

$�0DOLFLRXV�+RVW�$WWDFN

go(MYSHOP);
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❚ 5HDGLQJ�RU�PRGLI\LQJ�GDWD�RU�FRGH

❚ 0DVNLQJ�WKH�LGHQWLW\�RI�WKH�KRVW

❚ ,QFRUUHFW�H[HFXWLRQ�RI�FRGH

❚ 'HQLDO�RI�H[HFXWLRQ�RU�FRPPXQLFDWLRQ

❚ 5HDGLQJ�PRGLI\LQJ�FRPPXQLFDWLRQ
ZLWK�RWKHUV

❚ 5HWXUQLQJ�ZURQJ�UHVXOWV�WR
V\VWHP�FDOOV

❚ :URQJ�URXWLQJ��QR�IRUZDUGLQJ

❚ &ORQLQJ�DQ�DJHQW
❙ XQGHFLGDEOH�ZKHWKHU�DJHQW�LV�D�FORQH�

8:32

3RVVLEOH�$WWDFNV�RI

0DOLFLRXV�+RVWV

Are there 
solutions?

Agent cannot decide
• whether its code has 
been copied
• whether it has been
cloned
• whether it is being
executed correctly
• ...
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❚ 7KHVLV��6LQFH�WKH�KRVW�KDV�FRPSOHWH�DFFHVV�WR
WKH�DJHQW��LW�LV�QRW�SRVVLEOH�WR�SURWHFW�DQ�DJHQW
IURP�WKH�KRVW
❙ DJHQW�PXVW�H[SRVH�LWV�FRGH�DQG�GDWD�WR�WKH�KRVW
ZKLFK�VXSSOLHV�WKH�PHDQV�IRU�WKH�DJHQW�WR�UXQ

❚ %XW�SHUKDSV�
❙ REIXVFDWH�RU�HQFU\SW�WKH�DJHQW�FRGH�VR�WKDW�WKH�KRVW
GRHVQµW�NQRZ�ZKDW�LW�LV�GRLQJ"

❘ ZKDW�GRHV�WKLV�PHDQ�DQG�ZKHQ�GRHV�LW�KHOS"

❘ SUHYHQW�DW�OHDVW�UHYHUVH�HQJLQHHULQJ"

❙ XVH�WUXVWHG�KDUGZDUH"

8:32

3URWHFWLRQ�RI�$JHQWV�"

?
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7DPSHU�3URRI�(QYLURQPHQWV��73(�

❚ Ä+DUGZDUH�EODFNER[³
❙ secure execution environment�IRU�DJHQWV
❙ WUXVW��RI�WKH�DJHQW�RZQHU��WRZDUGV�73(�PDQXIDFWXUHU

❚ $JHQW�LV�HQFU\SWHG�ZLWK�WKH�SXEOLF�NH\�RI�WKH�73(
❙ 73(�GHFU\SWV�WKH�DJHQW�XVLQJ�LWV�SULYDWH�NH\�DQG�VWDUWV�LW

❚ 2QO\�FUXFLDO�SDUWV�RI�WKH�DJHQW�DUH�NHSW�LQ�WKH�73(

❚ 3UREDEO\�OLPLWHG�WR�VHFXULW\�VHQVLWLYH�GRPDLQV
❙ H�J���EDQNV��VWRFN�PDUNHW
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0HDVXUHV�$JDLQVW�6RPH�$WWDFNV

❚ 7KH�³WULYLDO´�VROXWLRQ��YLVLW�RQO\�WUXVWHG�VLWHV

❚ 'HWHUPLQH�ZKHWKHU�WKH�DJHQW�KDV�EHHQ�WDPSHUHG
❙ FRGH�VLJQLQJ

❙ PDLQWDLQ�D�VDIH�PLJUDWLRQ�KLVWRU\��HQFU\SWHG�WUDFHV��DXGLW�ORJV��
DOVR�XVH�LW�DJDLQVW�UHURXWLQJ�DWWDFNV

❚ 3DUWLWLRQ�URDPLQJ�DJHQWV
❙ RQH�FRPSRQHQW�IRU�HDFK�VHUYHU�YLVLWHG

❙ HDFK�VHUYHU�HQFU\SWV�LWV�FRPSRQHQW�ZLWK
WKH�SXEOLF�NH\�RI�WKH�DJHQW¶V�DXWKRULW\

❙ FRPSRQHQWV�DUH�FKDLQHG�WRJHWKHU
�H�J���XVLQJ�KDVKHV�RI�HDUOLHU�FRPSRQHQWV�

❙ GHFU\SWLRQ�RQO\�RQ�KRPH�EDVH�RU
RQ�VRPH�RWKHU�WUXVWHG�VLWH

• More difficult if
there are collusions
of several malicious
hosts
• Some measures
induce communi-
cation with other
hosts: this reduces
autonomy and
efficiency
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2XWOLQH

❚ :KDW�DUH�DJHQWV�DQG�PRELOH�DJHQWV"
❙ PRELOH�FRGH

❙ XVH�RI�PRELOH�DJHQWV

❙ DSSOLFDWLRQ�DUHDV

❚ $JHQW�LQIUDVWUXFWXUH�DQG�DJHQW�SODWIRUPV
❙ PLJUDWLRQ

❙ FRPPXQLFDWLRQ

❙ VHFXULW\

❚ &RQFHSWXDO�SUREOHPV

❚ $JHQW�V\VWHPV

❚ &KDOOHQJHV�DQG�3UREOHPV
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&RQFHSWXDO�3UREOHPV

❚ ([DFWO\�RQFH�PLJUDWLRQ"

❚ +LGLQJ�D�VHFUHW"

❚ 6HPDQWLFV�RI�PRELOLW\"

���0DQ\�VHULRXV�DSSOLFDWLRQV��VXFK�DV�HOHFWURQLF
FRPPHUFH��ZLOO�RQO\�EH�UHDOL]HG�ZLWK�PRELOH
DJHQWV�ZKHQ�WKHVH�SUREOHPV��DQG�RWKHU
LPSRUWDQW�SUREOHPV�VXFK�DV�VHFXULW\��DUH�ZHOO�
XQGHUVWRRG�DQG�VROYHG�
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timeout
interval

Host A Host B

acknowledgement
gets lost

re-incarnation of the agent
(„host B is not reachable“)

([DFWO\�2QFH�0LJUDWLRQ"

Consensus about the location of the agent?
(A cannot tell whether the agent or the
acknowledgement was lost!)

- FLP theorem
- transactions?
- blocking?
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&DQ�DQ�$JHQW�.HHS�D�6HFUHW"

❚ .HHS�HOHFWURQLF�PRQH\�WKDW�FDQQRW�EH�FRSLHG"

❚ ([HFXWH�D�VWDWHJ\��EXW�ZLWKRXW�GLVFORVLQJ�LW�WR�WKH
KRVW"
❙ H�J���P\�PRELOH�DJHQW�RQ�WKH�VWRFN�PDUNHW�VHUYHU
❙ LW�LV�WKH�KRVW�WKDW�H[HFXWHV�HYHU\�VLQJOH�LQVWUXFWLRQ�RI
WKH�DJHQW��VR�WKH�KRVW�ÄNQRZV³�WKH�DJHQW�FRGH�

❚ 0RELOH�FU\SWRJUDSK\"
❙ HQFU\SWHG�SURJUDPV�ZKLFK�DUH�HTXLYDOHQW�WR�WKH�RULJLQDO
SURJUDPV�SURGXFH�HQFU\SWHG�RXWSXW���H�J���$��MI��M$�

❙ VWLOO�D�UHVHDUFK�LVVXH��6DQGHU�	�7VFKXGLQ��������
XQFOHDU�ZKHWKHU�XVHIXO�LQ�SUDFWLFH

❙ DOVR��EODFNER[�VHFXULW\��+RKO�������



  © F.Ma. 88

x = ask_for_price(…);
if (x > 5) then go to A;
               else go to B; 

„right“ alternative; 
my price offer 
should be 4.99

x = ask_for_price(…);
if (x**4+6*x**3-19*x**2-144*x)
> 180 then go to A;

equivalence transformation 
to hide the secret strategy

x=5 ist the only
positive root of
the polynomial

6HFUHW�6WUDWHJ\"

$Q�2YHUVLPSOLILHG�([DPSOH

One-way principle:
• equivalent expression easy to construct
• but difficult to „solve“ (and to understand!)

But: 
- when is that useful?
- what exactly is a „secret“?
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6HPDQWLFV�RI�0RELOLW\"

❚ :KDW�LV�WKH�IRUPDO�PHDQLQJ�RI�ÄJR�WR�QH[WQRGH�³"
❙ LV�LW�MXVW�ÄVNLS³"
❙ LV�PLJUDWLRQ�D�SXUHO\�QRQIXQFWLRQDO�LVVXH"

❚ :KDW�H[DFWO\�LV�WKH�FRQWH[W�RI�DQ�DJHQW"
❚ :KDW�SDUWV�RI�WKH�FRQWH[W�ZLOO�EH�PRYHG�ZLWK�WKH�DJHQW"

❙ XVH�VDPH�RU�RQO\�ÄHTXLYDOHQW³�ORFDO�UHVRXUFH"
❙ ZLOO�print(„hello“) �JR�WR�WKH�ORFDO�RU�UHPRWH�GLVSOD\"
❙ ZKHUH�ZLOO�H[FHSWLRQV�DQG�HUURU�PHVVDJHV�EH�GHOLYHUHG"
❙ ZLOO�HYHQWV�EH�IRUZDUGHG"

❚ :KDW�KDSSHQV�LQ�WKH�FDVH�RI�DQ�HUURU"
❙ H�J���PLJUDWLRQ�JRDO�QRW�UHDFKDEOH
❙ DJHQW�ORVW
❙ UHVRXUFH�QRW�DYDLODEOH�DW�QHZ�ORFDWLRQ
❙ ORFDO�OLEUDU\�IRU�G\QDPLF�OLQNLQJ�GLIIHUV
❙ VRXUFH�FRGH�QR�ORQJHU�DYDLODEOH�ZLWK�ÄFRS\�E\�QHHG³

All these are only
some issues that
have to be addressed!
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2XWOLQH

❚ :KDW�DUH�DJHQWV�DQG�PRELOH�DJHQWV"
❙ PRELOH�FRGH

❙ XVH�RI�PRELOH�DJHQWV

❙ DSSOLFDWLRQ�DUHDV

❚ $JHQW�LQIUDVWUXFWXUH�DQG�DJHQW�SODWIRUPV
❙ PLJUDWLRQ

❙ FRPPXQLFDWLRQ

❙ VHFXULW\

❚ &RQFHSWXDO�SUREOHPV

❚ $JHQW�V\VWHPV

❚ &KDOOHQJHV�DQG�3UREOHPV
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,PSOHPHQWDWLRQ�,VVXHV

❚ +HWHURJHQHLW\�RI�PDFKLQHV�DQG�V\VWHPV

❚ ,QWHURSHUDELOLW\"

❚ 6KRXOG�PDNH�XVH�RI�HVWDEOLVKHG�V\VWHPV��H�J�
❙ :::�SURWRFROV

❙ 7UDQVSRUW�SURWRFROV�DQG�,QWHUQHW�LQIUDVWUXFWXUH

❙ VHFXULW\�LQIUDVWUXFWXUH

❚ &RPSOHWH�V\VWHP�LV�D�PDMRU�XQGHUWDNLQJ�
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0RELOH�$JHQW�6\VWHPV�DQG�3URMHFWV

❚ 6HULRXV�GHYHORSPHQW�VLQFH�DERXW�����

❚ /LVW�DW�8QLYHUVLW\�RI�6WXWWJDUW�FRQWDLQV��LQ
)HEUXDU\�������DERXW����PRELOH�DJHQW�V\VWHPV
❙ KWWS���PROH�LQIRUPDWLN�XQL�VWXWWJDUW�GH�PDO�PDO�KWPO

❙ ����(XURSH������86$������$VLD

❚ 0RVW�DUH�UHVHDUFK�SURWRW\SHV

❚ 7\SLFDOO\�QRW�LQWHURSHUDEOH�ZLWK�RWKHU�V\VWHPV
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3URJUDPPLQJ�/DQJXDJH"

❚ $JHQWV�W\SLFDOO\�PLJUDWH�EHWZHHQ�KHWHURJHQHRXV�V\VWHPV

❚ $JHQWV�WKHUHIRUH�VKRXOG�EH�ZULWWHQ�LQ�D�ÄXQLYHUVDO³�ODQJXDJH

❚ 0RVW�VFULSWLQJ�ODQJXDJHV�TXDOLI\�IRU�WKDW
❙ H�J���7FO��3HUO

❙ LQWHUSUHWHUV�DUH�DYDLODEOH�IRU�PRVW�V\VWHPV

❚ ,QWHUSUHWHUV�FDQ�HDVLO\�LQIOXHQFH�WKH�H[HFXWLRQ
❙ H�J���ILOWHU�V\VWHP�FDOOV�RU�WUDS�LOOHJDO�LQVWUXFWLRQV

❚ 'UDZEDFN��LQWHUSUHWHG�ODQJXDJHV�DUH�OHVV�HIILFLHQW

❚ -DYD�%\WHFRGH�LV�DOVR�DYDLODEOH�RQ�PRVW�PDFKLQHV
❙ LQWHUSUHWHG�E\�-DYD�9LUWXDO�0DFKLQH��-90�

❙ JHQHUDWHG�E\�-DYD�FRPSLOHU�IURP�-DYD�VRXUFH�FRGH
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:K\�-DYD�LQ�0RVW�3URMHFWV"

Java
bytecode

Bytecode
verifier

Class
loader

Runtime
(VM)

Security
manager

Image source: D’agents project

❚ $YDLODEOH�RQ�³DOO´�PDFKLQHV
❚ /DUJH�VHW�RI�VWDQGDUG�OLEUDULHV�DQG�WRROV
❚ 3RUWDELOLW\��FRPSLOHG�LQWR�E\WHFRGHV�IRU�D�VWDFN�EDVHG
YLUWXDO�PDFKLQH

❚ &RGH�PRELOLW\��³FRGH�RQ�GHPDQG´�
❙ REMHFW�VHULDOL]DWLRQ
❙ G\QDPLF�OLQNLQJ��ORFDO�DQG�UHPRWH�
FODVV�ORDGHU��³FRGH�EDVH´�

❚ 6HFXULW\
❙ DFFHVV�FRQWURO�E\�VHFXULW\�PDQDJHU
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7HOHVFULSW

General Magic    http://www.genmagic.com/

source: D’agents project

❚ )LUVW�UHDO�PRELOH�DJHQW�V\VWHP
❙ a�����

❙ QR�ORQJHU�DYDLODEOH

❚ 2EMHFW�RULHQWHG�ODQJXDJH�VLPLODU�WR�-DYD�DQG�&��

❚ 6WURQJ�PRELOLW\
❙ DJHQWV�LQWHUDFW�DW�SODFHV��ÄPHHW³�LQVWUXFWLRQ�

❚ 7HOHVFULSW�LV�FRPSLOHG�LQWR�E\WHFRGHV�IRU�D�5,6&
YLUWXDO�PDFKLQH

❚ 3HUVLVWHQW�VWRUH
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$JOHWV

http://www.trl.ibm.co.jp/aglets/IBM

source: D’agents project

❚ -DYD�EDVHG�$JOHW�$3,

❚ 0RELOH�DJHQW� �FODVV�WKDW�H[WHQGV�$JOHW

❚ *UDSK�RI�VHULDOL]DEOH�REMHFWV

❚ :HDN�PRELOLW\

❚ 3UR[LHV�IRU�ORFDWLRQ�WUDQVSDUHQF\

❚ 3HUVLVWHQW�VWRUH
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$JOHWV��/LIH�&\FOH�DQG�(YHQW�

GULYHQ�3URJUDPPLQJ�0RGHO

❚ (YHQW�KDQGOHU�IRU�ÄPRELOLW\�HYHQWV³�DVVRFLDWHG�WR
DQ�DJOHW��0RELOLW\/LVWHQHU�
❙ RQ$UULYDO��0RELOLW\(YHQW�O�
❙ RQ'LVSDWFKLQJ��0RELOLW\(YHQW�O�
❙ RQ5HYHUWLQJ��0RELOLW\(YHQW�O�

source: Hagimont

WR�EH�LPSOHPHQWHG�E\
WKH�SURJUDPPHU

aglet aglet
clone

onDispatching () onArrival ()

retract
onReverting ()

context A

context B

class

dispatch

createonCreation ()

dispose

onDisposing ()

persis-
tent
store
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$JOHWV��0RELOLW\�3URJUDPPLQJ

class myListener implements MobilityListener {
public void onDispatching  (MobilityEvent l) {

 System.out.println (“I am leaving!”);
}
public void onReverting  (MobilityEvent l) {

 System.out.println (“I am going home!”);
}
public void onArrival  (MobilityEvent l) {

 System.out.println (“I have arrived!”);
}

}

public class MyAglet extends Aglet {
public void onCreation  (Object init) {

MobilityListener listener = new myListener();
addMobilityListener(listener);

}}
source: Hagimont
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7KH�$JOHW�$3,

❚ 3UHGHILQHG�PHWKRGV��XVHG�E\�SURJUDPPHU�
❘ $JOHW�GLVSDWFK��85/�XUO�

❘ $JOHW�GHDFWLYDWH��ORQJ�WLPH�

❘ $JOHW�FORQH���

❘ $JOHW�JHW$JOHW&RQWH[W���

❘ ���

❚ 0HWKRGV�WR�EH�LPSOHPHQWHG�E\�WKH�SURJUDPPHU
❘ $JOHW�RQ&UHDWLRQ��2EMHFW�LQLW�

❘ $JOHW�UXQ���

❘ $JOHW�+DQGOH0HVVDJH��0HVVDJH�PVJ�

❘ $JOHW�RQ'LVSRVLQJ���

❘ ���

source: Hagimont
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0HVVDJHV�LQ�$JOHWV

❚ &RQVLVWV�RI�WZR�ILHOGV
❙ D�W\SH��6WULQJ�

❙ DQ�REMHFW

❚ 0D\�EH�WUDQVPLWWHG�LQ�WKUHH�GLIIHUHQW�ZD\V
❙ V\QFKURQRXV�FDOO

❘ $JOHW3UR[\�VHQG0HVVDJH��0HVVDJH�PVJ�

❙ DV\QFKURQRXV�FDOO
❘ $JOHW3UR[\�VHQG$V\QF0HVVDJH��0HVVDJH�PVJ�

❙ RQHZD\��DV\QFKURQRXV�
❘ $JOHW3UR[\�VHQG2QHZD\0HVVDJH��0HVVDJH�PVJ�

source: Hagimont
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-XPSLQJ�%HDQV

Central
Domain
Server

Agency

“Mini-server”

Agency Agency

Jump
through
central
server

http://www.JumpingBeans.com/

Ad Astra Engineering

source: D’agents project

❚ -DYD

❚ :HDN�PRELOLW\

❚ &HQWUDO�VHUYHU
❙ IRU�WUDFNLQJ��PDQDJLQJ�DQG
DXWKHQWLFDWLQJ�DJHQWV

❙ EXW�DOVR�IDLOXUH�SRLQW�DQG
ERWWOHQHFN

❚ 3HUVLVWHQW�VWRUH
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0ROH

Fritz Hohl et al., University of Stuttgart

❚ -DYD

❚ :HDN�PLJUDWLRQ

❚ &RPPXQLFDWLRQ�
❙ PHVVDJHV

❙ 53&

❙ VHVVLRQV

❚ 9LVXDO�PRQLWRU

❚ 7ZR�W\SHV�RI�DJHQWV
❙ XVHU�DJHQWV

❘ PRELOH

❘ PD\�QRW�XVH�V\VWHP�UHVRXUFHV
H[FHSW�&38��PHPRU\��QHWZRUN

❙ V\VWHP�DJHQWV
❘ LPPRELOH��VWDUWHG�E\�SODWIRUP
RSHUDWRUV�

❘ PD\�DFFHVV�DQ\�V\VWHP�UHVRXUFH

source: Fritz Hohl
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9R\DJHU

ObjectSpace

http://www.objectspace.com/products/voyager/

source: D’agents project

❚ -DYD

❚ %XLOW�RQ�WRS�RI�&25%$

❚ :HDN�PRELOLW\

❚ 3HUVLVWHQW�VWRUH

❚ *URXS�FRPPXQLFDWLRQ��PXOWLFDVW�



  © F.Ma. 104

Mitsubishi America

❚ -DYD
❙ LPSOHPHQWDWLRQ
ODQJXDJH

❙ DJHQWV
SURJUDPPHG�LQ
-DYD�DQG
H[HFXWHG�RQ
VHUYHU�ZLWK�-90

&RQFRUGLD

source: Mamadou
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❚ 6HFXULW\�
❙ XVHU�LGHQWLILFDWLRQ

❙ DJHQW�DXWKHQWLFDWLRQ��FUHGHQWLDOV���VHFXULW\�DQG�LQWHJULW\

❙ UHVRXUFHV�SURWHFWLRQ

❚ 0RELOLW\�
❙ TXHXH�0DQDJHU��LQERXQG�DQG�RXWERXQG��IRU�UHOLDEOH
WUDQVSRUW�RI�DJHQWV

❙ -DYD�REMHFW�VHULDOL]DWLRQ�VFKHPH

❚ &RPPXQLFDWLRQ�
❙ 7&3�,3�SURWRFRO

❙ OLJKWZHLJKW�DJHQW�WUDQVSRUW�$3,��DSSOLFDWLRQ�HPEHGGHG�

❙ LQWHU�DJHQW�FRPPXQLFDWLRQ�PDQDJHU��UHJLVWUDWLRQ��SRVWLQJ
DQG�QRWLILFDWLRQ�RI�HYHQW�

&RQFRUGLD

source: Mamadou
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Dartmouth College
http://agent.cs.dartmouth.edu

source: D’agents project

❚ 0XOWLSOH�ODQJXDJHV
❙ 7FO
❙ -DYD
❙ 6FKHPH

❚ 6XSSRUW�VHUYLFHV
❙ GLUHFWRU\�VHUYLFH
❙ WUDFNHU
❙ GHEXJJHU��7FO�

❚ 6HFXULW\
❙ DJHQW�SURWHFWLRQ�ZKLOH�LQ�WUDQVLW
❙ QR�DJHQW�SURWHFWLRQ�ZKLOH�RQ�D�PDFKLQH
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'·$JHQWV��6WURQJ�0RELOLW\

Machine A

1. Capture agent state
2. Sign/encrypt state
3. Send state to B

Server

…
searched = searched + 1;
jump B;
meet with search-engine;
…

Agent

Machine B

6. Resume agent
5. Restore state
4. Authenticate

…
searched = searched + 1;
jump B;
meet with search-engine;
…

source: D’agents project
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'·$JHQWV��2WKHU�)HDWXUHV

Meetings

Select

Status reports

Notifications

Event-driven
programming

Second communication mechanism (direct
connection between agents)

Wait for a message, meeting request, data
arriving over a meeting, etc.

Which agents are running on machine A?
Who owns agent X?

Message from server on agent birth or death

Event handlers for all types of incoming
communication

source: D’agents project
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$UD

http://www.uni-kl.de/AG-Nehmer/Projekte/Ara/index_e.html

source: D’agents project

❚ &�&����-DYD�DQG�7FO

❚ 6WURQJ�PRELOLW\

❚ &�&���FRPSLOHG�LQWR�E\WHFRGHV�IRU�5,6&
YLUWXDO�PDFKLQH

❚ 6HUYHU�SOXV�DOO�DJHQWV�LQVLGH�RQH�8QL[�SURFHVV
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2EOLT

DEC Research (Compaq)

http://www.research.digital.com/SRC/Obliq/Obliq.html

source: D’agents project

❚ :HDN�PRELOLW\

❚ /LPLWHG�VHFXULW\��DFFHVV�FKHFNV�
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7DFRPD

University of Tromsø / Cornell University
http://www.tacoma.cs.uit.no:8080/TACOMA/

source: D’agents project

❚ &��7FO�7N��6FKHPH��3\WKRQ��3HUO

❚ :HDN�PRELOLW\

❚ 6LQJOH��VLPSOH�DEVWUDFWLRQ��PHHW
❙ HDV\�WR�DGG�D�QHZ�ODQJXDJH
❙ OHVV�RSSRUWXQLW\�IRU�RSWLPL]DWLRQ
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:$63
�:HE�$JHQWV�IRU�6HUYLFH�3URYLGLQJ�

TU Darmstadt

❚ -DYD

❚ :::�LQWHJUDWLRQ
❙ :::�FRQWDLQV�DOO�WKH�UHOHYDQW�LQIRUPDWLRQ�LQ�WKH
,QWHUQHW

❙ H[WHQGHG�:::�VHUYHU�DV�DQ�DJHQW�SODWIRUP

❙ DSSOHWV�LQ�:::�EURZVHUV�DV�*8,�IRU�DJHQWV

❙ +773�IRU�DJHQW�WUDQVIHU��0,0(�HQFRGHG�

❙ HDV\�GHSOR\PHQW�RI�WKH�DJHQW�SODWIRUP�XVLQJ�WKH�:::
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Web Server
html

cgi

Browser

Java VM

Request

Response

content
manager

cgi
manager

agent
manager

request
processor

SAE-
plugin

load, start,
migrate
agents

redirect

❚ $JHQW�LV
DGGUHVVHG�YLD�WKH
85/�RI�WKH�:::
VHUYHU�ZKHUH�LW
ZDV�FUHDWHG

❚ $JHQW�OHDYHV
EHKLQG�3UR[\�ZLWK
QHZ�DGGUHVV�ZKHQ
PLJUDWLQJ�DZD\

❚ &UHDWLRQ�LQLWLDWLRQ
RI�DJHQWV�IURP�DQ
DUELWUDU\�:::
EURZVHU

❚ %URZVHU�LV�DOVR
WKH�*8,�RI�WKH
DJHQW

installed
agents

SAE = Server Agent Environment

$UFKLWHFWXUH�RI�WKH�:$63�6HUYHU
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:$63��6$(�$UFKLWHFWXUH

Server

SAE

agent
manager

agent
manager

html cgi

WWW data interfaceWWW data interface

agent
scheduler

agent
scheduler

network
manager

network
manager

agent
manager

agent
manager

Browser
comm

manager

comm
manager

id
manager

id
manager

capability
manager

capability
manager

realm
manager

realm
manager

security
manager

security
manager

VM security managerVM security manager

time
manager

time
manager

Agent

agent GUI
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3URJUDPPLQJ�0RELOH�$JHQWV

❚ +RZ�FDQ�D�XVHU�RI�DQ�DJHQW�V\VWHP�SURJUDP�DQ
DJHQW"
❙ D�UDUHO\�DGGUHVVHG�LVVXH��DOWKRXJK�WKHUH�H[LVW�VRPH
SURWRW\SHV�RI�LQWHUDFWLYH�WRROV�UHDOL]HG�ZLWKLQ�VRPH
SURMHFWV

❚ +RZ�FDQ�DQ�DJHQW�V\VWHP�GHYHORSHU�RU�D�SODWIRUP
SURYLGHU�PRQLWRU�DQG�FRQWURO�WKH�V\VWHP"
❙ VSHFLILF�PRQLWRULQJ�DQG�GHEXJJLQJ�WRROV�DUH�DOPRVW�QRQ�
H[LVWHQW

❙ QRWH�WKDW�PRQLWRULQJ�DQG�GHEXJJLQJ�GLVWULEXWHG�V\VWHPV
LV�D�GLIILFXOW�SUREOHP��LQ�WKHRU\�DQG�LQ�SUDFWLFH���DQG
PRELOLW\�RQO\�DGGV�QHZ�GLIILFXOWLHV�
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0$&(��0RELOH�$JHQW

&RQVWUXFWLRQ�(QYLURQPHQW

(D’agents
project)

source: D’agents project
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'HEXJJLQJ
�'·DJHQWV�SURMHFW�

Debugger

1. Notify:
About to
jump

2. Jump

3. Notify:
Jumped

source: D’agents project



  © F.Ma. 118

7UDFNLQJ

D’Agents project

• Interactively or
via logs

• Current work:
Merge with
debugger

• Current work:
Zoom in and out

source: D’agents project
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0RELOH�$JHQW�6WDQGDUGV

❚ 20*�2EMHFW�0DQDJHPHQW�*URXS�0$6,)�������
❙ ³0RELOH�$JHQW�6\VWHP�,QWHURSHUDELOLW\�)DFLOLW\´

❙ EDVHG�RQ�&25%$��25%��,,23����

❙ GHILQHV�VRPH�PRELOH�DJHQW�V\VWHPV�DVSHFWV

❙ VRPH�DUHDV�QRW�DGGUHVVHG��H�J���PLJUDWLRQ�

❚ ),3$�)RXQGDWLRQ�IRU�,QWHOOLJHQW�3K\VLFDO�$JHQWV�������
❙ GHILQHV�LQWHOOLJHQW�DQG�PRELOH�DJHQW�LVVXHV

❙ SURSRVHV�.40/�.,)�IRU�FRPPXQLFDWLRQ

❙ RQO\�WZR�LPSOHPHQWDWLRQV

❚ 6WDQGDUGV�DUH�QRW�\HW�ZLGHO\�DFFHSWHG
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0RELOH�$JHQW�6\VWHPV

DUH�&RPSOH[

❚ 7DNHV�WLPH�DQG�HIIRUW�WR�GHYHORS

❚ 3DUDGLJP�VHHPV�WR�EH�DWWUDFWLYH�DQG�QLFH
❙ WRR�PDQ\�QDwYH�SXUH�UHVHDUFK�SURMHFWV"

❚ 6HHPV�HDV\�DW�ILUVW�VLJKW��DIWHU�DOO��-DYD�DSSOHWV
DOUHDG\�H[LVW��ZKHQ�LJQRULQJ��
❙ LQIUDVWUXFWXUH�QHHGHG�IRU�UHDO�ZRUOG�DSSOLFDWLRQV

❙ LQWHUDFWLRQ�ZLWK�WKH�UHVW�RI�WKH�ZRUOG

❙ IXQGDPHQWDO�SUREOHPV��IDXOW�WROHUDQFH��VHFXULW\«�

❙ SUDJPDWLFV��SHUIRUPDQFH��H�FRPPHUFH�UHDOLWLHV�
VLPSOHU�DOWHUQDWLYHV�WKDQ�PRELOH�DJHQWV«�
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&KDOOHQJHV�DQG�3UREOHPV

❚ 6HFXULW\�

❚ )DXOW�WROHUDQFH��WUDQVDFWLRQDO�VXSSRUW�«�

❚ /HJDF\�V\VWHP�LQWHJUDWLRQ

❚ ,QWHURSHUDELOLW\��ZLGH�DQG�HDV\�GHSOR\PHQW
❙ EXLOG�XSRQ�:::�LQIUDVWUXFWXUH��H�J���SODWIRUPV�DV
EURZVHU�SOXJLQV�"

❚ *OREDO�LQIUDVWUXFWXUH
❙ VHPDQWLF�URXWLQJ
❙ GLUHFWRULHV��ORFDWLRQ�VHUYLFH��EURNHUV�«��-LQL��&25%$"�
❙ FRPPRQ�RQWRORJ\��� �YRFDEXODU\���PHDQLQJ�

❚ 6XSSRUW�RI�VPDOO��OLJKWZHLJKW�GHYLFHV
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&KDOOHQJHV�DQG�3UREOHPV����

❚ $JHQW�FRQWURO
❙ WUDFH�DQG�PDQDJH�DJHQWV��VXVSHQG��UHVWDUW��WHUPLQDWH�
❙ RUSKDQ�GHWHFWLRQ�HWF�
❙ RYHUSRSXODWLRQ�E\�MXQN�DJHQWV"

❚ (IILFLHQF\

❚ *R�EH\RQG�SURWRW\SH�V\VWHPV

❚ 0DUNHW�IRU�DJHQWV"
❙ VHUYLFHV�LQ�DQ�RSHQ�,QWHUQHW�EDVHG�VHUYLFH�PDUNHW
❙ YDOXH�DGGHG�VHUYLFH�SURYLGHUV

❚ ,QWHOOLJHQW�PRELOH�DJHQWV"
❙ DOVR��ODQJXDJHV�IRU�DJHQW�FRRSHUDWLRQ
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&RQIHUHQFH��

�QG�,QW��6\PS��RQ�$JHQW�6\VWHPV�DQG
$SSOLFDWLRQV����WK�,QW��6\PS��RQ�0RELOH�$JHQWV

$6$�0$�����

6HSWHPEHU��������(7+�=XULFK

ZZZ�LQI�HWK]�FK�$6$�0$�

'HDGOLQH�IRU�SDSHU�VXEPLVVLRQ��0DUFK���������



  © F.Ma. 124

&RQIHUHQFH��

�QG�,QW��6\PS��RQ�$JHQW�6\VWHPV�DQG
$SSOLFDWLRQV����WK�,QW��6\PS��RQ�0RELOH�$JHQWV

$6$�0$�����

6HSWHPEHU��������(7+�=XULFK

ZZZ�LQI�HWK]�FK�$6$�0$�

'HDGOLQH�IRU�SDSHU�VXEPLVVLRQ��0DUFK���������
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0RELOH�$JHQWV�/LWHUDWXUH

-DPHV�:KLWH�

7HOHVFULSW�7HFKQRORJ\��7KH�)RXQGDWLRQ�IRU�WKH�(OHFWURQLF
0DUNHWSODFH��*HQHUDO�0DJLF�:KLWH�3DSHU������

7HOHVFULSW�7HFKQRORJ\��6FHQHV�IURP�WKH�WKH�(OHFWURQLF�0DUNHWSODFH�
*HQHUDO�0DJLF�:KLWH�3DSHU������

7HOHVFULSW�7HFKQRORJ\��$Q�,QWURGXFWLRQ�RI�WKH�/DQJXDJH��*HQHUDO
0DJLF�:KLWH�3DSHU������

7KH�FODVVLFDO�SDSHUV

'DYLG�&KHVV��&ROLQ�+DUULVRQ��$DURQ�.HUVKHQEDXP��0RELOH�DJHQWV��$UH
WKH\�D�JRRG�LGHD"��,Q�-DQ�9LWHN��&KULVWLDQ�7VFKXGLQ��HGV����0RELOH
2EMHFW�6\VWHPV��7RZDUGV�WKH�3URJUDPPDEOH�,QWHUQHW��SDJHV�������
/HFWXUH�1RWHV�LQ�&RPSXWHU�6FLHQFH�1R��������6SULQJHU�9HUODJ��$SULO
�������KWWS���ZZZ�UHVHDUFK�LEP�FRP�PDVVLYH�PREDJ�SV

)XQGDPHQWDO�HDUO\�PRELOH�DJHQWV�SDSHU
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0RELOH�$JHQWV�/LWHUDWXUH����

'DQQ\�/DQJH��0LWVXUX�2VKLPD��3URJUDPPLQJ�DQG�'HSOR\LQJ�-DYD
0RELOH�$JHQWV�ZLWK�$JOHWV��$GGLVRQ�:HVOH\������

%DXPDQQ��)��+RKO��.��5RWKHUPHO�DQG�0��6WUD�HU���������0ROH��
&RQFHSWV�RI�D�0RELOH�$JHQW�6\VWHP��:RUOG�:LGH�:HE��9RO�����1U�
���SS���������

KWWS���ZZZ�LQIRUPDWLN�XQL�VWXWWJDUW�GH�FJL�ELQ�QFVWUOBUHSBYLHZ�SO"�LQI�IWS�SXE�OLEUDU\�QFVWUO�XVWXWWJDUWBIL�75���������75���������ELE

6SHFLILF�PRELOH�DJHQW�V\VWHPV

0LORMLFLF��%UHXJVW��%XVVH��&DPSEHOO��&RYDFL��HW�DO��0$6,)��7KH�20*
0RELOH�$JHQW�6\VWHP�,QWHURSHUDELOLW\�)DFLOLW\��LQ��5RWKHUPHO�
+RKO��HGV����3URFHHGLQJV�RI�WKH�6HFRQG�,QWHUQDWLRQDO�:RUNVKRS�RQ
0RELOH�$JHQWV��0$¶����6SULQJHU�9HUODJ������

KWWS���ZZZ�ILSD�RUJ�VSHF�ILSD��VSHF����KWP

0RELOH�DJHQWV�DQG�VWDQGDUGV
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0RELOH�$JHQWV�/LWHUDWXUH����

*LRYDQQL�9LJQD��(G����0RELOH�$JHQWV�DQG�6HFXULW\��6SULQJHU�9HUODJ�
����

$�JRRG�FROOHFWLRQ�RI�SDSHUV�RQ�DQ�LPSRUWDQW�VXEMHFW

6WHIDQ�)�QIURFNHQ��)ULHGHPDQQ�0DWWHUQ��0RELOH�$JHQWV�DV�DQ
$UFKLWHFWXUDO�&RQFHSW�IRU�,QWHUQHW�EDVHG�'LVWULEXWHG�$SSOLFDWLRQV�
,Q��6WHLQPHW]��(G����3URF��.L96¶����SS���������6SULQJHU�9HUODJ������

$OVR�LQWURGXFHV�WKH�:$63�SURMHFW

)ULW]�+RKO��7XWRULDO�³0RELOH�$JHQWV�DQG�$FWLYH�1HWZRUNV´�DW
6PDUWQHW¶��������

6RPH�VOLGHV�RI�WKLV�WXWRULDO�DUH�EDVHG�RQ�)ULW]�+RKO¶V�WXWRULDO
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0RELOH�$JHQWV��5HVRXUFHV

❚ *HQHUDO�5HVRXUFHV
KWWS���ZZZ�FV�XPEF�HGX�DJHQWV�

KWWS���ZZZ�FHWXV�OLQNV�RUJ�RRBPRELOHBDJHQWV�KWPO

❚ 7KH�0RELOH�$JHQW�/LVW
KWWS���PROH�LQIRUPDWLN�XQL�VWXWWJDUW�GH�PDO�PDO�KWPO

❚ 0RELOH�$JHQW�6HFXULW\�%LEOLRJUDSK\
KWWS���PROH�LQIRUPDWLN�XQL�VWXWWJDUW�GH�VHFXULW\�KWPO

❚ 0RELOLW\�0DLOLQJ�/LVW
KWWS���PRELOLW\�OERUR�DF�XN�

❚ $JHQWV�0DLOLQJ�/LVW
KWWS���ZZZ�FV�XPEF�HGX�DJHQWVOLVW�
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�)ULHGHPDQQ�0DWWHUQ

�(7+�=�ULFK
�ZZZ�LQI�HWK]�FK�aPDWWHUQ
�PDWWHUQ#LQI�HWK]�FK


