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AladLKAOTIKA

* YITOXPEWTLKN atoukn epyacia (30% Pabuov)
* Mapouaciaon 15 Aemttwv o€ popdn Bivteo
e Qcpota Ao Alota N Kot OLKO O0LC

* [MANBOC Kol TO MEPLEXOUEVO TWV SLadavelwv adpnveTal otnv Kplon
oo (... apkel va punv vmepPBaivel to 15Aemnto)

* EAeUBepn «oknvoBeoio» (epdavion povo dtadavelwyv Kot pwvn
doltntn, PoLtnNTNC Upoota aro obovn, KTA.)

* OL OLadaveLleC UTTOPOUV va ELlval Kol oTal ayYALKA, olAAQL N Ttapouciaon
Ba ylvel ota eAANVIKA

* YrtoPoAn oto e-class (“Epyaciec”) uexpt 19 lavouvapiov 2025



1. Katnyoplomoinon acuppatwy dIKTUWYV BACEL TNG TTEPLOXNG
kaAung (Body Area Network, Personal Area Network, Local
Area Network, KTA.): TUTtoL DIKTU WV, TIPOKANCELC OTNV
UAOTIOLNGT) TOUG KAL TEXVOAOYIEQ

2. MebBodotlMoAramnAng NMpooBaong (Multiple Access) oe
acVppata diktua, pe epdaon o diktua 5n¢ yeviag

3. MéeBodolouptmieongyia artootoAr] 6€d0PEVWY TTAVW ATTO
acvVppata diktua

’ 4.  AAyoplBpuol evromiiopoL BEong oe acLppata Kivnta diktua
Ocpata (1/2) A

Evepyntikeg eiBeoelg oe acVppata diktua: n mepltTtwon Ing
gkovolag mapePBoAng (jamming) kat eSOl AVTIUETWTILONG

™ng

6. [llaBntikegemBeoelc oe acvppata diktua: N mePIMTWOn TG
AaBpakpoaon (eavesdropping) kat EB0OOL AVTIHETWTILONG TNG ’

7. TMowtntavunnpeoiacg (Quality of Service (QoS)) kat tolotTnTag
eumtelpiag (Quality of Experience (QoE)) og diktua 5n¢g yeviag

8. O poAogTwyv dopuUPOPIKWY ETILKOWVWVLIWY oTa diKTtua 5n¢ Kat ,

6N YEVLAG




9. Mopdodomoinon aktivwy (Beamforming): Tt eival kat tola
TTAEOVEKTAPATA TIPOCHEPEL

10. AvappuBuilopeveg Eudueic Emdaveleg (Reconfigurable
Intelligent Surfaces (RIS)): Tt eivat, twg vAoTtoloUvVTAL KAl TTola
TTIAEOVEKTNHATA TTPOCPEPOLV

11. Emokomnon tou 61kTUoU KoppoUL ota diktua 5n¢ yeviag
(ouykplon pe dikTtua 4ng yeviag, TTAEOVEKTNHATA, T(POKANCELR)

12. Emokomnon tou dIKTUoU Ttpoofaong ota diktua 5ng yeviag
(ouykplon pe dikTtua 4ng yeviag, TTAEOVEKTNHMATA, T(POKANCELR)

[ 4
68 IJ ata (2/2) 13. YAotmtoinon, eykataoctaon Kal tapapgetporoinon

TNAETUKOLWVWVIAKWY JIKTUWV HECW TIPOYPAUHATIOTIKWY AUCEWYV
avoLlXTou KwodKka.

14. Emokomnon diadlkaciag cuvdeoNC CUCKEUNC TEPHATIKOU OE
diktuo 5G. ’

15. Emokomnnon dtadikaoiag JETATIOUTING CUCKEUNC TEPHATLKOU OE
dlktuo 5G.

16. 2Uyxpova epyaAeia AoylopikoU yia dlactacloAoynon SIkTuwv. ,

o
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Ocpa 1

Katnyoptlomoinon acuppatwy dIKTU WV
Bdaoel TG TEPLOXNC KAALYNG

(Body Area Network, Personal Area
Network, Local Area Network, KTA.):

- TUTTOL OLKTU WV
- TPOKANCELG OTNV UAOTIOLINCN TOUG

- TEXVOAOYIEC (TIPWTOKOAAQ)

Personal Area Network)
rk of devices within

2 of +/- 10 meters
our body.

ly, wireless and

:d around a person.

| gateway:
phone
Fi router
iet connection via
i, Bluetooth,

,ee, 6LowPAN

PAN

BAN (Body Area Netwol

Network of devices
operating in, or
attached to, the body.

Normally, low power
wireless network devic

Common usage:
* Sports gadgets
* Medical monitorir

BAN



System Bandwidth

Ocpa 2

MebBodol MoAAarAnc NpoopBaong
(Multiple Access) oe acUppata diktuaq, V4
ve epdaon oe dlktua 5ngyeviag Time

* Tielvatkal Tt TpoohEPOLV (TIWC
opllovtal oL padlo-Ttopotl...)

* [lolec sival

e [MAeovektipata - Melovektnuata

* Epdaon oto 5G




Ocpa 3

MgBodoL cupTieong yla artooToAn
dedopEVWY TTAVW ATto acuppata diktua
* 'EAAeWN padlomtopwy, avaykn «eEUTvng»
Xpnong
2UpTILEon 0EOOHEVWV
 Meiwon padlomtopwy yla yetadoon
e BeAtiwon taxutnTtwy K.a.

EUpog tuttwy dedopevwy (Keipevo,
elkova, Bivteo k.a.)

[Moleg peBodol xpnotpotolovvtal

Mepypadn peb6odwv

4
C)
t




Ocpa 4

AAyOpLOpOL eVTOTILOPOL BEONCG O€
acvuppatTa Kvnta diktua

* Evtomiopog 6eong xprjotn amo to
diktuo (UE positioning and
localization)

* H akpifela vtoAoylopov avéavel
(otaBpov Baong, HETPOU, EKATOOTOU
K.Q.)

e TexvOAOYLEG TTOU ETUTPETIOVV AUTH TN
duvatotnta

* [Tapouvaciacn pe6OGdWYV EVTOTILOHOU
oe 4G kat 5G

BS;
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Ocpa 5

Evepyntikeg embeoelg oe acvppata dikrua: Compromised ~ Deployed
’ ’ v UAV UAV
N MePIMTWON TNG EKoLoLag TTapeHBOANG — -
. . 14 ’ ’ — - — %
(jamming) kat peB0dOL AVTIIPETWTILONG TNG '.-"-5 ~— x., "%
- b %
, 2
e EmiBeson oto SNR o g K
* MNMwgdlevepyeital yla emiBeon jamming . ~ Jamming (( )) = (( ))
oe acUppata diktua B A e
) —
e Eidnjamming | | _ ‘
Attacker Serving . Uger Backup S.ervmg
« TpoTtoL avipeTwIiong (proactive, Base Station Base Station
1 >
reactive) 9 &
1;9,) o \,56‘
‘PO)/. (\,&‘1
e 59




Ocpa 6

MaBntikeg emiBeoelg oe acvuppata diktua: n
Tepintwon tngAabpakpoaong
(eavesdropping) Kat HEBOSOL AVTIPETWTILONG
g

* Yrtapén «tpitou» (GUOCIKOU TIPOCWTIOU 1)
AOYLOULKOU) OTNV ETILKOWVWVIA 2 HEPWV

* NMwcg dlevepyeital yla emtiBeon
eavesdropping og acuppata diktua

* Eidn eavesdropping

* TpomoLavtipetwriong (proactive,
reactive)

Eavesdropping Attack

Original Communication

Connected

wWww

Connected
to internet ;ﬁ. to Server

Computer User

New

Hacker

0
1

1
0

Server
]
|

Eavesdropping
Attack 0

‘.___.l



Ocpa 7

Mowotnta uttnpeaoiag (Quality of Service
(QoS)) kat towotntag eptmelpiacg (Quality of
Experience (QoE)) og diktua 5n¢yeviag

* Avaykn aéloAoynonc (real-time r kat oxt)
TNC MPoodeEPOPEVNC LTINPECIAC ) TOU
OIKTUOU Kal dlatpnong tng molotntag

* QoS, QoE: pebodotaéloAoynonckat
dlatpnong e OLAPOPETIKER
TIPOOEYYIoELG

* Mepypadn kat pebodot
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Ocpa 8

O poAog Twv dopudopLKWV
ETIKOIVWVIWYV ota dikTtua 5n¢ Kat
6NC yeVLAG

* Non-terrestrial networks (NTN)

* Xpnon dopudopLlkwyv
ETUKOLWVWVLIWYV ota KuPeAwTta
diktua

 Tuitpoodpepouv

e [Mwcg Ba emikowvwvoLV Pe Ta
eTiyela acvppata diktua

* [Npotutmomowioelg (rt.x. 3GPP)

Non-Terrestrial Networks Satellite (GSO/GEO/LEO)
emiias
-~
Service Link ze X
o HAPS "\, Feeder Link
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, . NTN
.\, Gateway
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Ocpa 9

Mopdotmoinon aktivwy (Beamforming): tt
elval Kat tola mAeovekTnuata tpoocdEPEL;

* AUénon xpnotwy, avénon amattoewy,
avénon tapeuBoAwy ...

* Texvikn avénong SNR, peiwong
TTapePBOAWY Kal E0TiOONC ONPATOCG
HETADOONC OE CUYKEKPLUEVER
KatevbuvoeLg

* [NMwcg o Katadpepvel auto

* Tie€omAlopog xpetadetal

* [TAeovekTnuata



Ocpa 10

AvappuBpuilopeveg Evdueic Emidaveleg
(Reconfigurable Intelligent Surfaces
(RIS)): Tt elval, twg vAoTtoloLVTAL KAl TToLA
TTAEOVEKTHHATA TIPOchEPOLV;

e gmupavelec padlooNUATWY UE
duvatoTnTa MAPAPETPOTOINONG

* [Mwc vAoTtolovvTatl

* [Aeovektnuata

Reconfigurable Intelligent Surface (RIS)

Bias Line
PIN Diode

Upper Patch

4'%‘ f T Via-hole

B eansemzy Bias Line
S
by, SRR Via-hole
o
PIN Diode @ Lower Patch

(a)

Controller

(b)



Ocpa 11

Emtlokomtnon tou dIKktuou
KOPHOU ota diktua 5n¢ yeviag
(ouykplon pe diktua 4ng
YEVLAC, TTAEOVEKTNHATA,
TIPOKANCELCQ)

Tielval to diktuo Koppou

[Moleg elval ol Baolkeg Tou
AeLtoupyieg

Apxltektovikn oto 5G

[MAeovekTnpata -
[MpokANoELC

Benchmarking
Tool

UE Simulation

5G Base Station

gNB

Legend

3" party/External Functions

Simulation

gNB
Simulation

Ethernet



Ocpa 12

Emtiokominon tou diktuou tpocfaocng ota
diktua 5ngyeviag (cuykplon pe diktua 4ng
VEVLAG, TIAEOVEKTNHATA, TIPOKANCELQ)

Tuelval to dikTtuo Ttpoopaong

[Moleg ol BAOLKEC TOU AELTOUPYIEQ

ApXLTEKTOVIKN 010 5G

[MAeovektuata - NpokANoELQ

":

56

New Core
Optical Backhaul

Optical Midhaul

)

MEC ™)

()
‘ .
Macro Cell AAU Micro Cell AAU (((R))

()

() — <(( ))> (@ -
()
A

(R Optical Fronthaul g Core Network

(Y
Private
DAS

Radio Access Network
@® Mobile Edge Computing
Optical, RF, & IAB Transport
5G Network Architecture @ Private DAS Network



Ocpa 13

YAottoinon, eykataotaon Kat TtTapapeTpoTtoinon
TNAETUKOLWVWVLIAKWY OIKTUWV HECW TIPOYPAUUATIOTIKWY
AVCEWV avolXxTtou KwoLlKaA.

* [NpoypappatioTIKA project Ttou VAOTIOLOUV (TIANPWE N
HEPLKWCE) TIE AELITOUPYIEC EVOCG TNAETILKOLVWVLIAKOU
OlKTLUOUL 4G kal 5G s

[ (7
 Core kat Access AlKtuo OPEN AIR

= INTERFACE

* MNMapouoiaon Avcewyv (YA\wocoa TTPOoYyPAUHATIOHOU,
duvatoTnTeg, cLYKPLoN)

) OpensGS




(1)

SSB/PBCH ¥

Downlink
Synchronization

Ocpa 14

annel Sync

: \: - s5IB
Ertlokomnon dwadikaaciag £3 < RACH Process >
oUVSECNC CUCKEURC ) L
=] Uplin

TeppATIKOU o€ diktuo 5G.

Synchronization

= RRC Establishment>

Radio Channel Setup

* ApXIKN cuvdeon
(Stadkaoia attach) UE Network Capability

Requested Network Slice

Registration Request

L 4

« Authentication Processz

e [epypadn dadikaoiag

< Security Process:

&
Y

Registration Accept Registration Result
5GS Network Feature Suppor
Allowed Metwork Slice

r

< RrcReconfiguration =

r
¥

PDU Session Type / PCO PDU Session Establishment Request

PDU Session Type / PCO
PDU Session Establishment Accept PDU Address (IP Address)
QoS Rules

Selected Network Slice
DNN




Ocpa 15

Emtiokomtnon dwadikaaoiag
HETATIOUTINC CUCKEUNG
TeppATIKOU o€ diktuo 5G.

* MNwcgeva teppatiko aAadel
otabpuo Baong

e [epypadn dadikaoiag

1. Measurement Report
PCI= 21, RSRP=-105dBm

Source gNB

% "

H 1
UE is Registered and RRC Active with DL and UL Data Session s

2 NGAP: HandoverRequired
HandoverType “Intrabgs
Cause Ho-desirable radio condition

Handover Admission

5 NGAP: HandoverCommand

Direct Data Forwarding

Target gNB AMF

ndirect Data Forwa

rding

Uplink Data

Downlink/Uplink Data

Uplink Data

N3 End Marker

'13 NGAP: UEContextReleaseCompiete

L
12. NGAP: UE Context Release Commarnid

Downlink/Uplink Data




Ocpa 16

2Uyxpova epyaieia
AOYLOULKOU yila
dlaoctactoAoynon SIKTUWV.

e Tieival dlaoctacloAoynon
* [Molwa ta otadiatng

* [lepypadn epyaleiwv
AoylopikoU (duvatoTnTeg,
open-source, dwpeav N
ETU-TIANPWUN K.A.)

Infovic




[nyeg

e JUyypaApuata

* White papers (3GPP, 5GPPP, SNS-JU, operators ...)

* Review papers (IEEE Xplore — peocw dKTUOUL TNCG OXOANC)
* Google Scholar

* Researchgate

* Google or ChatGPT it ... AN\Q. ...

e 2TO TEAOC TNC TTAapouoiaong va PTteL Kat gla dtadpavela ye OAEC TG
TINYEC




Tips ...

e Alyo KelpEVO PE KATAANAN ypapatooelpd (o peyebog kat oXeolo)
e ATTAO template (Xwpig evtova Kat TIoAAQ Xxpwpata)

e Xpnon KAANG TtOLOTNTAC ELKOVWY, Ypadnuatwy, pwtoypadplwyV KAT
e Xpnon petaBacswy (OXL TToOAAWYV, o€ KAtaAAnAa onpeia)

* OxLo0laBaopa twyv dladavelwyv

* KAve Kal Kapla mpopa mpy ... ©



AnAwon Bepatwv

* Kabe dpoutntiig Ba npemet va dnAwoel pe email oto passas@di.uoa.gr TPELG EMLAOYEG LUE
OELPA TIPOTLUNONG, WOTE VO UTTOPECEL OTN CUVEXELA va Yivel n avabeon,.

* Aev untapyet poBeopia dAwaong mpotiunoewy (000 1o ypryopa oag avatedel Bspa,
TOO0O TO KAAUTEPO YLO CAC...

4. AAyoplBpoL evtorilopol Beonc og acupuaTa Kivnta diktua

2. MeBobol MoAlarAng NpooBaong (Multiple Access) o aocuppata diktua, pe
gudoaon oe diktva 5n¢ yeviag

14. Erilokoninon dtadikacioc cuvdeonc oUCKEUNC Teppatikol og diktuo 5G.

* [ amopiec amevBUveote otov K.[Macoa.



EpwTtnoelq
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