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Outdoor 5G
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Indoor 5G
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User Interface
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|dentification of fire incident

EBVIKO kal Kamodlotplako
» Navemniotiuo ABnvwy

National and Kapodistrian
, University of Athens

U

o

w1

G

OPEN WORKSTATIONS

alaln

~

-

ﬁ“

pe H w

ur‘

@

lab

Software Centric & Autonomic Networking



Audio and Visual Alarm

Fire Alert!
Follow the route to

evacuate the building
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Escape route identification —
smart navigation
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Some Background - SDN

APPLICATION LAYER

Business Applications

CONTROL LAYER

Network Services

Control Data Plane interface
(e.g., OpenFlow)

INFRASTRUCTURE LAYER

Network Device Network Device
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Some Background - OVS

« Open vSwitch is a production quality, multilayer virtual switch licensed under
the open source Apache?2.0 license.
« Network automation through programmatic extensions

() Security: VLAN . Y Monitoring: Netflow,
N isolation, traffic filtering %, sFlow, SPAN, RSPAN

QoS: traffi uin Automated Control: |
craff : que' - OpenFlow, OVSDB
and traffic shaping

mgmt. protocol
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OVS — Basic commands

ovs-vsctl : Used for configuring the ovs-vswitchd configuration database (known
as ovs-db)

ovs-ofctl : Acommand line tool for monitoring and administering OpenFlow
switches

ovs-dpctl : Used to administer Open vSwitch datapaths ovs—appctl : Used for
guerying and controlling Open vSwitch daemons

ovs-ofctl dump-flows sw : List the flows assigned to the bridge

ovs-ofctl show sw : connects to the switch and prints out port state and OF
capabilities

ovs-ofctl del-flows sw : Deletes all flows from the switch

ovs-ofctl add-flow sw in_port=1,actions=output:2 : Adds a flow (rule) — port-
based.

ovs-ofctl mod-flows switch in_port=1,actions=drop : Modifies a flow entry
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Mininet-WiFi

» Afork of Mininet

« Emulator for Software Defined Networking

« Simple to create topologies and run network scenarios
* https://mininet-wifi.github.io/

 Virtualized Access Points
« Emulates mobility & supports various mobility models
* Remote controllers are also supported
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https://mininet-wifi.github.io/

Mininet-WIiFI — Installation

* Option 1 — VM install:
 Download the Mininet-WiFi VM image

« Download and install a virtualization system. We recommend VirtualBox (free, GPL) because it is
free and works on OS X, Windows, and Linux (though it’s slightly slower than VMware in our
tests.) You can also use Qemu for any platform, VMware Workstation for Windows or Linux,

VMware Fusion for Mac, or KVM (free, GPL) for Linux.

« Option 2 - Native Installation from Source (Debian):
 git clone git://github.com/intrig-unicamp/mininet-wifi
* cd mininet-wifi
 sudo util/install.sh —~WInfv

Everything regarding the installation process is available: https://mininet-

wifl.qithub.io/get-started/
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https://drive.google.com/file/d/1oozRqFO2KjjxW0Ob47d6Re4i6ay1wdwg/view?usp=sharing
https://mininet-wifi.github.io/get-started/
https://mininet-wifi.github.io/get-started/

L= EOVIKO ko KamoSiotplokd

Mininet-WiIiFi - Basic Classes

« addHost(): adds a host to a topology and returns the
* host name
« addStation(): adds a station to a topology and returns the station name

« addAccessPoint(): adds an access point to a topology and returns the access
point name

« addLink(): adds a bidirectional link to a topology

% Mavemniotiuo ABnvwv
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Mininet-WiFI — Usage (1)

https://mininet-wifi.qithub.io/usaqge/

« Start a minimal topology and enter the CLI: sudo mn —wifi

» Display Mininet CLI commands: mininet-wifi> help

Display Nodes: mininet-wifi> nodes

Run a command on a station process: mininet-wifi> stal ifconfig —a
Run a command on a access point: mininet-wifi> apl ifconfig —a
Get information of the wireless network interfaces: py stal.wintfs

Verify that you can ping from stationl to station2: mininet-wifi> stal ping -c1 sta2
Ping all network pairs (ex. stal — sta2, stal-sta3, sta2 — sta3 etc.): mininet-wifi> pingall

Exit CLI: mininet> exit
If Mininet crashes for some reason, clean it up: sudo mn —c

You can create a wired link between station and access point with cls=TCLink, as shown below:

Import in your file: from mininet.link import TCLink
Use command in file: net.addLink(stal, apl, cls=TCLink)

To display an xterm for stal and sta2: xterm stal sta2
Start AP/Shutting AP down: mininet-wifi> py apl.start_() / mininet-wifi> py apl.stop_()
Start/ Stop Simulation: mininet-wifi> start / mininet-wifi> stop
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https://mininet-wifi.github.io/usage/
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Mininet-WiFI — Usage (2)

https://mininet-wifi.qithub.io/advanced/

https://mininet-wifi.qgithub.io/commands/

* You can use also the miniedit GUI: sudo python examples/miniedit.py

o https://www.youtube.com/watch?v=j4JS4xxCrCA&list=PLccoFREVAt 4nEtrkl59
M|if5Z2zRX8DZA&index=17
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https://mininet-wifi.github.io/advanced/
https://mininet-wifi.github.io/commands/
https://www.youtube.com/watch?v=j4JS4xxCrCA&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=17
https://www.youtube.com/watch?v=j4JS4xxCrCA&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=17

Mininet-WiFi — Usage (3)

https://www.youtube.com/watch?v=k69t9Xkb0OnU
« Setting and getting node attributes via socket

100

80

apl

40

Sta2

20

alpha@alpha-Inspiron-5480:~/mininet-wifi$ sudo python examples/socket client.py
[sudo] password for alpha:

-> get.stal.position

Received from server: [30.0, 60.0, 0.0]

-> get.stal.rssi
Received from server: [-76.0]
-> get.stal.range

3 Received from server:
&= EOvIKO kal Kamodlotplako
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https://www.youtube.com/watch?v=k69t9Xkb0nU

Mininet-WiFi — Usage (4)

https://www.youtube.com/watch?v=k69t9Xkb0OnU
* Moving a station to a new location

100

80

ap1

40
tal Sta2

20

-> set.stal.setPosition.30,30,0

Received from server: command accepted!
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https://www.youtube.com/watch?v=k69t9Xkb0nU

Mininet-WiFi — Usage (5)

https://www.voutube.com/watch?v=4ccua?2b26k8&list=PLccoFREVAt 4nEtrklI59mjj

f5Z2zRX8DZA&index=18

* Integration between Mininet-WiFi and sflow-rt

&« C | ® 127.0.0.1:8008/a

Charts Topology About
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https://www.youtube.com/watch?v=4ccua2b26k8&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=18
https://www.youtube.com/watch?v=4ccua2b26k8&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=18

Mininet-WiFi — Usage (6)

https://www.youtube.com/watch?v=xWIfWSqtYA8A&list=PLccoFREVAt 4nEtrkl59
m|if5ZzRX8DZA&index=22

» Mininet-WiFi: Using 4-address for AP and client mode

et 12} w w o A N

-~ -

alpha@alpha-Inspiron: ~/mininet-wifi

stal *** sta6 : ('ping -c1 192.168.0.2',) d client mode
PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.

64 bytes from 192.168.0.2: icmp_seq=1 ttl=64 time=7.09 ms a network with an Access Point and multiple clients, but with each

- . is to work, both the client and the AP need to transmit 4-address
192.168.0.2 ping statistics

1 packets transmitted, 1 received, 0% packet loss, time Oms fition MAC addresses. 4-address mode is how OpenWirt supports
rtt min/avg/max/mdev = 7.099/7.699/7.099/0.000 ms you enable wds option on your OpenWit % OpenWrt wireless
sta2 *** sta6 : ('ping -c1 192.168.60.3',)
PING 192.168.6.3 (192.168.0.3) 56(84) bytes of data.
64 bytes from 192.168.0.3: icmp_seq=1 ttl=64 time=8.92 ms

192.168.0.3 ping statistics --- 100 Mintnet Wi Greph
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 8.926/8.926/8.926/0.600 ms
sta3 *** sta6 : ('ping -c1 192.168.0.4',)
PING 192.168.0.4 (192.168.0.4) 56(84) bytes of data.

64 bytes from 192.168.0.4: icmp_seq=1 ttl=64 time=4.49 ms o

192.168.0.4 ping statistics
1 packets transmitted, 1 received, 0% packet loss, time Oms ;ggy
rtt min/avg/max/mdev = 4.493/4.493/4.493/06.000 ms 60

stad *** sta6 : ('ping -c1 192.168.0.5',)
PING 192.168.0.5 (192.168.0.5) 56(84) bytes of data.
64 bytes from 192.168.0.5: icmp_seq=1 ttl=64 time=0.627 ms

meters
~

192.168.0.5 ping statistics --- aai e i

1 packets transmitted, 1 received, 0% packet loss, time Oms ﬂz : # ;

rtt min/avg/max/mdev = 0.627/0.627/0.627/0.000 ms i

stas

*** Result 0% dropped (30/30 received) 20

mininet-wifi>

b :
i K =i L iR i
flan ta wna sunnlicant ta make it listen £ L] 20, L. 1 & .
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https://www.youtube.com/watch?v=xWfWSqtYA8A&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=22
https://www.youtube.com/watch?v=xWfWSqtYA8A&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=22

Mininet-WiFi — Usage (7)

https://www.youtube.com/watch?v=IMkIVOYBTss&list=PLccoFREVAt 4nEtrkl59mijj
f5Z2zRX8DZA&iIndex=34

Emulator for Softwi
inet-wifi

x=86.3579 ,y=10.6677 ,z=111421
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https://www.youtube.com/watch?v=lMkIV0YBTss&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=34
https://www.youtube.com/watch?v=lMkIV0YBTss&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=34

Mininet-WiFi — Usage (8)

https://www.youtube.com/watch?v=-
O59NNN;|t9I&list=PLccoFREVAt 4nEtrkl59mj|jf5Z2zRX8DZA&index=41

* Mininet-WiFi: Working at runtime

alpha@alpha-Inspiron-5547: ~
mininet-wifi> py stal.moveStationTo('75,30,0')
mininet-wifi> stal twconfig
stal-wlan® IEEE 802.11abgn ESSID:"ap-ssid2”
Mode:Managed Frequency:2.412 GHz Access Point: 02:00:00:00:03:00
Bit Rate:1 Mb/s Tx-Power=20 dBém
Retry short limit:7 RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off
Link Quality=706/76 Signal level=-30 dBm
Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:0
Tx excessive retries:® Invalid misc:® Missed beacon:®

Mininet-WiFi Graph

lo no wireless extensions.

mininet-wifi> py stal.moveStationTo('75,55,0')

mininet-wifi> py stal.moveStationTo('75,65,0')

mininet-wifi> py stal.moveStationTo('5,65,0')

mininet-wifi> stal iwconfig

stal-wlan® IEEE 802.11abgn ESSID:"ap-ssidi”
Mode:Managed Frequency:2.412 GHz Access Point: 02:00:00:00:02:00
Bit Rate:1 Mb/s Tx-Power=20 dém
Retry short limit:7 RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off
Link Quality=76/76 Signal level=-30 dBm
Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:e
Tx excessive retries:® Invalid misc:0 Missed beacon:0

20 80 100
lo no wireless extensions.
—
’..\ °° + - E-l x=33.6973  y=77.0408 mininet-wifi> py stal.moveStationTo('S,36,8')

mininet-wifi> py stal.moveStationTo('65,30,0')
mininet-wifi> py stal.noveStationTo('6S,Ee,e')
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https://www.youtube.com/watch?v=-Q59NNNjt9I&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=41
https://www.youtube.com/watch?v=-Q59NNNjt9I&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=41

Mininet-WiFi — Usage (9)

https://www.youtube.com/watch?v=WHG6bSOKC7Lk&list=PLccoFREVAt 4nEtrkl59
M|if5Z2zRX8DZA&index=52

 Integration between Mininet-WiFi and Physical Wireless Interface

« OTT0U TO KIVNTO PTTOPEI VA €ival O server Tou
Thingsboard pe dikid Tou IP kai Port Topology
» Kai stations utropouv va €ivai ol clients 1rou g .

OTEAVOUV Ta OedOMEVA BEPUOKPATIOC OTOV
server (apa £€xouv Tov POAO TWV SENSOIS)

"
E

Bridged
ethernet

ssid: Mininet-WiFi-AP 1

ssid: my-ssid

Mininet-WiFi :

£ EOVKo KaL Kamodlotplako
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https://www.youtube.com/watch?v=WH6bSOKC7Lk&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=52
https://www.youtube.com/watch?v=WH6bSOKC7Lk&list=PLccoFREVAt_4nEtrkl59mjjf5ZzRX8DZA&index=52

Thingsboard

ThingsBoard CE - https://thingsboard.io/

* Open-source loT Platform

« Device management, data collection, processing and visualization for your 10T

solution

Temperature fluctuations

10°C
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https://thingsboard.io/

Thingsboard — Installation (1)

https://thingsboard.io/docs/user-quide/install/installation-options/

« Mrropeite va eTTIAECETE OTTOI0 BEAETE (TTpOTiuNON oTIG €mAoyEc Ubuntu, Windows)
ThingsBoard installation options

ThingsBoard is designed to run and utilize on majority of hardware, from local Raspberry Pl to powerful servers in the cloud

%> CentOS 2
) R .\ 'Raspberry Pis @ .-
ubuntu & RedHat S Windows §romsbers v dﬁc: Ll

& @ ) Maven %5 @ O

docker ' Building from sources Cluster setup

2 EBVIKO Ko KartoStotplakd
» MNavemniotiuo ABnvwy
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https://thingsboard.io/docs/user-guide/install/installation-options/

Thingsboard — Installation (2)

https://thingsboard.io/docs/user-quide/install/ubuntu/

https://thingsboard.io/docs/user-quide/install/windows/

» AkoAouBgiTe Ta BriuaTta Tou CUVOEOHUOU Kal ETTIAEYETE yIa TNV BACN Kal queue
service Ta TTAPAKATW

* [1a v Baon:
PostgreSQL
(recommended for < 5K msg/sec)

* [1a TO queue service:
In Memory
(built-in and default)

» Mrtropeite va dOKIJAOETE Kal TIC AAAEC €TTIAOYEC OAAG oI recommended €ivai ol
TTI0 ATTAEC
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https://thingsboard.io/docs/user-guide/install/ubuntu/
https://thingsboard.io/docs/user-guide/install/windows/

Thingsboard — Usage (1)

https://thingsboard.io/docs/user-quide/install/ubuntu/

https://thingsboard.io/docs/user-quide/install/windows/

Getting started guides - These guides provide quick overview of main
ThingsBoard features. Designed to be completed in 15-30 minutes.

Connect your device - Learn how to connect devices based on your connectivity
technology or solution.

Data visualization - These guides contain instructions how to configure complex
ThingsBoard dashboards.

Data processing & actions - Learn how to use ThingsBoard Rule Engine.

loT Data analytics - Learn how to use rule engine to perform basic analytics
tasks.

Hardware samples - Learn how to connect various hardware platforms to
ThingsBoard.

Advanced features - Learn about advanced ThingsBoard features.

> EQVLKO Kal KamoSLotplakd
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https://thingsboard.io/docs/user-guide/install/ubuntu/
https://thingsboard.io/docs/user-guide/install/windows/
https://thingsboard.io/docs/guides#AnchorIDGettingStartedGuides
https://thingsboard.io/docs/guides#AnchorIDConnectYourDevice
https://thingsboard.io/docs/guides#AnchorIDDataVisualization
https://thingsboard.io/docs/guides#AnchorIDDataProcessing
https://thingsboard.io/docs/guides#AnchorIDDataAnalytics
https://thingsboard.io/docs/guides#AnchorIDHardwareSamples
https://thingsboard.io/docs/guides#AnchorIDAdvancedFeatures

Thingsboard —

Hello world L

Learn how to collect 1oT device data
using MQTT, HTTP or CoAP and
visualize it on a simple dashboard.
Provides variety of sample scripts
that you can run on your PC or
laptop to simulate the device.

Getting started with Rule
Engine

Learn about ThingsBoard rule
engine and typical use cases you
can implemeant. Review Hello World
example and learn how-to enable
filtering of incoming telemetry
messages.

Usage (2)

End user loT dashboards L

Learn how to perform basic
operdations over Devices, Customers,
and Dashboards.

Device data management @

Learn how to perform basic
operations over device attributes to
implement practical device
management use cases.
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Thingsboard — Usage (3)

* [1a0 va oOUVvOEOETE R
, Connect devices using
OUOKEUN 1TouU va ThingsBoard HTTP API
O-Té)\Vfﬂ 6860“éva OT10 _egrr“. t*?wts connect your devices
Server O-Gg TrpOTlleua ?td:rg;;;rsrjf‘u?rTJ::aouufoﬂﬂ:‘lt
TO HTTP API

* 2. € KAVOVIKA oevapia
’ Connect devices using
TrpOTI HOU IJ € T0 ’M QTT1 ThingsBoard MQTT API
8“8'6” Trpoo-(Papgl Learn how to connect your devices
T[O)\)\ég 6UVGT()T”T£§ using MQTT protocol and

ThingsBoard built-in payload format.

gﬂi”’(? EBVKO kot Kartodiotplako
PN MNavemniotiuo ABnvwy
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Thingsboard — Usage (4)

* [Mapadeiypa xprions JSON kai API
« JSON >

"stringKey":"valuel”,
"booleanKey":true,
"doubleKey":42.0,
"longkKey":73,
"Jjsonkey": {
"someNumber": 42,

“"someArray": [1,2,3],

"someNestedObject": {"key":

e

* API: http(s)://host:port/api/vl/$ACCESS_ TOKEN/telemetry

* [Mapadeiyua:

# Publish data as an object without timestamp (server-side timestamp will be used). Replace
$THINGSBOARD_HOST_NAME and $ACCESS_TOKEN with corresponding values.

* curl -v-X POST --data "{"temperature:42,"humidity":73}"
http://$STHINGSBOARD_HOST_NAME/api/vl/$ACCESS_TOKEN/telemetry --header "Content-Type:application/json"

2>

= EOVIKO Kal Kamodlotplako
» Maveniotiuio ABnvwy

National and Kapodistrian
University of Athens
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Thingsboard — Usage (4)

* Oa xpelaoTei va XxpnoiuoTtroinoete To GUI yia Tnv epapuoyni Kavovwyv

TTOU VA AVTATTOKPIVOVTAl OTA OEVAPIQ
e [1a TTapAdEIYUA OTOUC KAVOVEC

%ThingsBoard

& Home

€+ Rule chains
&2 Customers
[ Assets

(o0 Devices

[} Device profiles
@ OTA updates
IR Entity Views
«» Edge instances
A Edge management
2% Widgets Library
B Dashboards
@) Audit Logs

M Apiusage

¢ System Settings

EBVIKO kal Kamodlotplako
» MNavemniotiuo ABnvwy

National and Kapodistrian
University of Athens

> <> Root Rule Chain (Root)

Add two nodes: "script”
and "rpc call reply"

Viem

O

RPC Request from Device

Succt
=log
= Log RPC from Device

RPC Request to Device

lab
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Thingsboard — Usage (5)

» [Napadeiypata Dashboard mou Ba xpeiaoTeite

@ThmgsBoard

A HOME

W PLUGINS
District map

) RULES w

District A

22 CUSTOMERS

B3 assers

[0 pevices L 2
B2 WIDGETS LIBRARY

53 DASHBOARDS

@ThmgsBoard

A HOME District A

N PLGINS
Building plan

¢) RULES
o+
25 CUSTOMERS

B asseTs

(s0 pEwIcES

B2 WIDGETS LIBRARY

-
85 DASHBOARDS

EBVIKO kal Kamodlotplako
MNavemniotiuo ABnvwy

National and Kapodistrian
University of Athens

¥z Dashboard

83 Dashboard

>

83 Guide Dashboard

Enregy Meter A-3

weethap Tiles counes; of run

pon b eetlap Te

Bulldings list
Entity name 7D
Bu A
B )8

Entity name

Building Sensors

Guide Dashboard ~

Guide Dashboard ~

e

[0 DistrictA ® Realtime - last minute

[0 Entities @ Realtime - last minute
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Thingsboard — Usage (5)

BonBntikoi cuvdeouol yia va UTTOPECETE VA PTIACETE TA OEVAPIA
* Widget configuration guide, Part 1: Basic Settings
* Widget configuration guide, Part 2: Latest Values Map Widget
» Widget configuration guide, Part 3: Time Series Map Widget
» Getting started with ThingsBoard

I'Iapaéslypam Wldget TTOU Ba XPEIaOTEITE

EBVIKO kal Kamodlotplako
MNavemniotiuo ABnvwy

E 5 National and Kapodistrian
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https://www.youtube.com/watch?v=XkGO_9j0iyo
https://www.youtube.com/watch?v=kFAZD2F2aso
https://www.youtube.com/watch?v=ro3UFB_7SzE
https://www.youtube.com/watch?v=TwJJbxwQX5k&list=PLYEKB_XwLCZI02stJfhPyia0l3YPgbXcT
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